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FOREWORD

Global Information Systems Management deals with multitude of topics that relate to
developing, applying and managing information systems in distributed settings for the
good of organizations, communities and individuals. The Global Information Systems
Management-course (TLO-35306) was arranged for the second time in Tampere Univer-
sity of Technology in Spring 2018. This document contains the group exercises of the
course.

The exercise consisted of specific Global Information Systems Management -related phe-
nomenon in a problem-based approach. Each group collaborated on finding a common
topic of interest and problem to be solved from research or practice. Each group pursued
the solutions to these open-ended problems (solution not defined) and reported their find-
ings in the reports that are attached in this consolidated document. Thus, groups focused
on organizational, individual or societal issues of their own choosing.

As you can see, the current topics in Global Information Systems Management range
from the dark side of Blockchain to issues about fake news. We hope you take a moment
to read about the state of the art research in Information Systems and Information Man-
agement. Enjoy!

18.4. 2017 Tampere

Teachers

Assistant professor, Henri Pirkkalainen

M.Sc. (Econ.), Osku Torro
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ABSTRACT

Dark Side of Blockchain
Tampere University of Technology
Group assignment, 15 pages
March 2018

Keywords: blockchain, cryptocurrencies, darknet, criminal activities, money laun-
dering, malware

Along this document we will present some of the main problems affecting blockchain
technology from a legal/ethical point of view, focusing on the illegal activities linked and

recommend the reader to previously understand blockchain technology in order to have a
complete comprehension of the points mentioned.
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INTRODUCTION

Blockchain technology is growing rapidly in uses and application, and has become a main
topic in most of the newspaper and divulgation sites, thanks especially to the cryptocur-
rencies, if 2017 started with a global capitalization of 18$ billions, 2018 opened with a
market cap of 550$ billions.[6]

This massive increase is followed by the adoption of the technology in many different
fields, smart contracts are nowadays a reality, a trustworthy alternative to previous pro-
tocols. Companies are constantly appearing from betting to smart grids with the benefits
and threats linked.

This extremely fast growth came with many regulatory challenges that we will need to
face along the following years in order to create a more secure independent grid and take
advantage of the possibilities that this technology bring to us.

In the first part of this essay we will start presenting the main problems that we have
found, starting from the
patibility of  blockchain and the right to be forgotten and finally how the lack of under-
standing of this technology may hinder the expansion and use of blockchain.

In the second part we will describe the different illegal activities linked to the blockchain,
some of them adapted to the possibilities that this new technology enables such as money
laundering, and the appearance of new ones like cryptocurrencies scam or malwares.
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ILLEGAL ACTIVITIES

Black Market

The greatest thing which blockchain has brought to us is undoubtedly better ability to
trade with cryptocurrencies. Unfortunately, it also brings more opportunities to trade in
the Black Market.

Darknet

There are researches which indicates that almost 25% of all bitcoin users associated with
black market. Black market operated on the Internet is called Darknet. Darknet is some-
thing like the hidden layer of the classical internet which everyone of us knows. [3]

In this place there you can fin
raphy, but also food, jewellery, electronics etc. One of the biggest marketplaces on Dark-
net was named Silk Road. This marketplace was shut down by FBI in 2013. [33]

If we wanted to access to Darknet we would need a special browser for it. The most used
software for enabling anonymity is The Onion Router (TOR). This software is free, so
everyone can download it and in addition it is not hard to find instructions how to access
Darknet. The only issue which the darknet had to face was, how to deal with payments to
be not tracked easily. The solution came with cryptocurrencies and the Darknet started to
grow rapidly. [2]

First cryptocurrency used for trading in the Darknet was Bitcoin. Resources say Bitcoin
did for Darknet the same thing like PayPal did for eBay.  However, neither Bitcoin is
perfect and its transactions could be tracked. Thus, nowadays Bitcoin starts to be replaced

 anonymity
safe. [3]

Money Laundering

actions he or she made with financial resources connected to criminal activity. This makes
investigating the crime and finding the offender much harder for the law enforcement
authorities.
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Cryptocurrencies and anonymity

For this reason criminals would prefer a system which offers high level of anonymity and
cryptocurrencies offer this feature. When opening a bank account there is often required

who is the sender and recipient. On the other hand there is no such need when doing
- encies offer dif-

ferent level of anonymity. [25]

Probably the best known and one of the most widely used cryptocurrencies is BitCoin.
And although it is widely used for criminal activities especially in dark web black mar-
kets, it does not offer full anonymity. Each user needs to create a wallet which has an
unique ID. This, together with the fact, that the BitCoin blockchain is public makes it
possible for the authorities to track the transactions. [25]

This problem is well known and as a reaction to it alte

them are Monero and Dash (Digital cash). The letter one is especially interesting because
it uses so-called zero-proof technology. This means, that no identification data like

blockchain. [25]

What authorities can do

Criminals use new technologies to make it harder for law enforcement agencies to dis-
cover their activities. The authorities though are able to keep the pace in this cat and
mouse game quite well as they are able to use new technologies too and develop new
modern methods which help them to fight money laundering. [25]

One of the weakest poi
there is a need to exchange the cryptocoins for fiat currency -
starting point for the authorities to start tracking the transactions in publicly available
ledgers. [25]

There are two basic approaches which can be used to identify suspicious transactions.
The first one is identifying behavioral patterns. As some sources suggest, criminals be-
have significantly differently compared to common users. The other approach is to focus
on detecting abnormal transactions: unusual times, frequency, volumes or velocity. These
techniques are not new and are already used by traditional financial institutions. [25]
There are even companies like Nastel Technologies which focus on transaction monitor-
ing, and as they claim, their products can be used for cryptocurrency transactions too. [25,
26]
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What might be surprising is that the blockchain technology itself can be used to fight
money laundering using cryptocurrencies. There are suggestions that a ledger containing
audits of suspicious transactions can be created. [25]

One of the problems the authorities face are outdated laws. But there are already some
proposals for example in the United Kingdom to include cryptocurrencies into their anti-
money laundering and counter-terrorism laws. [27]

Financing terrorism

There is a concern, that cryptocurrencies might be used for financing activities of
terrorists and terrorist groups. According to some sources [28] the usage for this purpose
is not very wide. There might be several reasons behind it:

unpredictable and rapid changes of value,
coins in wallets can be stolen by hackers,
potential problems with supply and demand when exchanging for fiat currencies
growing interest of law enforcement authorities. [29]

That said, an U.S. based think-tank Foundation for the Defence of Democracies proposed
an idea, that the steep rise of the BitCoin value in December 2017 might be linked to
terrorist use. What is interesting here, is that it was not very difficult to discover the
intentions of terrorist groups to use cryptocurrencies for donation. Information was
available on their propaganda websites and wallet IDs could be found on social networks.
Because of this the think-tank was able to track the transactions and they discovered that
these efforts vere not very successful. Only a small amount of transactions was made with
the largest amount sent was being worth only 685 USD at the time. [30]

Blackmail and Malware

The possibilities that blockchain technology offers in terms of extortion and bribery are
wide and very different from each other. As the majority of infections and blackmails
occurred in the net, the risk can be drastically reduced using common sense and always
being aware with the content shared and downloaded from the internet. Most of malwares
needs the complicity of the victim that can be materialized in the form of ignorance, im-
prudence or negligence.

Blockchain technology allows the extortioner to take economic profit, thanks to the ano-
nymity provided by the wallet system, in the following years we will see an increase in
ransomwares, and all kind of malware taking advantage of the possibilities offered.
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Threats

Blackmail adopts new forms enabled by this technology never shown before. If its usual
to listen that documents on internet remains forever, it even acquires a superior dimension
when we talk about blockchain where the data may remain forever, this should scare and
warn about what do you share and with whom.

On the one hand cryptocurrencies allow the payment by preserving the identity of the
blackmailer, thanks to anonymous wallets, as we have already seen with the well known
case of ransomwares such as WannaCry[11] which affected more than 140k computers
around the world (in some sources more than 200k), encrypting the data and demanding
a bitcoin payment in the specified wallets. This attack could have been avoided with the
measures proposed later in the document.

On the other hand blockchain making use of the smart contracts, can ensure that the black-
mailed person acts in a certain way if wants to recover his data or stop the blackmailing,
as we will illustrate. For example person A after being a victim of phishing and losing
some confidential data is asked for sending a certain amount of Moneros[12] to a wallet,
smart contract will ensure that unless the desired amount arrives to the chosen wallet, the

but money. For example asking the blackmailed to go to a certain position, or travel a
certain distance, being the satellite position of his phone the key of the blockchain. This
smart contracts can also help the hiring of murders, establishing and smart contract where
the killer will receive the payment if the victim dies at a determinate time agreed before
by assassin and contractor.

Other kind of threat that is appearing on the last days, is the mining-malware, this soft-
ware targets phones (android and apple indifferently), computers, tablets and all kind of
electronic devices that are connected to the net. This malware destinies part of the com-
puting resources of the infested device to mine different cryptocurrencies such as monero,
xrp, ethereum or bitcoin. [18] In has been noticed, that this mining tools, comes in many
times directly from web pages that are including a Javascript Miner without the
knowledge of their users. Here there is an example of an script which is mining Monero
[19]. One of the pages that are doing this practice is the well known The pirate bay. Cryp-
tocurrencies miners malware trend is clearly on rise, and will be a big issue to be faced in
the following years.[20]

Preventive measures

Despite that the WannaCry was one of the biggest worldwide attacks in internet history
which affected 150 countries and several companies, it could be easily avoided with
proper preventive measures, being the first one to have always your operative system
updated, and if possible using the last version. When WannaCry was released, computers
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with Win
security issues exploited by this ransomware. Other preventive measures are common to
the internet environment and are the following ones.[21]

Download documents only from reliable sources.
Always double check the URL address of the sites that you visit, especially if they
ask to introduce sensitive information.

Change often your passwords (twice a year), not just small changes.
ish sensitive information on forums or social media.

Update your antivirus.

Finally in order to control and monitor your web content for preventing mining or mali-
cious scripts is recommended to install a script block, adblock or use privacy-focused
browsers that use script blockers as Tor. In any case if the user appreciates a decreasing
efficiency in his computer while visiting certain pages, is always good to check the re-
sources consumption. The more popular script block are NoCoin [22] and MinerBlock
[23], also has been developed a webpage called NotMINING.org [24] that analyzes the
url of the webpage given looking for mining scripts.

Scam cryptocurrencies

Scams involving cryptocurrencies are quite common, and their target are the general pub-
lic. As the lack of regulation is one of the main features of cryptocurrencies nowadays,
users of digital services are defenceless comparing to other technologies.

If we look at traditional exchange systems, as the banking system or the use of cash, the
confidence of people relays on its stability and procedures that guarantees the security of

tool, will be reticent to change its savings to a highly volatile currency as cryptos are.

There are several examples of how cryptos are used as an scam weapon.

Pyramid structures

The lack of knowledge about this technology has been used to disguise classical pyramid
scams as actual safe investments. In 2017, about a year ago, OneCoin was moving more
than 350 million dollars [13].

They claimed the be able to multiply your invested bitcoins by two in just 12 hours. Ac-
tually, this company based its results in the increasing price of bitcoin and that lack of
knowledge of the users. The company was closed, with the police arresting all its leaders.
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Initial coin offerings

When a new cryptocurrency is created, an initial sale is offered. It works in a similar way
to the public stock offerings that happen when a new company is built.

very high overestimation of the value, with the only objective of making profit, and with-
out a real purpose of developing the technology around the currency to make it have that
real value in the long term [14].

As in the previous point, those who want to benefit from this type of fraud make use of
the lack of information of the user about the new currency and the inaccurate information
of the media.

Fake currencies, companies and profiles in social networks

This scam usually happens in social networks and is the most common fraud. It can either
consist on a fake company that sells non existing coins or a fake company that pretends
to sell popular currencies (like Bitcoin or Ethereum) with a lower price than the usual.

Their principal target are the common users of Facebook and Twitter, as using these net-
works is an easy way to build false profiles. They usually build professional profiles that
imitate the real ones to make people fall in the scam [15].

Given that these fakes can be very different, there is a big danger regarding the difficulty
to predict their structure. Some of them combine real and fake information. for example,
they can provide in their profiles links to real exchange websites that don't belong to them,
beside showing and fake address corresponding to some financial district of a big city.

This way users, who are not able to easily check the authenticity of the address, tend to
relay their confidence on the real information. The scammers will individually contact
people to offer very profitable investments, arguing to speak in the name of the real com-
pany.

Other ones are more simple and don't involve fake companies, just consisting on fake
accounts imitating famous people. This way of scamming is also used for previous com-

a powerful tool to influence big amounts of people.

How to prevent scam

Depending on the scam, the answer is different. From the user perspective, there are ways
to protect from frauds involving fake accounts, investments or even companies. In this
case there are tools that let individual users to protect themselves against it. These tools
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are based on Javascript and can add extensions to browsers and even the social networks
themselves.

Ethereum, was impersonated by one of this scammers, some people started to be con-
cerned about this issue, as the opinion of someone like Vitalik can influence prices and
the behaviour of users.

can detect potential scams in networks like Twitter.

From the point of view of digital companies, the potential economic losses are bigger,
and also the potential losing of confidence of users caused by their individual danger.
Given this, their answer is being more absolute.

In the case of Facebook, the harm of fake accounts and frauds involving initial coin of-
ferings was so difficult to control that the company decided to ban all advertisements and
links to businesses related with cryptocurrencies [17].

It seems that the biggest problem of cryptocurrencies is that there is a big lack of regula-
tion by governments, so users and companies usually have to build their own security,
something that is very hard without a previous knowledge about this technology.

Some countries have done a few regulations about it. For example, US already have some
rules about initial coin offerings to avoid massive scams that target users, but, in general

If we look at a global scale, intern
or procedures about how to deal with this technology. This will be the biggest deal. Cen-
tralized, and even decentralized structures, can be easily controlled from their main nodes.
In this case, the technology uses a distributed structure, so a global response is needed,
given that nowadays these currencies are operating under the rules that the specific crea-
tors of each one decides to set.
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OTHER PROBLEMS

Understanding the technology and trust issues

One of the biggest problem of blockchain is the difficulty of the technology. Because of
the difficulty, people do not understand the technology and do not realize how big benefit
can it bring to them. The reason why they do not understand the technology of blockchain
is not in the most cases their intellect, but their interest. [34]

This understanding issue is closely connected with trust issue. People easily do not care
about something, they are not sure they can trust. We usually trust some authority, but
with blockchain we have to trust the anonymous miners (in the case of Bitcoin) and the
technology itself. [34]

Different sources mention three types of trust  institution-based (trust in a bank, or a
government), characteristic-based (trust in someone who we know, or who is similar to
us somehow) and process-based (trust in some rules or habits, e.g. trust that we can drive
on the left side of a road safely in Britain) kind of trust. [35]

Trust in blockchain combine at least two types of trust. We may start to trust blockchain
when someone who we trust is using it and we have to trust lot of anonymous people.
This is closely connected with trust to process, what can be difficult because of its com-
plexity. [35]

rust something that does not even exist in
physical form. Thus, it is impossible to convince them to sell something expensive
through blockchain.

However, this reaction is not surprising. Who would control the reaction on potential
crisis or some massive hackers attack? How would we deal with fraud, if authority was
everyone and no one?

It is not in human nature to trust something without central authority, that's why any cryp-
tocurrency is still not globally accepted. What's more, some governments like in China
have forbidden Bitcoin and other cryptocurrencies, because they were not able to regulate
them. [35]
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Figure 1 - Blockchain understanding [4]

Energy Consumption

One of the problems emerging from the Blockchain technology and specifically from
Bitcoin, currently most popular cryptocurrency, which has been recently popularized by
the media is its high energy consumption and associated carbon footprint.

Bitcoin operates in a peer-to-peer network whose goal is to maintain a ledger of all trans-
actions. But before a transaction is accepted it needs to be validated. Multiple transactions
are grouped with other necessary information to form a block. Each bitcoin miner creates
a block but only one of these is accepted by the network. And to ensure that nobody is
trying to provide a block with invalid data this valid block is selected randomly. Miners
compete in solving a cryptographic problem and the winner obtains the right to add his
block to the blockchain. Goal of this competition is to find a string called nonce which
needs to be added to the block, such that a hash created from the block satisfies certain
condition. Finding this nonce is based on trial and error. Even at the easiest difficulty
probability of generating correct hash on each try is 1/232. [31]

Miner needs to randomly or systematically select a nonce and check if valid hash is gen-
erated. This requires a lot computing power and with that associated electric energy. In
the past standard CPUs were enough but currently Bitcoin miners had to switch to much
faster systems like GPUs or even specialized mining hardware. The reason is that the
Bitcoin protocol allows new blocks to be added to the chain only every 10 minutes at
average. And since the number of miners and their computing power is rising it must be
compensated by also rising the difficulty of the problem. [31]

The result is that even though these new devices used by miners are much more energy
efficient compared to classic CPUs, total energy consumption is estimated to be around
45 TWh per year. Which is more than yearly consumption of countries like Peru, Hong
Kong or Iraq. If Bitcoin miners created a country they would currently rank as #53 in
energy consumption. Some predict that by 2019 the required amount of energy will be
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One of the possible solutions to this problem is to replace the proof-of-work concept de-
scribed in previous paragraphs by so called proof-of-stake used for example by Ethereum.
This approach doesn

work participants can for example vote while the weight of each vote is determined by
s wealth. Although proof-of-stake is promising from the view of energy

consumption some issues are yet to be solved one of which is lack of standardization.
[32]

Cryptocurrencies Bubble

Are cryptocurrencies a bubble?

The most straightforward way to answer this question is to compare the structure of a
classical bubble [7] with the price evolution of a cryptocurrencies. Bitcoin has been cho-
sen as a model [8], as is the oldest cryptocurrency and the one with more market share.

A bubble is defined by 4 phases: (stealth, awareness, mania and blow off) and several
milestones on prices, in which the tendencies change in a fast way.

The evolution of Bitcoin price is slow until the end of 2012, with a behavior that can be
compared to a stealth phase. At that point,

After that moment, its price starts to grow much faster, entering the awareness phase. In
one year its price raised a 10000%. Between the end of 2013 and beginning of 2014, the

s to slowly decrease until the beginning of 2015.

means the beginning of the mania phase. During this phase, the price rises again, recov-

makes effect, and the value of Bitcoin grows exponentially until the end of 2017.

With the peak that Bitcoin experimented at this moment, it enters the blow off phase.
Then, the currency started to lose value until the beginning of 2018, that finished in a

since the peak, just before starting falling again.

If the classic model of an economic bubble is true, Bitcoin will start losing price until it
stabilizes again in one that really represents the value of the coin.

There are several reason for and against thinking that Bitcoin is an economic bubble. On
one hand, the evolution of its price during the last year until nowadays is very similar to
the mania and blow off phases described by the classic model, having a very marked
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On the other hand, the stealth and awareness phases are much distorted regarding the

ness phase that is usually recovered again after a short time. In the case of Bitcoin, it
needed two years.

There is a third option, in which there is a bubble, but is still far from reaching its peak.
One of the main reasons to think that is that the capitalization of cryptocurrencies is still

le, and that would explain the strange behavior
during the awareness phase. In this case, the peak that we recently experienced wouldn't
be the starting of the blow off but the actual awareness phase.

Relation of blockchain with a hypothetical bubble.

Even
analyze how a bubble can affect the future of blockchain. One good example is the dot-
com bubble in year 2000.

If we divide the different companies involved in that bubble depending on how they be-
have after the blow of, we can make two big groups. The first of them is composed by
many companies that sank after the bubble. The second group is composed by the com-
panies present nowadays, like Intel or Amazon.

In the case of Intel [9], the company never reached again the price experimented during
the peak of the bubble. However, the price of Amazon [10] is right now more than ten
times higher during that peak. In general terms, we can say that this bubble affected
prices, being very harmful to the people that lost its money, but it didn't affect the implan-
tation of the new web service technologies in the long term.

Nowadays, internet is everywhere, and the dotcom bubble didn't change that. Is reasona-
ble to say that, even if cryptocurrencies experience a massive drop in their prices, block-
chain technology will remain or, at least, its future doesn't depend on the speculative
trends around cryptocurrencies.
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ABSTRACT

Increasingly, Artificial Intelligence is being used to facilitate and speed up processes, help
develop new technologies, support daily activities and, most important for this report, the
development of smart, self-driving cars. Artificial Intelligence is a hot topic and nowa-
days more and more attention is directed towards the challenges and more specifically
the ethical issues that accompany Artificial Intelligence and self-driving cars. It is up to
humans to develop appropriate guidelines and laws on how to develop the service system
of the autonomous cars conform to the morals of the global society. In this paper a solu-
tion is proposed to create laws that are conform to these desires and morals of the majority
of people by making use of immersive virtual reality.

Keywords: Artificial Intelligence, self-driving cars, ethicality, virtual reality



23

INTRODUCTION

The journey of Artificial Intelligence has been given a lot of uplifting and hopeful atten-
tion lately, but it has not been as smooth as one might think. Even though the endless and
amazing possibilities sound promising, the developments have come across quite some
obstacles and discussions about the ethicality. One remarkable and trendy use case of
Artificial Intelligence, which is the focus point of this paper, is the invention of self-driv-
ing cars. Developments in this department have increased rapidly in the last years and,
consequently, there are more and more challenges and ethical issues that need to be dealt
with. The most important question that arises is whether people can trust self-driving cars
on the street since cars are often caught in challenging situations involving humans. Es-
pecially when it comes to situations where every option would result in a sacrifice, also
known as the Trolley Problem.

In this report the history of Artificial Intelligence is lightly touched before going more
into the multitude of challenges concerning its development and use, as well as its conse-
quences. The main focus of the report is on self-driving cars and more specifically the
ethical issues that are a very hot topic nowadays. First the history of self-driving cars is
discussed followed by a discourse of the potential ethical issues. These are problems that
arise from the transition from a conventional driving culture into a future fully self-driv-
ing society. The most important issue is the widely discussed Trolley Problem. Finally,
the report concludes with recommendations on how to tackle these issues as well as a
solution to developing the optimal legislation that is conform with the desires and morals
of the majority of people by making use of immersive virtual reality. This report is not
meant to give exact guidelines but rather a proposal based on literature research and per-
sonal experience.
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ARTIFICIAL INTELLIGENCE

it in their goods and services ranging from car manufactures to healthcare. Yet, what is
Artificial Intelligence? Why is it such a hot topic now?

History

The concept of Artificial Intelligence is nothing new. Some sources even trace it back to
the classical philosophers of Greece. It has been agreed upon that a self-learned entity has
been coined out multiple times during history yet never achieved full Artificial Intelli-
gence. Some people would say that the Christian God is an example of an Artificial In-
telligence (and in some way it makes sense). (Foote, 2016)

1940 - 1950
In the 19
a man named Alan Turing invented the first enigma code-breaking machine. This short-
ened the war by two to four years and helped the Allies in gaining the upper hand. The
key innovation in this invention was the ability of computers to store commands instead
of just executing them. In 1950, Alan Turing coined a thinking machine, a machine that
imitates human thinking. These two events helped introduce the concept of Artificial In-
telligence to the world. (Hinsley, 1996)

1950 - 1980
The first proof of concept was written in Logic Theorist in 1956 and meant a turning point
for Artificial Intelligence. It was the first time the term Artificial Intelligence was used as
well as the first real, concrete vision on the possibilities of Artificial Intelligence. This
was the moment top researchers from various fields were intrigued by Artificial Intelli-
gence and its possibilities and this moment was the fountainhead to the next 20 years of
research. But, what is Artificial Intelligence exactly? (Rockwell, 2017)

According to Copeland, Artificial Intelligence is the ability of a digital computer or com-
puter-controlled robot to perform tasks commonly associated with intelligent beings.
(Copeland, 2018) Another definition can be found in Oxford Dictionaries, which dictates
that Artificial Intelligence is the theory and development of computer systems able to
perform tasks normally requiring human intelligence, such as visual perception, speech
recognition, decision-making, and translation between languages. (Oxford Dictionaries,
n.d.)  In this text, the first definition will be used, as it is more compact.

From 1956 onwards funding for Artificial Intelligence started. Neural networks, which
are programmable brains, were being created, yet this did not deliver promising develop-
ments. The programs made in those days were too simplistic and could only solve basic
problems that people could easily deal with themselves. Researchers underestimated the
problems that they would encounter and were overly optimistic. The biggest and most
important barriers were the lack of storage capacity or memory and the very low pro-
cessing speeds. As a result the funding for Artificial Intelligence eventually stopped in
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1980 - 1990
Interest in Artificial Intelligence took off again in 1980s, with the U.S. and the UK provid-
ing funding to compete with the Japanese projects. This new and fresh money, together
with increasing storage capacity and higher processing speeds resulted in improvements
in the communication systems used by computers. Furthermore, new developments such
as deep learning, a technique that allows computers to learn based on their experience,
led to the successful operational use of optical character recognition programs and speech
pattern recognition programs. These developments are possible thanks to the most im-
portant algorithm of machine learning, backpropagation or also known as backprop. In
short this algorithm allows developers to train their program to learn from previous mis-
takes or inefficiencies and correct them so that they do not encounter the same problems
in the future. (Foote, 2016) (Dormehl, 2017)

Another important evolution was the development of expert systems. According to Foote
(2016) expert systems use the knowledge of experts to create a program. Expert systems
can answer questions and solve problems within a clearly defined area of knowledge and
uses rules of logic. Basically, expert systems mimic the decision making of human ex-
perts. (Rockwell, 2017) Their simplistic design made it reasonably easy for programs to
be designed, built and modified. Though there were some breakthroughs, Artificial Intel-
ligence still did not flood all industries and sectors. That was due to the slow and clumsy
computer programs that were difficult to update and did not have the necessary ability to
learn. The expensive price tag and the arrival of the more powerful personal computer
made expert systems redundant. (Foote, 2016)

1990 - 2000
Focus of Artificial Intelligence researchers shifted in the early 1990s towards intelligent
agents. These intelligent agents or so-called bots could be used for news retrieval services,
online shopping and browsing the web. These bots gradually changed into virtual/digital
assistants due to the ability to process huge amounts of data. This announced a new time
period for Artificial Intelligence - the one we are currently living in. Artificial Intelligence
is now used in products ranging from home assistants, such as Cortana and Siri, to self-
driving cars to applications in banking, marketing, entertainment and technology. All of
this is used in combination with big data, which is the trend nowadays. (Foote, 2016)

The year 1997 was an extraordinary moment for Artificial Intelligence. In that year, the
Deep Blue supercomputer competed against Garry Kasparov, a famous chess champion,
in a battle between the human brain and that of the computer. The result was obvious,
Garry Kasparov lost the battle and thus, in chess, the machine brain reigned victorious
over the human brain.  This was proof of the potential of Artificial Intelligence. It was
already known that computers could process information much faster than humans but it
was uncertain whether or not they could outperform humans in thinking strategically.
(Dormehl, 2017)

2000 - today
Another big achievement of computers based on Artificial Intelligence was the defeat of
Lee Sedol, a famous Go world champion. Go is a much harder game than chess as there
are more possibilities and thus generates more data to process. The number of allowable
board positions in the game adds up to more than the total number of atoms in the uni-

four games to one. (Dormehl, 2017)
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In contrast to popular belief it is not all sunshine and rainbows regarding Artificial Intel-
ligence. Even if the capabilities were there to develop strong intelligence, there would be
ethical problems that need to be dealt with. These possible ethical issues will be discussed
in the following section. (Rockwell, 2017)

Challenges

According to Hawking (2014) Artificial Intelligence could be the worst thing to happen
to humanity or could be the biggest event in human history. Intelligent machine systems
are transforming our world, and as they will become more intelligent, the world will dras-
tically change. Artificial Intelligence is performing in an environment without bounda-
ries. Now is the time to ask moral and ethical questions about the implications of a society
that works hand in hand with Artificial Intelligence so that Artificial Intelligence can be
directed towards doing more good than bad. In the next paragraphs, these questions are
implemented to stimulate the reader in thinking about the implications of Artificial Intel-
ligence in our daily lives and the possible problems it has in store for us. (Bossman, 2016)

Challenges regarding the conse-
quences of AI

Challenges regarding the building and de-
velopment of AI

Loss of employment Transparency
Growing inequality gap Incorruptibility
Distinction between humans and AI Predictability
Programming mistakes Responsibility
Unintentional biases and discrimina-
tion

Fairness and no discrimination

Ease of duplication Lack of the ability to locally specify the cod-
ing

Redundancy of human input
Singularity
Misaligned goals
Malicious intent
Reward systems

Table 1: Challenges of Artificial Intelligence

Challenges regarding the consequences of AI
First of all, there are possible issues or challenges regarding the consequences of Artificial
Intelligence. Voices are rising to limit the amount of Artificial Intelligence on the work
floor because people are afraid of losing their jobs. Picture this: what if self-driving trucks
and cars become the standard? Loads of people in the transport sector will lose their jobs.
What would happen then? What should the role of the government be in supporting these
people? Should the government support them financially, help them to learn new skills
or just leave them to try and compete with Artificial Intelligence? How would the overall
culture of countries change when this occurs? There would be less traffic on the roads
and shops along them will be used less, for example. What should happen to these stores
if they are no longer profitable? Regarding employment there are a lot of aspects to think
about that could become issues that need to be taken into account when further developing
and incorporating Artificial Intelligence in every application possible. (Bossman, 2016)
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The world is characterised by a capitalistic system, even communism nowadays is a softer
version of the early communism days with a lot of capitalistic influences. Using Artificial
Intelligence is easier for rich people and big companies as they have the funds to do so.
Artificial Intelligence helps in creating more streamlined processes and consequently
cost-reductions. Implementing this technology would create more profits for those people

the same amount of funds would result in a widening of the already existing inequality
gap. How can governments implement policies to close the inequality gap? How can this
post-economical time period be structured? Should the world use a variation of the com-
munist system? (Bossman, 2016)

Due to the always improving processing power and storage capabilities of systems that
use Artificial Intelligence, they are getting better at modelling human behaviour and in-
teraction. Bots are already being used in chat rooms and call rooms. What is the implica-
tion of chatting with bots on our day-to-day communication? Do people know when they
are talking to a bot? How would our society change when robots are seen as individuals
of their own? What will be the difference between a robot and a homo sapiens? Nowa-
days, a computer could fool people through chatting by letting them believe the computer
was a person. (Bossman, 2016)
(Alyssa, 2014)

In essence, Artificial Intelligence is still programmed by humans, which are known to
make mistakes and be influenced by their environment. What if Artificial Intelligence is
programmed with mistakes that instil some negative characteristics, such as wanting to
gain world domination for example? What if Artificial Intelligence already took over the
world and scientists do not seem to see it? Artificial Intelligence should not have the
characteristic of being controllable by individuals. One person should not be able to in-
fluence other people through it. This would result in too much power and possibly severe
cases of abuse. People should be able to guard themselves from such Artificial Intelli-
gence systems, but how? Another possibility apart from mistakes is the unintentional in-
corporation of human biases and discrimination. How can human bias be eliminated from
Artificial Intelligence? (Bossman, 2016)

Another issue is the fact that duplicating Artificial Intelligence software is easy to do and
could result in a rapid spreading of a system that should not be spread. If there is a mistake
in the software for example, it will appear in every copy as well. Every rollout of new
Artificial Intelligence software should be checked before it could do any harm. Can peo-
ple control this Artificial Intelligence software even though every person has a certain
bias? Should duplicating be controlled? Is it possible to achieve? (Bossman, 2016)
(Schneider S., 2010)

Furthermore, the development of Artificial Intelligence into super intelligence may be the
last invention ever because the systems will be able to outthink and -perform humans in
every cognitive ability. All other technological progress will be accelerated and human
input could become completely redundant. How will society cope with this? Is the public
ready for such rapid developments? Will humans become redundant? What will be the
impact on the cognitive skills of humans? (Schneider S., 2010)

Artificial Intelligence eventually will be able to become more intelligent than humans,
which is also referred to as singularity. This is what all the popular disastrous movies are
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based on; machines with human-like characteristics that are better and smarter than hu-
mans and that are taking over the world. These movie concepts find their origin in the
fact that humans have control over the planet because they are the smartest species; but
what if the Artificial Intelligence becomes smarter than us? What will happen then? Is
there a way for humans to stay in control of a more intelligent system? What if Artificial
Intelligence needs to invent a way to eliminate all human problems, and its solution is to
exterminate the human race? Can this be stopped? How can scientists stay in control of
Artificial Intelligence and make it safe to use? (Bossman, 2016)

For robots, systems or programs to be dangerous there are two options or scenarios. The
first is the intentional programmed malicious intent, which means it is the doing of hu-
mans and not of the Artificial Intelligence. In the second scenario the evilness takes place
because of a beneficial goal but the program is destructive in executing and achieving that
goal. Also the reason could be because of misaligned goals. In both of these scenarios the
cause for a possible disaster lies with humans and not with the Artificial Intelligence that
has turned evil. (Tegmark, n.d.)

Challenges regarding the building and development of AI
Secondly there are also possible issues or challenges regarding the building and develop-
ment of Artificial Intelligence. There are some necessary features that need to be incor-
porated when designing Artificial Intelligence to remain in control and to avoid (to a
certain extent) ethical issues. The first one being transparency. The program needs to be
transparent to inspection to be able to detect mistakes etc. This goes together with the
requirement of the Artificial Intelligence systems to be auditable, which means that peo-
ple need to be able to verify the correctness of the processes. Secondly there is incorrupt-
ibility. The system needs to be resistant to and robust against manipulation. Furthermore
there is a need for predictability to those they govern. Artificial Intelligence algorithms
that take over social functions need to be conform with what people are used to. One often
discussed topic that definitely needs to be considered is the responsibility. Who is respon-
sible for the mistakes made or the consequences of certain events? Is it the Artificial In-
telligence itself or the programmer or the user of the Artificial Intelligence? Lastly there
is the need for fairness and no discrimination. (Bostrom N. & Yudkowsky E., 2014)

One last possible issue is the lack of the ability to locally specify the coding of a program.
Local specification means defining every possible situation and every potential reaction.
It is impossible to determine all those possibilities and even if programmers would at-
tempt to achieve this, the list would be limited to the scenarios that they can come up
with. Meaning that the list will never be exhaustive or complete. That is why it is only
possible to determine the end goal that the systems needs to work towards and the (safety)
rules that need to be followed. It is uncertain, however, how the Artificial Intelligence
will reach that goal. How will people deal with this kind of uncertainty and lack of control
over Artificial Intelligence? What if there are not enough rules and the Artificial Intelli-
gence chooses a road that will lead to a lot of costs? (Bostrom N. & Yudkowsky E., 2014)

These issues should all be taken very seriously, as according to professors and researchers
all over the world making light of them could be the end of our existence as masters of
software and the beginning of an era in which people are the slaves of it. Elon Musk and
other noteworthy professors started the OpenAI project to protect the humanity from un-
safe usage of Artificial Intelligence. (OpenAI, n.d.) They research, discover and enact the
path to safe Artificial General Intelligence. Because even though super intelligence is still
years away, the road to safety will take just as long. (Tegmark, n.d.) Determining and



29

defining all the needed rules and legislation will only become more complicated as the
systems grow in potential. It is up to us to create and develop a responsible implementa-
tion of Artificial Intelligence. To conclude it is important to note that ethical perspectives
change. Fifty years ago a lot of people believed that women and black people should not
be allowed to vote or a bit longer ago people thought that slavery was not a bad thing.
(Bostrom N. & Yudkowsky E., 2014) This shows that ethicality is a dynamic concept that
cannot be set in stone, so regulation needs to be flexible and adaptable.
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SELF-DRIVING CARS

In contrast to popular belief, Tesla did not introduce the first automated car in the 21st

century. The first part of this chapter focuses on the development of self-driving cars.

History

Until 1990
In 1925, the first unmanned, automated car came to life. Francis Houdina (not Houdini)
was the name of the inventor. The car was radio-controlled and could therefore drive
through streets without a driver. As this was the first time a car did not need a driver it
received massive media attention. It also made people believe in a time where they could
drive such cars. This radio-controlled car was not ready to go on the real streets as it could
not read the environment and thus needed a person observing and directing it with radio
signals. Houdina sat behind the wheel of the radio-controlled car and therefore could give
the car directions through radio-signals. The radio-controlled car could start its engine,
shift gears and sound the horn based on the received input. (Edelstein & Dormehl, 2017)

The next milestone in the development of self-driving cars came from John McCarthy, a
famous founding father of Artificial Intelligence. He coined the idea of an autonomous

- f car was never built, yet it
laid out the theoretical foundation or the dream of achieving the autonomous car. (Edel-
stein & Dormehl, 2017)

1990 - 2000
In the 1990s, Dean Pomerleau wrote a PhD thesis regarding neural networks. This meant
that the software learnt, through examples, what the road was and what was not. The
software of the autonomous car allowed the vehicle to process raw images from the road
and react to them by steering the car in the real time. These raw images where divided in
two categories: road and non-road. Dean Pomerleau eventually made a prototype, which,
through the use of neural networks, could follow non-straight roads without the influence
of an outsider. What he did need to do was to adjust the speed and the use of braking. In
1995, this autonomous car drove 2797 miles from coast to coast. (Edelstein & Dormehl,
2017)

Following the achievement of Dean Pomerleau, The Defense Advanced Research Pro-
jects Agency (DARPA) wrote a challenge for young inventors, in which they could win
$1 million if they could build an autonomous vehicle that was able to cross the Mojave
desert. Though this challenge was rather unsuccessful from a technological point of view,
as the winning creation only drove less than eight miles before it caught fire, it resulted
in more awareness regarding autonomous vehicles. More importantly, people started to
see the potential of automated unmanned future transport systems. (Edelstein & Dormehl,
2017)

2000 - 2010
At the beginning of the 21st century self-parking systems began to emerge in different car
models of multiple manufacturers. This shows that through the use of sensors and other



31

digital devices vehicles can reach a certain level of automation. Toyota initiated the race
in 2003, with their Prius hybrid vehicle. Lexus jumped in straight after Toyota, while ford
and BMW only started respectively six and seven years later with parking assistance.
(Edelstein & Dormehl, 2017)

The next big step in the development of self-driving cars happened in 2009 and was done
by Waymo, a former Google project. The autonomous cars developed by Waymo used
software and digital devices to read the road situations. At the end of 2017 Waymo stated
that their fully autonomous cars, that have no steering wheel, gas pedal or brake pedal,
have driven more than 2 million miles with only one real accident caused by the autono-
mous car. The other accidents were caused by other drivers, or by the manual driver who
can sometimes override the controls of the car. (Etherington, 2017) (Titcomb, 2017)
(Edelstein & Dormehl, 2017)

2010 - today
Starting from 2013, all the noteworthy car manufacturers were researching fully auto-
mated self-driving cars. While the earliest release dates of driverless cars are estimated
for 2020, the research helps in adding semi-autonomous features such as self-steering,
accident avoidance, etc. already now.

In 2014, the international society of automotive engineers developed standard J3016,
which is used to classify different types of autonomous vehicles in order to simplify com-
munication and facilitate collaboration. The pivotal change takes place between level two
and three. The levels indicate how a system performs regarding steering and acceleration
or deceleration, the monitoring of the environment, the dynamic driving skills and the
driving modes or system capabilities. (Edelstein & Dormehl, 2017) (SAE international)

Level 0 consists of no capabilities. The driver needs to be fully involved in this
level.
Level 1 helps the driver under certain conditions. The assistance takes place with
regards to the steering or to the vehicle speed, but never simultaneously.
Level 2 means that, in certain conditions, the car can steer, accelerate or brake.
Level 3 indicates that in certain, considered good, conditions, the car can drive
itself. When the car enters this mode human intervention is not needed, yet drivers
must be able to take over the wheel in situations that exceed the limits of the car.
Level 4 is an upgrade of level 3. The autonomous car can drive most of the time
on its own, but it may need a human driver to take over in certain situations.
Level 5 indicates that the car can drives on its own at all times, without the need
of manual control.

The problem or obstacle for further development and acceptance of self-driving cars is
the legislation. While some States of America accept driverless cars on their roads, others
do not. Accepting self-driving cars is of major concern for researchers and the automobile
industry. Audi will be able to sell its new luxurious A8 in 2019. This car will have semi-
autonomous technology in it (level 3). NVIDIA jumped on the bandwagon and already
developed a new System on a Chip (SoC), which helps in integrating Artificial Intelli-
gence in software used for self-driving cars. The question is whether or not regulators
will accept semi-autonomous cars to be sold to the public. This is a major hurdle in the
further development of autonomous vehicles. (Shapiro, 2018) (car and driver, n.d.) (Da-
vies, 2018)
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Self-driving cars in operation

Once self-driving cars are fully operational there will be some possible consequences or
question marks that will need attention. These consequences concern the occurrence and

ing on the ratio of driverless cars compared to
If the amount of self-driving cars is exceeding the amount of normal cars, it would mean
that accidents could be avoided even more. The more autonomous cars there are on the
road with the same or similar sensory system the more the reactions can be calculated,
which will result in less car crashes. This is one of the arguments made by the spokesman
for the City of Las Vegas after a crash occurred with a driverless shuttle bus only one hour
into the testing period. The shuttle bus reacted as it was supposed to but the other car, which
had no autonomous system, did not. If it had the same sensory system, the crash would not
have taken place. (Titcomb, 2017) It is expected that by 2035 - 2040 the global car market
will be comprised of 25% driverless cars. This is only one quarter, which could mean that
the road will not necessarily get that much safer. However, almost 100% of car accidents
are caused by human error so any amount of driverless cars should already make the road
safer. (Titcomb, 2017)

case it is important to start making a distinction between the different levels of automation.
Based on the possibility to
requirements. In theory there would be no need for a license if the car is fully automated.
(Titcomb, 2017)

Another interesting concept is the need for insurances. Will it disappear when all cars are
automated? Also here there needs to be made a distinction between fully driverless cars
and car systems that still allow intervention. Here the topic of responsibility comes to light
on, which will be discussed more in depth in the next section. Who is responsible for car
accidents? The passengers, the car manufacturer who developed the system or the car or
the Artificial Intelligence system itself? One example of a decision that is already made
regarding this topic is Volvo, who confirmed that they would self-insure their driverless
cars provided that the car and not a third party caused the accident. (Connor S., 2016)

Moreover there is also the question whether or not there will be less congestion on the
road if more and more self-driving cars are being used. It is argued that because of auto-
mated vehicles there will be the possibility of higher density of passenger per road mile,
which would result in a more efficient way of doing traffic. (Titcomb, 2017)

Self-driving cars offer a lot of possible benefits. First of all and most obviously, it will
aid passengers in traveling more quickly, more safely and even more productively to their
destinations. Moreover online retail stores and social media platforms will benefit thanks
to the extra time people can spend on there since they do not need to be focused on the
road anymore. Firms as well as retail stores will be able to improve their package delivery
system. Also, mining firms will benefit and especially those who mine for lithium and
cobalt because these are the elements that are needed for the creation of suitable batteries
for self-driving cars. Furthermore, and most importantly, autonomous cars will improve
the road safety because of previously mentioned reasons. (Topham G., 2017) This list is
definitely not exhaustive but as this is not the focus of our essay this suffices. It gives an
impression of the possibilities and positive consequences of self-driving cars.
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These issues will only need to be dealt with when self-driving cars are actually incorpo-
rated in the society. Before this is possible there are some regulations that need to be set
in place, especially regarding the ethical side of self-driving cars, which will be discussed
more detailed in the next section.

Ethical issues

One question that arises is whether people can trust self-driving cars on the street. Imagine
for example a small branch hanging onto a highway. Human drivers would drive around
the branch, even if they have to get onto the opposite lane. The next driver would probably
do the same. What would a self-driving car do? Would it drive around it too, or stop
immediately as it is not allowed for it to drive over the medial strip on the street? This
could lead to a rear-end collision with the car behind the self-driving car and harm the
passengers. Especially during the transition from a fully human-driving to a possible fu-
ture fully self-driving car society, these are still open questions. This is just a simple prob-
lem that illustrates the multitude of challenges that come along with self-driving cars for
which laws need to be established. (Lin, P., 2013) (Bossmann, J., 2016)

Often there is a divergence between law and ethics. Self-driving cars are programmed to
avoid crashes and to obey the laws. In exceptional situations such as emergencies, drivers
might drive faster than the official speed limit on purpose. If self-driving cars never break
the regulations that would mean that they might also refuse to drive if the car has a broken
headlight, even though it is daytime and the light is not necessarily needed. The laws for
self-
governmental regulations are not present, that is where ethics and morals guide the soci-
ety. For self-driving cars there is not yet a legal framework, this is why the discussion
about ethical issues regarding self-driving cars is so important. In the following para-
graphs the focus is on different ethical problems that need attention when developing
autonomous cars. (Lin, P., 2013)

The Trolley Problem
The most famous ethical issue regarding self-driving cars is the Trolley Problem, which
was originally a complication considered for self-driving trains. In general the problem
describes a situation in which a self-driving car is either going to kill or harm a group of
people crossing the street or a person who is standing on the sidewalk. There are lots of
variations on this problem definition. The big question is: Who should be sacrificed? (Lin,
P., 2013) In the illustration below, figure 1, three of the millions of possible situations are
illustrated. In scenario a, the decision lies between sacrificing a pedestrian or a group of
people. In scenario b either the passenger(s) or an individual crossing the street will be
harmed. And in scenario c the sacrifice will be either the passenger(s) or a group of people
on the street. All of those situations can have variations on their own. Take for example
the difference between a group of children and a group of elderly people. Some might
argue that children are more valuable than the elderly because they have more potential
and a bigger future. Another factor of decision could be the amount of people that are
harmed. Racists might say that Asian people are worth less so they should be sacrificed.
Depending on their background people have different morals and standards that will in-
fluence their decisions differently.
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Figure 1: Illustration of the Trolley Problem (arXiv, 2015)

Other ethical challenges
Next to this much-discussed Trolley Problem there are numerous other ethical challenges
that need to be taken into consideration. For example, a split-second decision of human
drivers when they are involved in an accident may be excused and forgiven. Like driving
into the traffic on the opposite side of the road instead of steering to the other side of the
road, where there is no traffic. This could happen in a threatening situation. For self-
driving cars however this decision would not be forgiven that easily because the program-
mers of the technology had the time and chance to prevent this from happening during
the programming and trial period. The programmers seem to have more responsibility in
case of bad outcomes of an accident than human drivers. (Lin, P., 2013)

When thinking about ethics based on numbers, such as making decisions based on the
amount of people that might be harmed in case of an accident, there are also other ethical
factors that should be considered. These factors could be whether it is worse to harm a
child than an adult, or how many harmed adults justify the harming of a child, for exam-
ple. Programmers, when designing the technology for self-driving cars, have to face these
difficult and really uncomfortable scenarios. Of course they are not the ones who have to
make these decisions. Regulations and guidelines are needed to develop systems that are

Whether a car is privately or publicly owned, like fire trucks or busses for public transport,
is another interesting concept to consider when discussing morals of autonomous cars.
Owners of a self-driving car might expect the car to be loyal to him and therefore values

eet. A self-
driving car that is publicly owned would not have this kind of loyalty towards somebody,
which would result in a better understanding of morals. To take this thinking a step further
there are different morals for different types of publicly owned cars. A public transporta-
tion bus, for example, has other responsibilities and necessities than a self-driving police
car or ambulance. (Lin, P., 2013)

An additional ethical concern is the possibility of hacking the operating system of self-
driving cars. The owner of a car, whether private, rental companies or public authorities
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have entered the desired destination into the car system. Hackers could break into the
system and hijack the car, its the passengers, and/or the freight. Hijacking is only one
problem that would arise from hacking. Thinking further ahead, planned accidents could
be used to harm people. A question that arises is how a car should react when a cyber
attack occurs. The car could stay at a possible crime scene, drive away, defend itself or
call the police. Another threat of hacking is the abuse of personal data, as data of the car
is saved digitally. The privacy of people using self-driving cars seems to vanish. Not only
the misuse of hackers, but also the misuse by other participants on the street, in non-
autonomous cars, is an ethical problem. If self-driving cars are instantly recognized by
drivers or pedestrians they may be less careful and more aggressive towards that vehicle
as it is known that there is a self-stop system in the car that will slow it down instantly.
The danger lies in the possibility of drivers having a carefree behaviour because they
assume that the autonomous car will react in the safest way possible. (Lin, P., 2013)
(Menke, T., 2017) (Bossmann, J., 2016)
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SOLUTION

The proposed solution: immersive virtual reality
Determining an all-encompassing solution to all the aforementioned problems is no easy
task, and so it is no surprise that there has not been an ultimate one presented yet. Upon
conducting further resea
ommendation emerged  a fully immersive virtual reality simulator, that would help in
establishing a behavioural model for the vehicles to follow.

Due to the issue of bias that was discussed earlier in the report, it is quite obvious that the
decision-making processes in self-driving cars cannot be programmed by individuals
based solely on their beliefs. For the system to work in an acceptable and expected way,
it has to be programmed based on cumulative data about the population of the geograph-
ical region in which it would operate. For that reason, a comprehensive study on human
reactions should be conducted, in fully controlled conditions and in multiple countries.

Some attempts have been made at gauging public beliefs of what self-driving vehicles
should do in emergency situations, but their results cannot be treated as a valid basis for
software that could affect human life. People are known to lie  or at least mould the truth
to their favou

The immersive virtual reality simulations should measure the reaction times and action
models that the testers uptake, which can be benefited from when building the exact be-
haviour models for the vehicles, but the most important information would be the choice
of safety priority between the two possible options. Most likely automatic systems with
embedded decision process guidelines would be much faster than hesitant humans in the
moment of emergency, and therefore present an even higher chance of survival for both
groups at risk. The most valuable knowledge that such a system could gain from humans
is that about ethical decisions and those would be recorded most scrupulously. Addition-
ally, simulations could be followed by a series of interviews to further evaluate the par-

ir thoughts with ac-
tions. The question remains however whether they would answer truthfully or alter their
words so that they would justify the previously made decision. Alternatively, if the ques-
tions were asked before the simulation, they could cause autosuggestion in the partici-
pants and therefore invalidate the results.

This could also lead to posing an additional question  in programming the vehicles

Those two would not necessarily fully overlap, and therefore a decision would have to be
made whether the behaviour models and legislation should be based on reflexes or beliefs

varying importance.
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Testing requirements
Our model would assume that each individual taking part in the study would have to
undergo a series of tests while fully immersed in virtual reality scenarios depicting dif-
ferent road situations. Those would have to relate to all sorts of decisions that a human
driver has to take  what speed to choose, which lane etc.  but most of all to those in
emergency situations such as accidents. The biggest focus should be put on dilemmas of
life and death  scenarios in which avoiding killing or seriously injuring anyone is im-
possible.

The presented scenarios should depict all possible variables, including more distinct dif-
ferences such as choosing between killing an individual or a group of people, but also
more subtle scenarios such as killing a group of elderly people vs. middle-aged adults vs.
children and so on. As many combinations should be presented as possible, but with pay-

f
likely be heightened, while their reaction times and sensitivity could decrease. The exact
effect of such testing on an individual would have to be further observed in laboratory
conditions though, prior to the main series of simulations.

Immersive virtual reality is the presentation of an artificially created environment which
f

they are in a virtual world. Immersive-ness is measured along a continuum and differs
from person to person. It can be increased through multiple different aspects. First of all,
the surroundings must be visible in all directions and have continuity of the environment.
Secondly, all objects in the virtual reality should be as real as possible and conform to the
users perception of depth, height and shape. Furthermore, the users or test subjects should
be able to move freely and to interact with objects and people in the same way as in the
real world. On top of that, users should feel whenever they are interacting with something.
The test subjects should be able to feel that they are sitting in a car. They should feel like
they are in control of the car. The wheel and gearbox should be able to interact with the
test subject. The user should also be able to decide what happens inside the virtual reality,
which means that he/she should be free in his actions and be able to choose what he/she
wants to do in the virtual reality. Lastly, the audio should be made realistically and based
on the environment inside the virtual reality which naturally implies that every sound
outside of the virtual reality should be eliminated. The sounds should present the situa-
tion.
on the sound. (Rouse, 2016)

Another aspect is that a distinction would have to be made between two options in the
 either they would be fully automated or could be overridden by the

passenger in an emergency situation. In those two possibilities the answers of the test
group would likely deviate due to the transfer of responsibility from the machine/manu-
facturer to the individual. It could further deep
reactions and official standpoints.

The virtual reality simulations would have to be organised in multiple places, preferably
with a separate study in each cultural/legal region in which self-driving cars would oper-
ate. That way it would be possible to build models that would mirror the local customs
and ways of thinking and acting
ments and mentality. Even on the legal level countries vary wildly in their road legisla-
tion, assuming different speed limits, misdemeanour classification and so on. Sometimes
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those differences exist between countries that are geographically very close, but represent
contrasting road cultures. That proves that self-driving cars setup should not be general-

-
ically very close to European countries of rather strict road culture  like Finland  while
its own falls on the other end of the spectrum  the country is widely known for the ag-
gressive driving style of its citizens.

An issue to be considered after obtaining comprehensive profiles of all the countries in-
volved in the project would be handling possible travels across borders. Self-driving ve-
hicles would then have to adjust their road behaviour according to their location, requiring
additional processes of localisation and settings changes. However, those machines would
be complicated enough at this point, that adding a few additional features of fairly simple
construct would probably not be a major problem.

In the very distant future, probably in centuries rather than decades, the globalisation of
the world is likely to achieve full saturation, leading also to unification of rules and cul-
tures. From that would derive the elimination of road culture differences, and so both the
self-
where. That would in fact make all the previous research redundant. However, until then
other solutions have to be found, and therefore we need detailed data across the world.

Test groups
A very difficult but at the same time crucial element of the study would be the selection
of the test groups. They would, of course, have to consist of people with
licenses, who have decent knowledge of road laws and have not been convicted of any
driving crimes nor misdemeanours. Most likely people with history of accidents without
their fault would also have to be excluded, as any possible repercussions of past situations
could sway their results. Having all that in mind, we would have to be careful to avoid
profiling the participants as only members of the middle-to-higher class, with this or that
level of education and so on. Pathological instances excluded, the test groups should rep-
resent proportionally all subgroups of the given society.

Criticism
Opponents of the idea might say that the fully immersive virtual reality simulations

 that people taking part
will know that the situation is not real and that thought alone will distort their reactions.
However, we believe that it is not true, and the element of comfort for the participants
will only serve as a mental cushion for them, without having a significant effect on their
responses. There are no other options allowing for as detailed and in-depth study on hu-
man reactions than VR, except for actually putting people in deadly situations, or maybe
hypnosis. Both of those solutions, however, would be highly unethical, one for endanger-
ing its participants and the other for taking away the element of consent and possibly
causing mental trauma. The results also could not be validated, as the testers could not be
used multiple times or would undergo scientifically unfounded procedure. Therefore, for

while up keeping the standards of scientific controlled conditions, we recommend fully-
immersive VR simulations as a way to determine the desired programming for self-driv-
ing cars.
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CONCLUSION

Self-
soon-to-be daily life. As brilliant innovations as they are, there are several issues that have
to be addressed before they can be brought to the streets. Most of those issues are of
ethical nature, and relate to crucial matters such as saving human life or assuming respon-

foundation for formulating legislation for this new means of transportation.

We believe that the best method of answering those questions would be studying actual
human reactions in response to being faced with such dilemmas. To best achieve that, we
recommend constructing a fully immersive virtual reality simulator, in which a group of
carefully selected testers could undergo observation. Collecting data about their decisions
would allow for shaping a behavioural model for the self-driving cars to follow.

The entire process would require a series of preceding additional research sessions into
human psychology and a detailed background check of the participants, amounting to a
lengthy preparation process. However, it would be worth the while, as the results could
be used for years to come, until the ascent of era of total globalisation.
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Our group assignment was about knowledge sharing in virtual teams. We were interested
to find out, how the type of knowledge shared affect selection of tools in virtual teams.
This includes also the classification of knowledge related to virtual teams and what kind
of tools there are to select. Finding out answers to these questions was done through lit-
erature review.

We recognized four categories for knowledge sharing in virtual teams: complexity, sen-
sitivity, context dependent and incompleteness. Knowledge becomes complex when mul-
tiple resources are combined into one. Sensitive knowledge is something an organization

Context-dependent knowledge means knowledge
which is dependent of the entity and incompleteness defines if something is missing from
the information.

Tools that are widely used with virtual teams can be roughly categorized into four. These
are conferencing, instant messaging, wikis and version control tools. We go through all
these categories giving examples of the tools in every category and finally identify
weather or not a certain tool is good to use in virtual teams and which kind of knowledge
can be shared with it. We found out that version control tools and wikis are suitable for
all four types of knowledge shared we researched in this work. Conferencing can be used
when sharing complex, context-dependent or incomplete knowledge. Although instant

any of these knowledge types.
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INTRODUCTION

In orld, knowledge sharing in organisations has become
an important issue and a widely studied topic. According to Riege (2005), the stumbling

ight

technology has led to the emerge of virtual teams. Virtual teams raise new challenges for
collaborating and so on, for knowledge sharing. There are multiple tools to support col-
laboration, but little research has been done on which tool to choose for sharing different
types of knowledge.

In this paper we discuss knowledge sharing in virtual teams by concentrating on tools to
support knowledge sharing. More accurately, we focus on which type of knowledge
should be shared on which tool. Therefore, we introduce a classification of knowledge
which we use to study the tools.

This assignment is conducted for Global Information System Management -course in
Tampere university of technology. In the first chapter, the theoretical background of this
study is viewed, and research methodology is introduced. In second chapter we describe
the classification of knowledge types. Third chapter includes categorisation of different
knowledge sharing tools and a short introduction of each of them. Lastly, on we discuss
how these tools enable sharing different types of knowledge.

Theoretical background: knowledge sharing in virtual teams

In this chapter, we describe how knowledge is shared in virtual teams. To begin with, we
define virtual teams as a context for this study. Then we concentrate on knowledge shar-
ing in general. Virtual teams establish certain restrictions and constraints for knowledge
sharing which are discussed in this chapter too.

izationally dispersed co-workers that are assembled using a combination of telecommu-
nications and information technologies to accomplish a variety of critical tasks
words, the members of virtual teams are not located in the same space and usually all
their interactions happen through technology and different software that enables this. As
every other team, virtual teams need to set goals, negotiate, plan and manage the project
as well as build a relationship between each other and manage to work as a group (Powell
et al 2004; Stough et al. 2000). All this is done with the help of different technologies.
There are a lot of need for different tools and it needs to be considered carefully which
software to choose to which purpose.  There are two kinds of processes inside a team:
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socio-emotional and task related processes. Socio-emotional processes includes relation-
ship-building, cohesiveness and trust among the members. Task processes consists of
communication and task-technology fit. (Powell et al. 2004) When choosing right tools
for the team to use, all the above mentioned should be considered and how to achieve
them.

aring has been recognized to be crucial for
organizational performance (Navimipour & Charband 2016). Knowledge sharing refers
sharing information and know-how to aid others in their work (Wand & Noe 2010).
Knowledge sharing can happen by some organized process, like regular reporting for the

dividuals (Laihonen et al. 2013, s. 46-48). In this study, we concentrate on knowledge
sharing between individuals.

As knowledge sharing is being discussed, there is a need to understand the nature of
knowledge. A well-known and a typical classification of knowledge is by knowledge hi-
erarchy. In that model, distinction of data, information, knowledge, intelligence, wisdom
and truth is presented (Thierauf 2001, 7-9). According to Rowley (2007), knowledge is

and Takeuchi (1995, pp.59-61) made a distinction between tacit and explicit knowledge.
Tacit knowledge is highly subjective, and it is usually based on personal experience. Ex-
plicit knowledge is more objective, and it can be shared easily. (Nonaka & Takeuchi 1995,
pp.62-70) Therefore, while discussing knowledge sharing we need to specify the type of
knowledge share.

The amount of knowledge sharing is however greatly dependent on the level of interest
of the team members. (Alsharo et al. 2017) Knowledge sharing takes more effort in virtual
teams compared to traditional ones, because of the lack of face-to-face communication
and spontaneous coffee room conversations. The individuals in a team must feel like they
gain something by providing information to others. The level of sharing knowledge is
dependent on the personal values of the group members and the level of trust between
each member. (Zhang et al. 2013) Sometimes knowledge sharing is seen as a threat, be-
cause revealing information to others can lead to losing yo
thinking is dangerous in teams, and especially in virtual teams where the communication
is more complex at the beginning. Studies show, that collaboration between team mem-
bers and the level of knowledge sharing has a great imp
(Alsharo et al. 2017) Therefore, sharing knowledge should be made safe and beneficial
for everyone.
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Research methods

This research was conducted as a literature review. As we studied sharing knowledge via
collaborative tools in virtual team context, our research was aimed towards widely studied
topics: knowledge sharing and virtual teams. Since those are fields of research where
there is much research done, we decided to focus on something else. We defined one
research question and a couple of sub questions to support conducting the literature re-
view. Our research question is

How does the type of knowledge shared affect selection of tools in virtual teams?

How can knowledge be classified in context of knowledge sharing in virtual
teams?
What kind of tools can be used in virtual teams?
Which tool should be selected for different types of knowledge shared?

We searched literature from Andor, which is an information retrieval service combining
many sources together. Information was searched by focusing on each sub question sep-
arately
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KNOWLEDGE CATEGORIZATION

In this work, we decided to concentrate on four different categories of knowledge, to
research how they affect knowledge sharing in virtual teams. These categories are com-
plexity, sensitivity, context-dependent and incompleteness, and in this chapter we are in-
troducing them briefly.

Classification of knowledge

Waveren et al. (2017) introduced a classification for knowledge in their research which
considered project-to-project knowledge transfer mechanisms. Their grouping of
knowledge types included explicitness, reach, flow time, synchronicity, and formalisa-
tion. (Waveren et al. 2017) Explicitness has been discusses earlier in this study. Reach
dimension does not transfer to virtual team -context because it concentrates on reach of
information within the organization. However, flow time, synchronicity and formalisa-
tion dimensions work well with virtual teams. Flow time dimension describes the time it
takes for knowledge to be received and comprehended, synchronicity refers to the degree
of synchronicity in communication, and formalisation dimension covers the manner of
communication: informal or formal (Waveren et al. 2017). In project business organiza-
tional learning has become a challenge due to all knowledge and know-how being formed
within projects. So on, communication between different projects is crucial for organiza-
tional learning.  (Waveren et al. 2017) Therefore we found that this study relates to virtual
team knowledge sharing quite well. In distributed virtual teams, individuals need to share
their knowledge to benefit the team performance.

To investigate how to make virtual team performance better, we wanted to concentrate
on knowledge types we find most important and challenging for virtual teams to share.

so we chose complexity as a one type of knowledge. Companies and organizations have
always knowledge that needs to be kept as secret, which is why we chose to look into
sensitive knowledge. As virtual teams are physically distributed, and knowledge sharing
happens mostly via different technologies, it is more challenging to share knowledge un-
ambiguously. Due to that we chose context-dependent knowledge as one type to investi-

knowledge shared via tools is complete or incomplete, which may lead to misunderstand-
ings. These four knowledge types are introduced better in next chapters.
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Complexity

Complexity is result of combining multiple sources into one, to develop the level of
knowledge (Zander & Kogut 1995). Combining information from many sources is done
in hope of making new findings and helping others. The level of knowledge complexity
affects the coordination, transfer and the utilization of the knowledge in an organization
(Ganco 2013). In virtual team setting this means, that knowledge complexity has to be
taken in account when creating groups and working with others.

Knowledge complexity increases the more factors there is related. For example, in man-

tacit knowledge of how the things are best to do. Tacit knowledge is hard to pass on and
its existence might not be recognized. Also, knowledge is shared to multiple places and
old information is combined with new to develop the way things are done. (Ganco 2013)

Sharing complex knowledge in virtual teams can be hard without good tools and under-

appropriate tools, the understanding might suffer. It should be clear, where all the infor-
mation has come from and where it could be studied more. Knowledge comes usually
from different sources and it should be clear for everyone, where to look for different
kinds of knowledge. This makes sharing complex knowledge in virtual teams a bit easier,

e explained.

Sensitivity

strategies, product-knowledge or sensitive client information. All sensitive knowledge
needs to be differentiated from common knowledge in order to enable effective protec-
tion. Differentiating is not always easy and intuitive to do because knowledge needs to be
analysed carefully to understand how sensitive it is, and how it should be protected. (Ah-
mad et al. 2014; Zhou et al. 2010)

Sharing sensitive knowledge in virtual teams is not always easy to do. As sensitive

is in a high role. If team members lack trust on each other, sharing sensitive knowledge
is endangered. Trust is an important matter also from other point of view because mem-
bers need to trust on tools they are using in virtual teams. (Breu et al. 2004) If there is any

he
way they would need to. Therefore, technology that is used sharing knowledge needs to
be secured with for example passwords, different logging mechanisms, encryption and
firewalls (Ahmad et al. 2014). If tools are not properly secured, malicious people may
take advantage of sensitive knowledge.
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Context-dependent

Context is defined as information that can be characterize the situation of person, place
or objective which is relevant to the interaction (Jiang et al. 2010). Therefore, context-
dependent knowledge means knowledge which is dependent of the entity. Knowledge
that is context-depend can distributed to two dimensions: context-dependent and context-
independent. Context-depend knowledge describes that person is part of a particular so-
cial context, and in contrast, context-independent knowledge describes that person is ir-
respective of any qualifying contextual circumstances. (Hannover et al. 2006) Therefore,
context-dependent knowledge is acquired from experience whereas context-independent
knowledge enables people to think beyond their experiences and knowledge, which can
be generalized (Rata 2016).

Knowledge sharing is interaction where participants share voluntarily their intellectual
capital and collect this shared knowledge (Balle & Oliveira 2016). Due to that, it is situ-
ation of interaction knowledge interpretation between participants can be very different.
Especially, in context-dependent knowledge this can be very problematic. Context-de-
pendent knowledge based on experience, so shared knowledge can be understood in many
ways.

In virtual teams, knowledge is shared through technologies and team members are geo-
graphically or organizationally dispersed. Therefore, context-dependent knowledge faces
new challenges and sharing it in virtual teams are not easy task. Due to that context-
dependent knowledge is depend on the entity of the interaction, sharing of it can be chal-
lenging in virtual teams.  So, in virtual teams, context-dependent knowledge sharing is
not necessary possible due to the knowledge sharing tools, differences of time and loca-
tion which all affect to the entity of the context-dependent knowledge.

Incompleteness

In addition to correct information, complete information is essential for good-quality de-
cision making. Completeness of information is one factor effecting information quality.
(McGivalry 2008, pp.4, 30-31) Completeness and incompleteness are supposedly famil-
iar terms for everyone. By those we can describe the degree of which information is com-
plete or is there something missing from it. Probably the best possible scenario would be
to only share good quality information and knowledge but in reality, sharing incomplete
knowledge is sometimes a necessity. Especially in virtual teams, where nearly all collab-
oration happens virtually as mentioned earlier, incompleteness of information is needed.

Sharing incomplete knowledge can be done deliberately, e.g. in virtual team collabora-
tion, or by accident. For example, knowledge can be incomplete if it is shared accidentally
too early. In terms of knowledge sharing, sharing incomplete knowledge can lead to chal-
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lenges. If the information being shared is incomplete, we find that it should be communi-
cated to the recipient. That is because if the recipient does not know about the knowledge
shared being incomplete, they can interpret it incorrectly or make decisions based on in-
complete information. So on, there is a need to resolve, how the recipient can be led to
know about possible incompleteness of information.

Sometimes, people can share incomplete knowledge because of unwillingness to collab-
orate (Casimir et al. 2012). Therefore, sharing incomplete knowledge is not always due
to necessity or by accident. It can be done deliberately if trust has not been established
between team members. In virtual team context, trust is a key factor in collaborating vir-
tually, as discussed before. Due to that, we believe that it is important to communicate
clearly about the reasons of sharing incomplete knowledge.
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TOOLS TO SUPPORT KNOWLEDGE SHARING IN
VIRTUAL TEAMS

Organizational challenges of sharing knowledge can be eased by utilization of tools that
support the exchange of knowledge and overcome knowledge sharing barriers (Cabrera
& Cabrera 2002). During the 21st century, new kinds of tools for business communication
have been designed. These tools are called team collaboration platforms. They contain a
lot of integrated features such as, instant messaging, group channels and file sharing.
Some team collaboration platforms enable also integration with other services, like file-
sharing services and videoconferencing services. (Abram, 2016) In this chapter we are
concentrating to introducing tools and features related to those team collaboration plat-
forms. We divided tools into four categories: conferencing, instant messaging, wikis and
version control. After introducing them, we introduce also each categories' most popular
tools.

Categorization of tools

Audio conferencing and video conferencing are the most dominant technologies for keep-
ing meetings between virtual team members. Audio conferencing is based on just trans-
mission voice between participants. Some applications show when participants are speak-
ing, and it is often requirable to all members to join to meeting with their own PC or
speaker phone, because it makes easier for other participants to follow who is speaking.
During audio conferences web channels are usually used for desktop sharing in order that
all participants are on same page. Video conferences allow also transmission of nonverbal
gestures and body language. But they require still quite a high bandwidth for network
connections and big image size. Those may not be that easy to set up in every country.
(Standaert et al. 2016; White, 2014) Conferencing have been used primarily in business
meetings with groups involved to ongoing projects such as team members, clients and
stakeholders. (Bond-Barnard, 2016)

Instant messaging is commonly used technology for sharing knowledge between team
members besides e-mail. It resembles email, but much faster and usually with shorter
messages. Most of the times receiver of the messages has also indicated that he/she is
available, which is one of greatest advantages of instant messaging. Availability means
that message sender can expect quite fast responses. This makes instant messaging usu-
ally very conversational. They will traditionally provide possibility to private chats with
two or more people. Privacy creates more relaxed and informal environment, which
makes discussing about projects or tasks much easier. Instant messaging tools are char-
acterised as tools for daily quick discussions relating for example to some minor issues
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(Abram, 2016; Bond-Barnard, 2016) Instant messaging is nowadays used equally in busi-
ness and personal communication. In business use, it will increase generally communica-
tion, which leads to increased quality and effectiveness of communication between virtual
team members. (Bond-Barnard, 2016) Instant messaging provides possibility for people
to communicate with several people at the same time on one-to-one discussions or with
different group discussion. Instead of being effective, overlapped discussions may lead to
distractions and information overload. (Abram, 2016) Although Instant messaging tools
enable informal conversations, relationships are hard to build with just short messages
and text- -to-face meeting or even confer-
ence calls. (Pane et al. 2017)

Brichni et al. (2014) defined a set of linked pages accessible by users for editing
So, wikis are collected interlinked web pages or databases where any user

can easily edit and share knowledge (Agyris & Ransbotham 2016). Wikis considered tone
of the most important social software and it is efficient tool type for knowledge sharing,
especially in virtual teams. Features of wikis are stimulating writing, effective
communication, low-cost collaboration and promoting reading, revision, tracking of
drafts. (Brichni et al. 2014)

Tools

In this subchapter we introduce few tools for each category. We chose tools that are well-
known and popularly used in companies. In tools and their pros and cons are
presented shortly
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Table 1. Knowledge sharing tool categorization with tools and their pros and cons.

Type and use Tool  Pros (+) / Cons (-)

Conferencing:
Direct calls and
video meetings
with possibility to
share screen with
other participants
(Orta-Castaño,
2017).

Skype
(Skype for
Business)

Unlimited amount of conferences for up to 250
people
Screen sharing feature is easy to use
Integration only with Microsoft Office apps

GoToMeet
ing

High quality of video and audio
drawing tools and virtual whiteboard during meet-
ing
Expensive
Requires fast and error-free internet connection

Instant messag-
ing:
Knowledge trans-
ferring with short
messages with
other people that
have often indi-
cated to be availa-
ble. (Bond-
Barndard et al.
2016)

Skype chat

Availability of other users can be seen
Easy to continue discussion via Skype call
Possibility to chat with customers too
Conversations are arc
flexible to search old conversations

Slack

Flexible, can be integrated with other applications
Good archiving with great search feature
Both informal and formal discussions
May create a distraction during work if user has
lots of conversations/channels

Wikis:
Online collabora-
tion platform for
knowledge sharing
between team
members via inter-
linked web pages
or databases
(Agyris & Ransbo-
tham 2016).

Conflu-
ence

Versatile sharing opportunities
Great document managing
Straightforward and easy to use the platform.
Pricing (possibility of an unexpected prices)
Dependency on add-ons

TWiki

Easy and quick to use by using browser
Seamlessly information flow
Content is easily unclear
Sharing only text files

Version control:
File sharing and
managing its new-
est and older ver-
sions for efficient
knowledge sharing
between individu-
als (German et al.
2016).

Google
drive

Integration seamlessly with Office tools
Supports all sorts of content
Privacy Concerns
Not intended as a records repository

Onedrive

Possibility to create many different types of docu-
ments
Useful options to manage efficiently files and fold-
ers
Transferring everything into central location
External and internal security issues
Slow downloading files

Dropbox

Uploading, downloading, opening and sharing is
quick and files are accessible almost instantly
Breaches are mainly external not internal security
issues
A very basic program
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Skype is generally the most popular program used to communicating and Skype for Busi-
ness is a tool especially for business communication.  Besides audio and video calls be-
tween two people, Skype allows also conference calls, instant messaging and file transfer.
(Micro Mart, 2016) In Skype for Business users can see if their contacts are available or

user has a meeting marked into the calendar, Skype for business will automatically change

Skype for Business allows unlimited number of business conferences for 250 people
even. Meeting can be arranged by sending an invitation for all participants via email,
which contains participant-specific URL address for joining the meeting. (Microsoft
Skype, 2018b) During conferences participants can send instant messages and use screen
sharing feature, which allows participants to share their full screens or a specific screen.
(Microsoft Skype, 2018a) Instant messaging in Skype for Business is fast way to connect.
It can be used with people both inside and outside of the organisation, which makes it

it is faster than email to contact with customers in small matters. During messaging, par-

dow.

GoToMeeting is designed for business communication, and it is much more expensive
than Skype. However, it has the highest quality of audio and video calls. During calls,
files and screen can be shared, also presentation is made easy with ability to highlight
parts of the screen. GoToMeeting is also very secure, which is important in business com-
munication.  (Micro Mart, 2016) GoToMeeting contains also drawing tools and virtual
whiteboard during meetings. With those features participants can more easily follow the
meeting and brainstorm together. (LogMein, Inc., 2018)

Slack is an application which gathers different services together. It is used for instant
messa
ing files. Also, Dropbox can be synchronized with Slack. Slack is the one of the most
flexible applications. People can discuss in group channels and in private chats, and it
enables possibility for both informal and formal conversations. (Dannerlein et al. 2016;
Micro Mart, 2016) By using Slack nothing gets forgotten as it archives all conversations
and decisions. All of them can be found and recalled quickly with powerful searching
feature. (Slack 2018) Unlike Skype, Slack is used usually within the organisation, not
with customers. Different kind of channels can be created for different uses between or-
ganisation members. For example, different departments can have their own channels to
share knowledge that concerns only them. There can also be channel for example for IT
support so that employees can reach out for help fast if needed.

Confluence is wiki software which is used collaboration and knowledge sharing. In Con-
fluence can share docs, files, ideas, specifications, diagrams and mockups. Confluence is
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repository tool, and it is possible share codifies tacit knowledge via Confluence. (Razzak
& Ahmed 2014) Confluence is common tool to document management because it is pos-
sible to automatic versioning, instant previews, full-text search, and pinned comments
make it easy to manage your files (Confluence 2018). Due to the that Confluence is ver-
satile tool for knowledge sharing in virtual teams by allowing share more than text, it is
used tool in knowledge sharing of the virtual teams. Repositories of the tool, is also ben-
efit for comprehensive knowledge sharing in virtual teams. In addition, to possibility to
manage efficiently files, makes it very good tool for knowledge sharing.

In project business used wiki software is TWiki. TWiki is online collaboration platform,
which stores text files for knowledge sharing between teams or organizations. TWiki
pages are grouped into Twiki webs where anyone who has access can read and edit it. In
TWiki, there is also saved version history of the changes. (Jones 2016) Twiki allows to
collaborate globally, manage projects, share documents, share knowledge, use as intranet
and create web apps. In addition, information flow via wiki is seamlessly and produc-
tively. (TWiki 2018). Due to these use possibilities and benefits of the TWiki, it is excel-
lent tool for knowledge sharing in virtual teams. In addition, TWiki has repositories,
which are important feature in knowledge sharing in virtual teams

Google Drive is cloud computing technology to file sharing. In Google Drive it is possible
to store files securely, share and edit documents in 20 different formats, for example doc-
uments, spreadsheets, presentations, forms, drawings and photos without need to any ap-
plications in their devices. In addition, changes of files saving instantly on the document,
so working experience is real-time. (Sadik 2017) So, Google Drive is practical tool for
knowledge sharing as consequence of that there is no need any applications to the sharing
and editing document. In virtual team aspect, Google Drive fits knowledge sharing be-
cause it supports many different formats, working it is real-time and there

Other popular cloud computing technology is Microsoft OneDrive. Microsoft OneDrive
has also secure file access and real-time collaboration like Google Drive has. (Betterman
& Palumbo 2016). Therefore, it is suitable knowledge sharing tool for virtual teams. In
Microsoft OneDrive can access of editing of the file limited more specific to consider
even one section of the file (Betterman & Palumbo 2016). Due to this, Microsoft
OneDrive is very secure and knowledge management is more efficient that Google Drive.
So, Microsoft OneDrive ensure secure knowledge sharing by limiting access team mem-
bers to edit specific files or sections of the document in virtual teams. Microsoft OneDrive
has also benefit that it has a lot of formatting options and OneDrive is integrated with
Microsoft Office (Betterman & Palumbo 2016). In addition, there is possible to find
shared files and document, which makes working more flexible (OneDrive 2018). There-
fore, all the benefits and use of Microsoft OneDrive makes it suitable tool for knowledge
sharing in virtual teams.
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Dropbox is the most popular cloud store applications. Dropbox stores and synchronizes
files that can be accessed from the browser or automatically synced with the local file
system. Collaboration via Dropbox is in real-time. (Caviglione et al. 2017) DropBox is
very common version control tool because it back up all files and protect them with up to
120 days of version history and deletion recovery. Knowledge sharing is very easy sue to
the opportunity to Create groups to easily manage team member access to specific folders
in DropBox. (DropBox 2018) As consequence of these mentioned benefits of DropBox,
it is suitable and practical tool for knowledge sharing in virtual teams.
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KNOWLEDGE SHARING VIA TOOLS

In this chapter we identify the best tools for sharing different types of knowledge. The
types of knowledge earlier introduced in this work are complexity, sensitivity, context-
dependent and incompleteness. We chose one tool from each category represented in the
previous chapter. For conferencing we chose Skype, instant messaging Slack, Confluence
for wikis and Dropbox for version control. Our results can be found from table 2.

Table 2. Knowledge sharing

We open the results shown in table 2 in next subchapters by context of knowledge types.

Complexity

Skype is a good tool to share knowledge fast through a conversation with others. In Skype,
it is possible to have a video call, which makes knowledge sharing easier. Complex
knowledge might be difficult to share only with voice or text, but the video feature makes

nowledge, it
might be difficult to try to explain what is meant. The screen sharing is helpful, when
presenting more complex knowledge to others. Also, external files or links can be shared
through the discussion feature in Skype if needed.

Skype also has its limitations. Explaining things and thoughts is easy and making unclear
subjects more understandable. But what comes to knowledge processing and actually
transferring large amounts of information to others, Skype has its limitations. It is hard to
know, if others have really understood the knowledge shared or whether the information
has stayed the same. But in the end, knowledge can be shared via Skype, but it is up to

tter
tools to support own agenda.
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Sharing complex knowledge via instant messages is hard. Instant messaging platforms,
like Slack, are better for fast and simple information sharing. The communication happens
in real time, but the challenge is to explain things the way other understand them using
only words. It works better when asking simple questions. Slack is still used when sharing

cate face to face. Even though co
is a good tool to supplement own knowledge, combine information others have and share
something fast with others. In theory, complex knowledge can also be shared via Slack.
It would require that the people communicating knows each other well and knows exactly
what the other means when writing this or that. But in every day life, this is not often the
case, so instant messaging is ruled out from tools to share complex knowledge.

Tools to manage version control are the best to share complex knowledge from the cate-
gories we introduce in this work. Also using wikis are recommended. The sharing and
receiving files is easy with version control and it happens in real-
not necessarily possible the attach explanations that cover everything in the subject, but
file sharing is easy and straightforward. In Confluence knowledge can be stored into sec-
tions which everyone authorized has access to. It is easy to search needed information
with related words. Knowledge sharing is however dependent on the activity of individ-
uals, whether or not they see something could be worth sharing.

Sensitivity

In order to secure conversations in audio and video conferences, Skype has been using
TLS protocol as encryption since 2015. It helps to prevent eavesdropping and attacks

knowledge. However, this requires all parties in call to have proper network and not just
ordinary phone network,
port 2018; Microsoft TechNet 2018) To prevent any vital knowledge to leak out of the
company, conferences may not be the place to share everything especially if network

ure.

Slack uses strong encryption of TLS protocol, AES256 and SHA2 signatures in data

into separate networks. Slack uses passwords for user authentication, and they need to be
complex enough to be suitable. (Slack 2018) However as slack saves all conversations,

-layered. It includes encryption
and secured data transfer between Dropbox apps and servers. It also has possibility for
two-step verification requiring both password and security code received by text message.
(Dropbox Help Center 2018) Strong security makes Dropbox safe and easy way to share
sensitive knowledge and information between virtual teams.
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have co
pages with authorized accounts. Usually these wikis are shared with entire organization,
which needs to be considered. But in the big picture, Confluence is good way to share
sensitive knowledge.

Context-dependent

Audio and videoconferencing are the most effective tool to share context-dependent
knowledge due to that the context of the interaction situation is possible to understand.
Then misunderstandings of the shared knowledge, which due to the interaction situation,
decrease. Videoconferencing tool Skype allows share screen and due to it context-de-
pendent knowledge sharing is more diversely. Therefore, Skype is tool to share context-
dependent knowledge and explain it in many ways and at the same time the context of the
interaction situation is participants Due to this Skype is a very good platform to context-
dependent knowledge sharing, by allowing prevent misunderstandings and different in-
terpretations as consequence of unknown context of the interaction situation.

Due to that instant messaging is meant to share short messages with other people, it is not
the best tool to start context-dependent knowledge sharing. However, over time, there are
already conversation history in instant messaging, when context-dependent knowledge is
easier to share due to that receiver has possibility to understand messages how it should.
In addition, in instant messaging tools, like Slack, conversations are text-based, therefore
context of the knowledge sharing can hinder the quality of the shared knowledge. Due to
this Slack is not the best alternative to sharing context-dependent knowledge.

Wikis such as Confluence and version control tools, like Dropbox, are quite good tools
to context-dependent knowledge sharing due to the repositories which allow search and
managing older version of the shared knowledge. Especially, wiki are recommended tools
to context-dependent knowledge sharing due to that wikis allow tracking of drafts when
it is easier to consider entity of the knowledge. However, in Confluence and Dropbox,
there is mainly text-based knowledge sharing, which is not the most comprehensive tool
to share context-dependent knowledge.

Incompleteness

As mentioned earlier, sharing incomplete knowledge requires tools to support both shar-
ing of data and a channel to communicate. Video conferencing tools like Skype allow
versatile communication which can prevent misunderstandings form happening. With
Skype, it is possible to share files or share your screen with participants and explain them
almost as well as with face-to-face interaction. Therefore, it is easy to explain the state of
shared peace of knowledge, whether it is incomplete or not. We find that Skype provides
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a good platform for sharing incomplete knowledge due to versatile communication pos-
sibilities.

Even though instant messaging software, e.g. Slack, are mostly meant for quick messag-
ing, you can use Google Drive and other applications with it. This enables sharing
knowledge and makes it possible to explain things in text format. We find that due to text
format, it is not as suitable as Skype would be, but enables basically the same functions
but with limited interaction. One possible potential benefit of Slack is the ability to search
for conversations later: it is possible to view the conversation history which is not possible
in spoken communication. This might ease for investigating incomplete knowledge later.
However, due to limited communication means, we find that Slack would not be the best
tool to choose for sharing incomplete knowledge.

Wiki software, e.g. Confluence is meant for collaborating with others. It enables sharing
content with others and allows capturing team knowledge by team documentation. Espe-
cially the possibility to convert implicit knowledge to team knowledge helps team mem-
bers to understand who knows what and possibly, what they are currently working on.
This makes it ideal tools for sharing incomplete knowledge within a virtual team.

Lastly, version control software, e.g. Dropbox, is a potential tool for sharing incomplete
knowledge. Being a cloud service, which is meant for storing data and sharing it with
people, Dropbox provides good premises for collaborating. The ability to see version his-
tory and the modifications people in the team have made makes is possible to share in-
complete knowledge. However, Dropbox does not support communication between peo-
ple other than via material shared. Due to that, Dropbox can be used for sharing incom-
plete knowledge if the team members are collaborating and they communicate about the
incompleteness via other channels.
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CONCLUSION

to classify knowledge and depending on your purpose you have to choose the right one.
Because our work concentrated on virtual teams and knowledge sharing between the
members, we decided to concentrate more closely to four categories. These are complex-
ity, sensitivity, context-dependent and incompleteness. These are all important factors
when thinking of ways to share knowledge and tools to support that.

We also recognized four categories of tools to use in communication and knowledge shar-
ing. These are conferencing, instant messaging, wikis and version control software. When
studying more closely which tools to use in virtual teams for which type of knowledge,
we chose one example from different categories to see with which type of knowledge it
is working best. Version control tools and wikis seemed to work best with complex
knowledge, but also conferencing tools like Skype can be used with this type of
knowledge. Conferencing and version control are also good tools when sharing context-
dependent and incomplete knowledge.

We noticed, quite surprisingly, that Slack, which represented instant messaging tools,

quickly and maybe decide a time for meeting, but it is not suitable for knowledge sharing
in virtual teams where the knowledge cannot be shared through a face to face meetings.
Slack is however a good tool for communicating in virtual teams and is used to replace
the face to face communicating.
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In this group assignment we did research on virtual reality teams in a global context. We
used existing cases and several different researches on the subject to conclude that the
technology has a lot of potential regarding business organizations, but there are plenty of
obstacles regarding the technology and adaptation that need to be concerned when intro-
ducing the technology to a new organization. Such obstacles include cultural differences
and change resistance among team members, and also integrating the technology with the
already existing communication software.
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INTRODUCTION

In this paper we are researching the potentials and barriers of Virtual Reality (VR) in
sharing complex knowledge inside an organization. The study is performed by using two
cases, which are slightly different from each other from the perspective of utilizing VR
technology. This way we can have a more holistic approach when performing the re-
search.

Our research questions are:

What are the issues that need to be considered when trying to improve knowledge
sharing within an organization using the VR technology?

cesses?

Virtual reality is a virtual environment which can be accessed via special electronical
equipment. A similar concept is augmented reality. The two concepts are hard to distin-
guish from each other, since augmented reality means reality with added virtual elements.
If the environment is completely virtual, there should be no elements from real life.
(Whyte & Nikolic, 2017) In this report we are solely focusing on virtual reality and its
aspects.

Knowledge sharing is close to the concept of knowledge management. Both aim at in-
creasing innovation and effectiveness. Knowledge sharing can be seen as a risk, if the
information the

to track. Time spent looking for information or cost of reproducing information which
already exists, for example, are hard to follow. (Stoddart 2017)

We picked this research area because VR is becoming more easily available for small
companies and consumers due to it getting more affordable. There are also more likely to
become more innovations in this area since more people have access to the devices. It is
interesting to see if VR has a place as an organizational equipment, or will it just remain
as a playing tool for consumers. People have often the tendency to hype the potentials
and refrain from thinking the barriers, so in this research we try to take a realistic look at
them.

In section 2, we go through our theory, which is the two cases we found about knowledge
sharing and virtual reality. In section 3, we discuss the potentials and barriers using the
cases as basis for our suggestions. In section 4, we present the conclusion of this research.
In section 5, we summarize the research process.
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BACKGROUND INFORMATION

Virtual reality (VR) is a computer-generated scenario that simulates a realistic experience.

agination. Immersion means that the VR system can immerse the user in the virtual world
and be protected from the distractions from the real world around him. Interaction in-
cludes multiple channels, including visual, auditory, haptic, smell and taste. Most of the
applications today utilize the visual and auditory elements, and haptic is starting to gain
traction. Smell and taste are only in early research. Imagination is required from the user
to perceive nonexistent things and create the illusion of a world. (Burdea & Coiffet 1994)

interactions to mediated worlds and mediated social relations represents an important
chance to enrich human experience. Designing technologies and imagining practices to
modify, prolong and reconfigure the possibilities of being present has been a continuous
endeavor of the human species, from early attempts at constructing communication and
transportation devices to the many current technologies we continue to develop to reach
other places and people. Virtual business meetings via telepresence conferencing systems,
remote medical consultations and even surgery, the recording and transmission of politi-
cal unrest to the global community, web and virtual world based communities based on
common concerns and interests, and compelling interactive single and massively multi-
player electronic games only begin to illustrate the power of technology-mediated pres-
ence, or telepresence. (Spagnolli et al. 2009)

In their article, Messinger et al. (2009) suggest that virtual worlds are emerging as a novel
form of social computing  an evolution of the Internet that may have been largely unan-
ticipated by early analysts who touted this phenomenon as an

They regard that a much better metaphor for virtual worlds is a globally shared
playground and workspace. They also expect that virtual worlds will grow in societal
importance in at least two ways. First, virtual worlds offer a window into the future of the
Internet (or at least part of it). Second, these environments provide a rich real-time form
of social and economic interaction with numerous applications and subsequent implica-
tions.

that it can bring to organizations, and virtual teams in general. The technology is still in
its earlier phases when considering adoption levels among potential users and usage in
different environments, as it is mainly used for entertainment purposes at the moment.
The focus in the development of VR technology has mainly been on producing very high-
end advan
make it all that appealing for organizations to acquire in mass. However, the trends are
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guiding this technology quite heavily and the demand of the market is guiding the virtual
reality development into new utilization areas besides mainly for entertainment purposes.

Case 1: Team trust building

A study was performed to find out about the use of virtual world tools for explicit and
tacit knowledge sharing within a complex supply chain. In the study groups of 3-4 per-

 met each other in real life, met inside a virtual world. Study was pur-
posed to find about how virtual environment can encourage the members of a group to
share knowledge more effectively in complex situations. Social interaction encourages
the sharing of discoveries, ideas and provides a sense of social support, which usually is
missing from traditional information portals (Chiu 2006; Wellman et al 2001; Leug
2003).

The participants were told to engage in a creative process of developing new features for
a system for insurance claiming and engaging the customers with the company represent-

chat happened while people were preparing for the meeting. The participants reported
that they felt comfortable in the virtual environment, and this increased the engagement
and presence of the individuals that took part in the project. (Gustafson-Pearce & Grant
2016).

Case 2: Development of complex mechatronic systems

A typical modern mechatronic system includes software, mechanical, electrical and elec-
tronical parts which work together flawlessly in the final product. Therefore, one of the
main challenges in development of these kinds of systems is inefficient communication
between the engineers that come from different domains. One solution for the problem is
virtual prototyping of the system in VR environment. (Shen & Grafe 2007)

The virtual environment provides user friendly interfaces to organize their tasks dynami-
cally and improves the communication between different collaborators. The collaborative
effect of the system can be seen in multiple phases of the development. Designing the
system becomes a shared task inside a multi-talented team, as the developer defines the
desirable behavior of the system, and by using visual modeling the team can together
design a working mechatronic system. The system can be simulated in VR, which reduces
costs of actual testing after the system is built. (Shen & Grafe 2007).

The knowledge is shared in real-time by using XML data and is stored in databases, which
grants each user up-to-date information about the state of development. As these shape-
based solution elements are integrated in real-time to the system, this means that multiple
engineers can work on the same machine at the same time. (Shen & Grafe 2007) The
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effects of configuration and parameter changes become immediately visible to each mem-
ber of the development team, which reduces delays in knowledge sharing and reduces the
number of defects and overlapping work.

Virtual teams

The ability to assemble highly flexible and effective virtual teams is becoming essential.
In the purest terms, virtual teams are individuals working together who have never met
each other in person and probably will not meet face-to-face during the assigned project.
Hybrids of the virtual team include teams with some of the members in one location
working with other members in other different global locations and teams with members

basis. Each type of team has attributes that are specific to the team composition. The
cultural and process dynamics of virtual teams, and hybrid teams, drive the need to work
in different ways. (Brandt et al. 2011)

The use of virtual team structures holds great promise as virtual teams can do things col-
lectively that collocated teams cannot. Some advantages of virtual teams include: the abil-
ity to assemble teams that maximize functional expertise by including professionals who
are geographically dispersed, enabling continuous 24/7 productivity by using different
time zones to their advantage, lowering costs by reducing travel, relocation and overhead,
and sharing knowledge across geographic boundaries and organizational units and sites.
In spite of the advantages of virtual teams, research has demonstrated that virtual teams
present a number of challenges compared to co-located teams. Some disadvantages in-
clude communication and collaboration difficulties, low levels of media richness com-
pared to co-located teams, potentially lower team engagement by team members, diffi-
culties in creating trust and shared responsibility among team members, isolation, high
levels of social distance between members, and challenges in monitoring and managing
virtual teams. (Dulebohn & Hoch 2017)

Trust generally develops from a history of interpersonal interactions through which peo-
ple come to know one another. In virtual teams, trust must be established through other
means since team members may have no past experience to draw on and no future to
reference. (Brandt et al. 2011)

Virtual teams are then a viable solution for globally dispersed organizations to carry out
their processes, often adding value in the process when bringing different insights from
different cultures and varying working environments. Bringing individuals together via
information technology allows an organization to create functioning teams without them
ever meeting one another face to face, but as mentioned earlier, it has its disadvantages.
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Successful teamworking is much more than some bunch of individuals communicating
with one another, it requires trust, expertise, multiple insights and many more character-
isti
created along the way. Recognizing possible hardships and utilizing the most beneficial
aspects of virtual teams can create a great deal of value for organization and we are ex-
amining these barriers and potentials in later segments of this report.
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POTENTIALS AND BARRIERS

Because VR is not yet used widely in organizations, it is difficult to find data to support
nting VR technology. Our

manner of approach is to use the case studies, presented in chapter 2, as a basis of our
own reasoning and speculation to find potentials and barriers.

Potentials

There are numerous potential elements in the list of potentials of VR and in this chapter,
we have been using the cases as a basis of reasoning to find about the   most prominent
potentials of VR in sharing complex knowledge.

Bergiel et al. (2006) point out in their article, how geography, culture, language, and time
act as barriers to assembling such talented teams, unless virtual teaming is utilized. In our
current global market with high speed Internet access, virtual teaming is becoming an
important tool. Virtual teams include a team of people working at different geographic
locations, utilizing telecommunication technology. Many of the elements used in success-
ful face-to-face teams are also necessary for successful virtual teams. These elements of
success include trust, communication, leadership, and technology. Unlike traditional
teams, a virtual team works across space, time and organizational boundaries with links
strengthened by webs of communication technologies. Trust, communication, leadership,
goal-setting, and technology are all vital in the formation of a successful virtual team.

Team building in virtual teams

A big potential lies in the engagement and team building perspective. When building ef-
fective virtual teams, there is a real need to have the team members to be engaged and
comfortable in team. If the members feel comfortable and engaged in the VR environ-
ment, they are more likely to share their ideas and collaborate with the other participants,
which increases the knowledge sharing aspect of VR applications in virtual teams. Trust-
building is one of the most important parts of team building, and with appropriate training
methods within VR environment, this technology can be utilized to increase trust within
the team. This approach can be used for almost every type of virtual teams in different
lines of work. Obviously since most virtual teams consists of knowledge workers, the
technology would have the highest potential amongst knowledge workers.

The best performing teams share knowledge by anticipating the needs of teammates rather
than reacting to the requests of other teammates, which requires high levels of familiarity
and comfort between the team members (Butchibabu et al. 2016). Based on this, group
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meetings in VR seem like a great way to create more effective and well-performing virtual
teams.

Virtual teams allow employees to work and communicate around the globe. These tech-
nology driven teams have several advantages that have caused them to grow in popularity.
First, virtual teams drastically reduce travel time and cost. Expenses associated with travel
such as hotel rooms, airfare, and rental cars may be reduced and sometimes eliminated.
Since virtual teams can communicate through the use of technology, the need for face-to-
face meetings is greatly reduced. The reduction in meetings also results in a reduction in
time lost due to travel and the disruption of being out of the office. Second, virtual teams
allow organizations to recruit the most talented employees for the job. Virtual teams do
not limit employers to physical proximity when choosing team members. It opens up a
set of players that they may not have access to if they insisted that employees all had to
be there all the time for meetings. Also, an employee could easily serve on multiple teams,
since team membership is no longer influenced by location. This would allow a company
to maximize the use of a team member with a particular skill, by having him or her serve
on several teams at once. (Bergiel et al. 2006)

Visualization of knowledge

By making the development visible between team members, as is the case in developing
mechatronic systems, engineers from different fields can share the knowledge between
each other more seamlessly. The potentials of visualization of work in designing systems
is huge. Virtual worlds can be used to visualize the work and information in a way that it
is useful not only for the developers, but also different stakeholders, e.g. product owners
and customers.

When thinking about asynchronous communication, it is quite common approach in glob-
ally dispersed teams, and sets certain limitation to selectable communication tools. Vir-
tual reality is easily examined only as a live communication type method, but it could
also be implemented as a great tool for demonstrations in teamworking. Especially in
prototyping, visualization of the product/service to the potential investors, funders and
other stakeholders is essential to show the value of the product clearly to them as well.
With virtual reality, prototype demonstrations and even testing can be set into real-life
mimicking environments, thus providing much more reliable results. Other communica-
tion methods can then be used to collect feedback and other information from all the
parties and then used to iterate the visualizations even further.

The role of visualization techniques in the knowledge discovery process is well known.
The human brain still outperforms the computer in understanding complex geometric pat-
terns, thus making the graphical representation of complex and abstract information di-
rectly appealing. Several reasons make VR a suitable paradigm for visual data mining:
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different representation models according to human perception preferences can be cho-
sen, it allows immersion, it creates a living experience, it is broad and deep, and for using
VR the user needs no mathematical knowledge and no special skills. (Valdés et al. 2012)

Humans perceive much information through vision, in large quantities and at very high
input rates. The human brain is extremely well qualified for the fast understanding of
complex visual patterns, and still outperforms computers. Several reasons make VR a
suitable paradigm: (i) it is flexible (it allows the choice of different representation models
to better suit human perception preferences), (ii) allows immersion (the user can navigate
inside the data, and interact with the objects in the world), (iii) creates a living experience
(the user is not merely a passive observer, but an actor in the world) and (iv) VR is broad
and deep (the user may see the VR world as a whole, and/or concentrate on specific de-
tails of the world). Of no less importance is the fact that in order to interact with a virtual
world, only minimal skills are required. (Valdés et al. 2012)

Personnel training

As proposed earlier, virtual reality can be used in a great effect to create really realistic
environments, where individuals can then examine different aspects within the created
reality depending on the situation. This could also be implemented in a larger scale as a

n virtual reality based training ses-
sions could be organized, thus allowing the personnel to examine different tasks through
reality mimicking environments. Putting oneself into certain situations and trying to ex-
amine certain aspects from different angles can prove to be difficult, and we believe that
VR as a tool to provide new platform for a team training exercises can provide a lot of
value.

Different stimulating exercises can be also developed for teams to keep them more moti-
vated and provide them with new insights towards certain issues. Gamification is cur-
rently a very trendy phenomenon, as organizations are keenly trying to improve the en-
joyability of their working environments, committing their workers to the organization.
That is something that can be utilized as an approach to build teamwork supporting exer-
cises, which make the individuals to feel more comfortable in their environment, build
trust and ease up the communication between team members. Important part here is to
implement different kinds of solutions to meet a variety of needs among personnel, and
not just trying to create too large entireties whilst trying to meet all the possible needs
within the whole organization-level. These possible barriers here are discussed more in
depth in the
yet.
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Barriers for using VR in knowledge sharing

As there are potentials to the utilization of VR, there are barriers that must be overcome
before successfully using VR in virtual team
organization.

Change resistance

The attitude of the employees regarding organizational change are always influenced by
past experiences, available information and individual cognitive processes. A central fac-
tor that needs to be considered for its large impact on the attitudes of the employees in
the process of change is the perception of trust in the management; in more specific terms,
the perception of the competence, benevolence, and integrity of the management plays an
important role in accepting change. The employees are not passive to change, but hold an
active role in creating and supplying an answer to change. (Blanca & Ramona 2016)

Rafferty & Jimmieson (2016) suggest that subjective perceptions that change is transfor-
mational will be associated with experiencing more negative emotions in relation to
change. They also argue that, when employees experience changes to key aspects of their
work environment such as values, strategy and structure, they will experience some dis-
comfort due to the degree of adaptation required. This may then translate into resistance
to change in the form of negative actions or intentions to act as people react negatively to
this discomfort. Additionally they point out, that when employees experience changes to
key aspects of their work environment that have substantial implications for their working
lives, it is likely that they will develop negative beliefs about change, resulting in cogni-
tive resistance to change.

One of the most challenging parts in the implementation process of the VR based com-
munication tools is selling the idea to the management. The organization needs to find
appropriate amount of value and existing needs so that this new technology is worth in-
vesting in, and that needs adequate amount of persuasion and justification of the positive
sides of this new technology. The resources invested into the change process must be met

why it is essential to be really familiarized with the technology so all its capabilities are
fully understood within the organization, for example giving more time for the value to
emerge from the usage of VR.

In addition, also the personnel within the organization may feel reluctant towards new
technology implementations and it is also very important to make them understand the

 but it should offer something more to its user
so that he/she will fully commit to its usage. Especially in the team based implementations



79

the best possible efficiency can be achieved. This is a pretty usual problem within the
-operate/commit to the new pro-

cesses and try to merge their existing methods with the new ones. Showing the value
gained with these new tools and methods will make the resistance much calmer as it could
be otherwise.

Most of the time, resistance is connected to negative attitudes or counterproductive be-
haviors. There are, however, strong arguments that claim that resistance must not be seen
as a completely negative element, because it can have a major role in the organizational
attempts to change. (Blanca & Ramona 2016)

Cultural differences & globality

When considering a larger, global organizations, the different cultures and geographical
locations may create their own complexities when trying to implement VR into organiza-

and viewpoints so that the possible problems may be clearly seen in this kind of environ-
ment. One polished solution in a certain context may provide significantly less value in

the place where the knowledge of these attributes comes to play so that the solution can
be designed to create the same value in this new environment.

Getting all members of smaller entireties within the organization familiarized with each
so

that the virtual reality platform will produce the value as it was intended. All the planning

the responsibility to train its personnel to be educated to communicate in their specific
environments.

Especially, when moving from text-based communication to much more visual VR envi-
ronments, some communicational barriers must be tackled in order to accomplish neces-
sary tasks with this new solution. Some gestures, phrases and tones may implicate various
things in different situations between individuals and knowing correct approach in those
situations is something that has to come natural within the communication processes. Un-
intended non-inclusive behaviors based on cultural norms can be interpreted as rudeness
or intimidation, and fostering cultural understanding breaks down the barriers that can
hamper success and leads to more effective virtual teams (Brandt et al. 2011).

 opinions in their article and one of those
experts is Lars-Ola Damm, from Ericsson in Sweden. He suggests us to consider follow-
ing scenario: the average response time to a query between developers across locations is
one day instead of one hour. Any of those queries that require a response before develop-
ment can have a direct negative impact on the time to market. The impact becomes even
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greater if there are, for example, cultural differences or site competition forces that hinder
good cooperation across locations.

As that scenario suggests, communication within a globally dispersed team can become
an issue, when trying to establish viable communication channels across the globe. The
main idea of VR is to place yourself into alternate realities live and communication hap-
pens synchronous within the team. When working with geographically diverse team of
individuals, setting up time for virtual reality communication instances is something that
must be thought out very carefully when choosing targets for implementation. One solu-
tion could be setting up asynchronous virtual reality demonstrations and visualizations,
that can reinforce other communication methods, for example in prototyping. This how-

t can enhance the delivery

Organization should therefore evaluate the circumstances, where the implementation of
VR can actually bring value for the team and not just automatically apply it to every
smaller entirety without examining possible limitations existing in that specific context.
In this case it also comes down to the stake versus the outcome, and the target needs to
benefit from the changes made in the processes, not just trying to endure them as a part
of their communication because of lacking knowledge in management-level.

Integration with existing communication methods

As we mentioned before, considering change resistance, VR should be an effective tool
and not something that is forced to the organization without thinking its actual value to
the company. More of all, organization should have necessary amount of information
about its individuals within the personnel and know their general preferences towards
teamworking and communication. Organiz

one another. Selected tools and methods are a big part of the formation of that user expe-
rience, alongside with chemistry among team members, applicable expertise and other
things, and must be carefully picked for different situations based on the existing needs.

For a VR tool to be useful, it needs to be compatible with existing methods or replace
them adequately. Especially since there are still currently some issues in VR considering
user experience (bulky equipment, motion sickness), it is even more crucial that the tool
should be better than the old ones, thus creating additional value received by the users.
There are also undoubtedly some communication tools which are superior to VR in some
ways, so it is unrealistic to expect that VR technology would replace every other commu-
nication method in an organization. Asynchronous communication is one good example
of a barrier for virtual reality tool implementation, as in globally dispersed teams the

can be challenging when trying to implement this kind of communication tool to replace
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already sufficient asynchronous communication methods. Thus, it's even more important,
that the other communication methods work well together with VR technology.

Important thing here is to acknowledge the fact, that these new implementation ideas must
be sold to the o
ated by the implementation. Just hyping about new cutting-edge technology and some-

new technologies, but the value must be presented very clearly. Examining current meth-
ods is a viable approach to find weaknesses with current processes and correcting this

trying not to lose existing value, and this is something that may be easily oversighted
while just focusing on piling additional value on top of already sufficient methods.
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CONCLUSIONS

During the research we used existing business cases and researches to learn how the usage
of virtual reality has affected virtual team formation in the past. We learned that the tech-
nology has a lot of potential when it comes to building trust and sharing 3D data among
virtual teams, but the barriers may turn out to be hard to overcome. In order to form
productive and effective global virtual teams, the team needs to be on the same page when
it comes to cultural differences. The team members also need to be willing to learn new
technologies and adapt new ways of working, so tha

resources into larger scale implementation when considering this kind of technology. De-
mand in the market is guiding developers heavily to produce certain kinds of products
and services, and the chosen paths can have a huge impact on the virtual reality hard-

tionali-
ties, effectivity and supporting add-on devices may provide a lot of value for entertain-

those same devices in their own processes.

Most of the high-end qualities of the hardware can be seen excessive and the extra-cost
-value in this particular case. Especially as organizations are required

to buy vast amounts of hardware in order to build functional virtual reality communica-
tion infrastructure, the unnecessary costs are usually a big issue. However, based on our
own experiences and examination of current trends, it seems that the development will be
focusing additionally more towards more affordable and higher usability possessing prod-
ucts, which may make the VR hardware more desirable in the eyes of organizations.

An organization looking to capitalize on virtual teams using VR tools needs to make sure
that the virtual team members are used to working in an international environment, and
that they are familiar with cultural differences that might occur when working with co-
workers from other countries around the world. Also, in the early stages of the technol-
ogy, the employees need to be the kind of people who enjoy working using new methods,
whereas forcing older employees to adapt the new technology might turn out to be a bad
decision.
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EXCLUSIONS AND FUTURE RESEARCH

are implemented to that the main questions will be answered without sidetracking along
the process. In this way we managed to keep the focus narrow enough to include all the
important aspects in this report and in the given length limitations. This topic can be easily
expanded into various smaller research entireties, and we are targeting only one of those
focuses, that being VR technology used as an organizational teamworking tool.

internal processes. Different stakeholders outside the organization are being excluded in
this particular report, which is also in line with our main research question. We made this

-commu-
nications between various stakeholders with VR technology based solutions, but to find
ways to enhance teamworking within the organization. Although it is an interesting topic
to examine, it is not in line with our main objective for this report.

We also decided to focus on teamworking and team building processes, while excluding
sharing of complex, critical information within virtual reality. One of the biggest issues
in our presentation was, that our scope was too large and we were just trying to implement
virtual reality
plexity of the information needed to be shared. To narrow this scope, we thought that the
best way to utilize virtual reality is to use it to less critical information sharing, brain-
storming and informal communication within global teams. This also removes the need
for examining information security issues and merging of existing platforms for infor-
mation sharing with new virtual reality based solutions in this report. We also believe,

when comparing it to existing tools/methods, especially as virtual reality is mainly used
as a synchronous communication method, which makes the documentation and its exam-
ination quite challenging. Therefore, teamworking activities, such as trust-building,
brainstorming, informing and other activities are the better option to focus on in this re-
port.

In addition, we decided to exclude subjective constrains considering the usage of virtual
reality products, such as nausea, motion sickness, eyestrain and other possible value de-
grading factors. They are of course important aspects to consider when designing virtual
reality products for everyone to use, but the focus set fo
of these aspects. We are focusing the usage of virtual reality technology with the mindset

jective constraints related to virtual real
tions.
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In the future, research could be done about the actual results especially considering team-
work when implementing VR to an organization. In this paper we discussed potentials
and barriers based on existing cases about VR and other related subjects. It would be
interesting to see, if our predicted issues arise in an real-life situation.
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SUMMARY

We found out that our approach for this report worked out pretty good as a method to
chart possible advantages and challenges towards virtual reality communication in global
organizations. As we stated in the beginning of this report, the main reason why we ended
up choosing this approach was simply because adequate amount of high-quality infor-
mation towards this s
just a few user cases would have produced unreliable results altogether. That is in addition

possibilities within organizations, but we managed to find viable cases to demonstrate
this process quite well, which definitely increased the reliability of this report. Also, our

had many
things to say about this new technology as a viable communicational tool in the organi-
zations, and this approach was a perfect platform to give our own predictions and exam-
inations about the matter.

We are confident that our own deliberations and findings within this report are completely
justified, when considering the fact, that this technology is still in its early stages when
considering mass-production, let alone globally spread organizational level usage. Exam-
ining current trends and possibilities that this virtual reality technology can provide was
seemingly good topic within our team, mostly because we all share a keen interest towards
this technology and all its potentials yet to be unleashed. Prior knowledge towards the
matter within our group definitely helped us to recognize the technological capabilities,
which could enhance the current communicational methods within global organizational
setting.

became a cliché to mention this, but the major fact again was the lack of time within the
group to hold meetings and brainstorm all the different aspects together, which of course
may have left some angles a bit more hidden in the examination of the virtual reality in
the organizational setting. We managed to hold couple of meetings, mostly integrated
with the lectures, but more gettogethers could have brought a more unified entirety, as
our approach was more based on individual brainstorming combined with team iterations.

However, we managed to work well via other communication methods, which helped us
iterate our own visions and thoughts through the project and in the end managed to pro-

gles. We had
a nice variety of students from different degree programmes, which definitely helped us
to iterate our findings into viable conclusions and suggestions. Our communication and
teamwork then managed to work quite well regardless of the face-to-face contacts, but
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we believe that at least more ideas would have emerged via collective brainstorming ses-
sions in comparison to refining individually built ideas.
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This research is focusing on open data and business intelligence and the combination of
these two aspects. The research question is: "How the combination of open data and busi-
ness intelligence can be the most beneficial for the organization?". The problem is ap-
proached by a literature review. This topic as a current problem is very interesting because
of the amount of open data available and the development of the business intelligence
tools.

The term open data is related to data that is available openly. This practically means that
the data can be used by anyone. The purpose of the business intelligence is to process
data so that the analyses and outputs can be utilized for example based on decisions.

This research focuses on the situation where open data is used in the business intelligence
process. This can be beneficial because open data can, for example, add more content to
the data that is processed. However, some concerns can also occur that can, for instance,
be related to the usage of open data. The main result of the study is that open data can be
used in business intelligence. All in all, that is not utilized as much as it could be. For
example, different kind of mashups and business intelligence metrics related to open data
can be used.
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INTRODUCTION

Business intelligence can be described to be a data-driven process that includes the whole
lifecycle of data in an organization. In this purpose, the lifecycle of data means the jour-
ney of the data, which begins from discovering and gathering data for the usage of the
organization. The end of the journey of the data is the point where the data is transformed
to its eventual format and it is presented to the decision-makers of the organization. The
starting point of the journey of the data, the gathering procedure, is the main focus of this
paper. More closely, the purpose is to research how open data can be used as a part of a
business intelligence process in a data gathering procedure. The amount of available open
data is increasing, so there is a need for a research how open data could be benefited in
the most effective way at the business intelligence point of view.

This paper is made as an assignment for the course TLO-35306 Global Information Sys-
tems Management at the Tampere University of Technology. The assignment is a litera-
ture research to scientific articles and other literature of business intelligence and open
data. The intent of researching these two phenomena is to find how they can be linked
together. The ultimate objective of the research is to use the founded linkage and describe
how open data can be useful for business intelligence in different ways. With these two
mentioned features, the research question of the assignment is formulated: ow the com-
bination of open data and business intelligence can be the most beneficial for the organi-
zation?

In the beginning, there is clarified business intelligence and open data both in their own
chapters. After that it is described why those two is researched together and also shortly
why this paper is focused especially to the part of data gathering of the business intelli-
gence. Next chapter briefly describes different kind of concerns in open data related to
business intelligence. Then there is deeper look for the harmonization of open data and
business intelligence. In this part there is researched model that determines characteristics
of open data that are the most valuable for business intelligence. The whole assignment
is then concluded in the end of the paper. There are described all the findings of our
assignment and also presented some propositions of what could be researched in the fu-
ture of this particular topic.



92

BUSINESS INTELLIGENCE

Business intelligence means information procurement and processing that relates for ex-
ample to the market situation, business rivals and technical solutions (Ghosal & Kim
1986). Business intelligence can be described to be a method where data is rated and
analyzed so that intelligence can be created and with that intelligence, it is possible to
support decisions and the making of them. (Gilad & Gilad 1986) Business intelligence is
also identified to be top four technology trends in the current decade (Chen et al. 2012).
Basically, business intelligence includes the procedure of the data from the gathering of
it to the point where the data is refined to information and presented with visualizations
to the decision makers. Also, it is safe to say that business intelligence is a big phenome-
non at the moment.

Business intelligence is an important part of the decision-making process of the company,
but what are the concrete matters how business intelligence can be utilized to improve the
decision making? With business intelligence, for example, different estimations, cus-
tomer analyses and profitability evaluations can be made. With these kinds of outputs,
more well-timed and generally better decisions can be made. (Loshin 2012, p. 10) Busi-
ness intelligence and its actions are also evolving continuously. For example, data clean-
ing has been enhanced, hardware and software have more potential capability and web
architecture has evolved. Those all have an effect on the business intelligence process as
those have a possibility to enrich business intelligence. (Negash 2004)

So, business intelligence includes different kind of actions that are made with the data.
As the data does not manage itself, there is a need for some tools and programs that are
made for business intelligence so that the data can be managed. Those programs are usu-
ally called business intelligence systems. Negash (2004) describes that business intelli-
gence systems are analytical tools that are made for planners and decision makers to com-
bine and manage operational data to express that complicated and competitive infor-
mation. According to Davenport (2006), different technological systems are also related
to business intelligence. With those systems and software, it is possible to transfer and
process data and the outputs of the procedure (Davenport 2006). In addition, these differ-
ent tools support the producing of intricate intelligence for example about the competitors
(Negash 2004). The components of business intelligence are presented in figure 1.
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Figure 2. Components of BI process (according to Negash 2004).

In figure 1 is described what is basically needed in business intelligence process. Data
can be from both internal and external sources (Negash 2004). For the best results organ-
izations could utilize both internal data, like operational data (Negash 2004), and external,
like open data from other sources (Jaakkola et al. 2014). After that the data can be pro-
cessed with business intelligence tools to create valuable information for decision makers
(Negash 2004).
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OPEN DATA

Gurstein (2011) defines that open data is local, national and regional data that is available
for everyone to use and modify with different software solutions. Open data can be de-
scribed with three dimensions: availability, re-usability and universal participation. Those
three elements mean that the data has to be available for anyone with a suitable cost and
it should be presented in the shape that it is easy to re-use. Also, the distribution of the
data cannot be discriminated against anyone or any group of people. (Dietrich et al. 2018)
So basically, open data is about opening the possibility to all of the people to use your
data and providing it in such a format and shape that it gives the possibility to gain the
best possible benefit from it.

The amount of open data is increasing significantly (Janssen et al. 2012; Cowan et al.
2014). One of the reasons is that open data increases practically automatically because of
the requirement of making data open (Janssen et al. 2012). That requirement means for
example that the new data which is created with gathered open data should be shared with
others too (Ubaldi 2013). If that requirement is fulfilled by all the users who gather and
utilize open data, it means that usage of open data will also have a positive effect on the
amount of it.

The term open data is defined to include different kinds of data that anyone can use for
free. The amount of open data is increasing fast, but what sort of data it usually contains
today? Janssen et al. (2012) list common data sources where open data can be collected
and those are for example information about traffic or weather, tourist information, public
sector budgets and different data about policies and inspections such as education quality
and safety. Various sources provide different kinds of open data but at the same time,
organizations could benefit it more effectively to gain value for their business. Manyika
et al. (2013, p. 1) state that value from open data can be best exploited by combining open
data sets to the data that organization already has. Therefore, open data can be linked to
the business intelligence. The purpose of business intelligence is to add value by provid-
ing better decisions with data. Open data as a data source allows more data to be used in
the business intelligence process.

Data openness

Open data has different characteristics that can be measured to determine open data qual-
ity. Poikola et al. (2010, p. 35-38) list nine different characteristics that are commonly
seen in open data. The characteristics and their definitions are listed in table 1.
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Table 1. Data openness characteristics (adopted from Poikola et al. 2010, pp. 35-38).

Characteristic Definition
Locatability

How easily people and machines can find the data from the
internet.

Completeness How completely the data can be downloaded from the inter-
net.
How much it is restricted to see different parts of the data.

Equality of terms and condi-
tions

How open the data is for the use of everyone and for any
legal purpose.
Different users or legal purposes should not have different
restrictions of usage.

Originality and timeliness How original the data is, related to when it was first uploaded.
How up to date the data is.

Unconstrained reutilization How freely the data is reutilizable regardless of the user or
purpose of the use.

Freedom of cost How free of cost the data is.
Machine-readability How structured the data is and how well machines can inter-

pret the data.
How constant the location of the data is.

Format openness How usable and modifiable the data format it.
Comprehensibility How well the data is described and documented.

While these characteristics represent the openness of data, all of them are probably not
valuable for business intelligence. The characteristics that benefit business intelligence
relate to how easy the data can be used and how up to date the data is. This means that
the most relevant characteristics of open data are machine-readability, timeliness, format
openness, completeness and comprehensibility. Business intelligence values machine-
readability and data format openness, as it is very often analysis of a certain dataset or
file. It is very beneficial for example if the datasets can be straight imported into business
intelligence software. Timeliness is another important characteristic because some appli-
cations of business intelligence rely on very recent data.  Completeness is important since
effective and thorough analysis can only be performed if the data is not missing any parts.
As business intelligence analysts might not be the most technical people in programming,
it is valuable if the data is well documented and comprehensive.
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OPEN DATA IN BUSINESS INTELLIGENCE

Data and business are in significant roles in business intelligence (Chen et al. 2012). Data
is like a part of the beginning of the business intelligence process where it is handled and
processed (Gilad & Gilad 1986). So, it can be said that without data, there is probably not
any business intelligence.

With business intelligence tools it is possible to enhance organization's operation and ef-
ficiency, relationships to the stakeholders and profits of outputs (Thierauf 2001, p. 13).
So, when it is about open data and its processing, it can be thought that open data can also
be part of improving these things. In addition, competitive advantage can be achieved
with business intelligence (Thierauf 2001, p. 15). All in all, it can be believed that the
same benefits of business intelligence can be gained with open data that can occur when
using data that comes inside the organization. However, the usage of open data is not yet
common, and more value can be gathered from it (Zeleti & Ojo 2017). So, open data can
probably be utilized more also in the context of business intelligence. Furthermore,
Fleisher (2008) states that data from open sources could be exploited more in the data
gathering process.

When using open data, different kind of benefits can be achieved. For example, open data
is accessible simply and equally and its quality can be evaluated by many other actors. In
addition, the identical data is not needed to gather many times, if that data is openly avail-
able. (Janssen et al. 2012) This means that the same data can be accessed from anywhere
by anyone. Some negative issues can also occur in the case of open data. When utilizing
data in business intelligence, it needs to be clean (Johnson 2014). This can be true also
when it is about open data. However, sometimes open data can have some kind of mis-
takes and problems which need to be taken into account when using it (Loshin 2012, p.
301). According to Janssen et al. (2012), open data can, for example, be inaccurate or
insufficient.

Open data, that can be utilized as a basis for decisions, is available continuously more and
more. In addition, the data processing systems are improved, so it can be said that using
open data in business intelligence is nowadays quite easy. (Enho 2017) All in all, the use
of open data can enhance the quality of the outputs of business intelligence tools (Jaakkola
et al. 2014). In addition, according to Janssen et al. (2012), open data makes it possible
to compare better and more equally the data that is used when making decisions. Based
on these issues, it can be concluded that open data can probably allow organizations many
new aspects and solutions compared with the situation where only organization's own
data is used.
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Business intelligence systems have been improved because the in-house data and deci-
sions based on that data have become more and more important. These developed systems
can be utilized with data that comes from external sources and is for example mixed with
other datasets. (Jaakkola et al. 2014) Johnson (2014) states that companies often have a
possibility to combine different data from various sources together. This is true also with
open data because open data can be combined with other data sources (Janssen et al.
2012). With open data, it is possible to enrich other data with only small costs or even
free (Loshin 2012, p. 301). By combining various datasets, even new data can be estab-
lished (Janssen et al. 2012). In addition, that new data can probably be utilized in the
business intelligence process.

Big data can be seen relating to open data because some open data can be classified as a
big data (Jaakkola et al. 2014). For example, big data related practices and business intel-
ligence tools can be used to get predictions from open data (Johnson 2014). However, big
data and open data do not always mean the same. The purpose of big data is to provide a
great amount of data for the organization while open data is mainly for public use (Guesmi
2014). This means that big data is usually not available for everyone, such as individuals
(Johnson 2014).
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OPEN DATA CONCERNS IN BUSINESS INTELLI-
GENCE

Although open data can be utilized in business intelligence processes and decision mak-
ing, there are some problems related to the topic in question. Relying only on open data
can be risky and therefore open data should not be used in business intelligence processes
separately, but it should be combined with other data sources (Fleisher 2008). One main
character of business intelligence process is the integration of data silos from various
sources (Yeoh & Koronios 2010).

Open data can have some similar structural problems as other types of data. Janssen et al.
(2012) emphasize that data quality cannot be taken for granted as data can be incorrect,
insufficient or fragmented. Fleisher (2008) indicates that one concern
is the source of the open data. If organization utilizes open data in decision-making and
analyses, the organization should be aware of the origin of the data. Data used for business
intelligence process should always be high quality and integrated, because it can influence
management decisions made in organization (Yeoh & Koronios 2010). Thus, data ana-
lysts who are gathering data from open sources should be conscious of the origin, nature
and timing of the data source (Fleisher 2008). If the origin of the gathered open data is
not from trustworthy source or if the data is not up-to-date, decision makers and analyst
need to consider if the open data is applicable for their purposes. Although open data can
be used to diversify analyses and decision making, there can be a possibility that bad
quality of open data can lead to bad organizational decisions.

Janssen et al. (2012) have discovered that open data can have many different kinds of
barriers. However only some of those obstacles can probably have a significant affect to
the business intelligence process, and therefore those barriers need to be taken into ac-
count when pondering the use of open data as a data source. One of these barriers is that
the use of open data is limited. For example, sometimes the usage of open data might
require a user to have a permission, like a license, to the data (Janssen et al 2012). At the
same time, the utilization of open data can be restricted, for example so that the data is
not allowed to be used to the commercial purposes (Martin et al. 2013). In this kind of
situation, companies might not be able to use open data as a data source of their business
analyses. This kind of legislation barriers can probably hinder the willingness to apply
open data when companies are making business decisions.
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IMPLEMENTING OPEN DATA FOR THE USE OF
BUSINESS INTELLIGENCE

Now while we know that open data can be useful in business intelligence, how to apply
it is another question. Combining open data and business intelligence in practice is now-
adays still quite rare, but many theoretical solutions can be derived from the usual use
cases of open data and the needs of business intelligence. Poikola et al. (2010, pp. 22-23)
present four the most used practical use cases of open data, which are presented in the
figure 2.

Mashups
Education, research and

product development

Process Automation Crowdsourcing

Figure 2. Most common use cases for open data (adopted from Poikola et al. 2010, pp.
22-23).

The first one, a mashup, is described generally as a website or web application that com-
bines internal and external data sources (Benslimane et al. 2008; Poikola et al. 2010, p.
22). This way it is possible to create new information by reusing information sources.
Mashups allow end-users to mix various data sources in order to create customized, data-
driven applications. (Beemer & Gregg, 2009) Most of the mashup services have low tech-
nical knowledge requirements, and they are designed for users that do not have deep pro-
gramming skills but are comfortable with intermediate levels of abstraction (Albinola et
al. 2009). As the people analyzing and using business intelligence are not necessarily the
most technical programmers, mashup services are a very good option for them.

In research and development, easy access to data makes it possible to create good quality
research study. Open data makes data immensely accessible and creates a level of trans-
parency by being accessible to anyone. (Poikola et al. 2010, p. 22) Data mining, which
means finding suitable data sources for the specific purpose (Jaakkola et al. 2014), can be
focused towards an open data source and it can provide valuable information for research
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and educational purposes. In education, data from different sources, such as public traffic
data, can for example be utilized in different projects. (Poikola et al. 2010, p. 22) For
instance, open data can be easily used in university course assignments where students
have to practice, how to use different kinds of business intelligence tools.

As a third main use case, Poikola et al. (2010, p. 23) introduce process automation, and
using open data to steer or ease a process flow. For example, guiding house heating
through open weather data (Poikola et al. 2010, p. 23) or automating a routing of a navi-
gation application through open traffic data, are examples of this use case.

The last use case of open data is crowdsourcing. This means that when a data source for
a project is open data, anyone can contribute to the project itself. (Poikola et al. 2010, p.
23) Crowdsourcing outsources the development of a project or a function to an undefined
network of voluntary people (Brabham 2008). So, it is a production model that can benefit
greatly from data openness.

Open data and business intelligence applications

As business intelligence often uses data from multiple sources, mashups can be used to
gather this data into one separate place. This way you can create a hub of data, where you
can integrate, mix and link data from various sources, which can be then mined, and busi-
ness intelligence can be extracted from it. Gathering data from various sources has been
and will remain a challenge in the IT sector and business intelligence for now. (Chen et
al. 2012) Mashups are one solution to this problem. Baars & Kemper (2010) shared this
vision in 2010 with a cloud-based business intelligence mashup, but a practical solution
is yet to see daylight.

As business intelligence is often in a form of numbers and calculated by different formu-
las, timely open data variables could be integrated into it. Using open data-driven metrics,
any system could be made to do decisions with the support of timely open data. For ex-

car could adjust its system depending on the current weather. Open traffic data is utilized
in navigation software, detecting temporarily closed routes for example, but it is not yet
timely enough to detect traffic jams and such. (Open Data Barometer 2016) In business,
it could be used to tweak any key performance indicators by adding an open data source
as a factor to the formula.

The characteristics of open data are different for different sources, and the benefits of
each characteristic vary for different applications. The valued characteristics from the list
of Poikola et al. (2010, pp. 35-38) for business intelligence (BI) mashups and open data-
driven BI metrics are presented in table 2.
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Table 2. Open data applications for BI and open data characteristics benefiting the use
cases. Characteristics are from the list of Poikola et al. (2010, pp. 35-38).

Open data use cases for BI Characteristics that benefit the use cases
Mashups for BI Completeness

Machine-readability
Data format openness
Understandability

Open data-driven BI metrics Machine readability
Data format openness
Completeness
Timeliness

As mashups gather data from different open data sources and rearrange as well as inte-
grate them, they benefit greatly of machine-readability and data format openness. When
the data is presented in a structured, known data type, it makes data mining much easier.
Completeness is valuable because if parts of the mashup are not offered fully, it will affect
the data mining capability negatively. Understandability is key for creating a mashup be-
cause a mashup service includes many different sources and will get messy if relevant
documentation is not available.

Machine-readability can be vital for open data-driven BI metrics since it will almost al-
ways be read by a machine and used in calculations. Data format openness in a sense that
the format has to be a common one to ensure that the systems can process the file. Com-
pleteness is valuable because using data that might have holes in it is not reliable at all,
which is essential for open data-driven metrics. Timeliness is one of the most valuable
characteristics for business intelligence since often a system using BI metrics makes de-
cisions in real-time. There is a low error range for mistakes in real-time analyses.
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CONCLUSIONS

As the amount of open data is currently increasing, different kind of organizations have
the opportunity to utilize the free of cost or cheap data in their business intelligence pro-
cesses. The most significant purpose to apply open data in business intelligence analysis
is to enrich the data already gathered from the organization's own systems and databases.
When organization's other data types, like master data and big data, are combined with
available open data, more exhaustive business analyses are possible to be made, which
might have a direct influence on decision making in the organization. However, the use
of open data might not be an opinion in every situation, as there are some restrictions that
might hinder the utilization of it. Hence, open data might be a relevant addition to the data
organization has, but at the same time, it is not guaranteed that open data would be valu-
able from organization's point of view.

Open data presents many opportunities to benefit from business intelligence. Different
kinds of open data characteristics can be found, and they can all be valuable to different
business intelligence applications, but there seems to be a clear pattern that the most val-
uable ones are machine-readability, data format openness and completeness as business
intelligence is machine-operated. The two applications presented, BI mashups and open
data-driven BI metrics, are something that are still in the theory phase of their lifespan
and need to be researched more thoroughly. They are not utilized well at the moment, as
there cannot be found any practical examples of the two applications given.

This research contributes to the literature about open data and business intelligence. In
addition to that, findings of this research can be adopted by various public or private
companies worldwide. The main purpose of this research is to spread awareness of the
usage of open data in the business intelligence process and the benefits an organization
can achieve. As this research is focusing only on the theory of open data in business in-
telligence, there are many viewpoints that can be researched in the future. For example,
the technical part of open data in the business intelligence process is a topic that has not
been researched extensively. Especially as technology is developing rapidly, it would be
valuable to study what is the current trend and what can be expected in the future. As the
significance of both open data and business intelligence are growing, it would also be
meaningful to study how organizations could be motivated to share the data they have, so
that there would be more open data available. Also, organizational attitudes towards open
data in the business intelligence process could be researched, as it would underline the
current opinion individuals and organizations have about this constantly developing busi-
ness topic.
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ABSTRACT

Benefits of a social platform towards circular economy in regard of information
systems
Tampere University of Technology
Group assignment, 12 pages
March 2018

Circular Economy aims to go further than simple resource supply and efficiency.
It is about keeping products and materials in use and designing out waste and
pollution. It relies on consumers and suppliers being active participants. The cur-

reason why we want to create something that can help implementing the shift to
a circular economy. We came up with a new idea, a new platform, a global net-
work, that combines the individual needs and motivation to a new lifestyle with
corporate goals. In this assignment, firstly, we are going to provide theory and

secondly, we are going to discuss implementation of our platform in real business
examples and, finally, we are going to present our strategy and explain how the
application works and how this global information system can be a first step to-
wards new opportunities.

Key Words: Global Network, Information System, Circular Economy, Behaviour,
Waste, Social, Companies, Lifestyle, Products, Recycling

.
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INTRODUCTION

In a linear economy, mostly natural resources are used to produce goods. It may
take years, decades or even centuries, but every natural resource will be more

easy-to-access deposits  re-
sources may be depleted and therefore rise in price (Quora 2017). In contrast, a
circular economy takes the products at the end of their life cycle and uses them

new products. Reducing our consumption of finite resources is crucial. Whether

sharing platform, circular economy requires a radical shift. An average car for
example is in use only 3% of the time  a huge potential for car sharing platforms
(Cuff n.y.). The development of a circular economy is based on the ability to meet
the needs of people in a way that is sustainable. It is going to be a huge step for
today's companies to change their way of working towards circular economy
since the investments in the beginning of the process is high. However, in the
long-term, the investment pays off once it allows the firms to reduce their costs
greatly (Cuff n.y.; Silano 2017). Furthermore, we have to redefine our way of
thinking regarding current jobs and we might need to discover new ways of work-
ing (Seager 2016). However, these challenges represent new opportunities, new
businesses, new jobs and more employment, social wide benefits and environ-
mental care.  A widespread change in behaviour is required for both organiza-
tions and individuals. It should be a priority for management since it requires in-
volvement from the top, including redesign products, business models, and sup-
ply chains. Consumption is no longer based on ownership, but rather on services:
sharing, renting, and recycling. Used materials are not destroyed, they are used
to create new goods, over and over again, like a road that reconnects back to
itself (World Economic Forum 2013).
Furthermore, the circular economy should be seen as a value-creation oppor-
tunity instead of an investment. It relies on collaboration, partnerships and lever-
aging the ecosystems to find creative solutions.
We know there are great developments and projects occurring on a corporate
level around the world which are expanding the circular economy mindset. None-
theless, we believe that the initiative needs to rise from individuals in order to gain
global dimension. It starts with our daily lives, habits and choices. In order to
educate people about the idea of circular economy it is essential to raise aware-
ness and communicate the benefits and key points of the concept. This should
be practiced in schools, organizations, homes, virtual spaces etc.
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THEORETICAL APPROACH

In the following  how to
change them. Then, we are talking about the current situation regarding waste
management and recycling before looking into the connection between people
and creativity in the end.

Turning intentions into habits

Several studies point to the fact that over 40% of our day-to-day activities are
carried out in practically similar situations. These actions turn into habits which
we have been creating over our lifetime which allows us to act automatically with-
out thinking. During the American Psychological

edging that we like the outcome, we start associating cues and consequent re-
sponses.
Intentions can shift quickly once our conscious decisions are thought through.
Nonetheless, Wendy Wood explains that when the habitual mind is employed our
actions work outside of awareness.
Since willpower is limited it is easy to go back to old habits instead of investing
on new (maybe healthier) ones. For instance, weight-loss programs are very
good at creating motivation and increasing willpower but they only commit to the
intentional mind: people are unhappy about a certain situation (too much weight,
unhealthy lifestyle, etc.) and start working on it. In the beginning they still have

tives. Mostly this motivation lasts until they realize that change is connected to
action and that they actually have to get rid of some old habits and create new
ones to achieve their goals. To keep the motivation high, it is helpful to be in a
community of others who have the same goals. In this case people can support
each other and share their experiences. That is why it is difficult to let go of old,
bad habits and focus on creating new ones.
Our platform aims to successively help people shift to a conscious lifestyle re-

n impact on the environment.
Other than changing the mindset of the users (which is easier, we think), we in-
tend to promote a permanent change in the behaviour of the consumers.
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We sow an act and reap a habit;
We sow a habit and reap a character;

- Stephen Covey

effectively helps implementing new intentional habits (which in our case, the app
could promote with a survey where the user describes some aspects of his/her
life that would help the software providing advice to the change); promote repeti-
tion (the app could provide with reminders and challenges) because it takes 66
days to form a new habit; maintaining a stable context to give rise to a new pat-

Wood states.
Still regarding the effective implementation of new habits, being responsible for
others is a great incentive to continue with a certain path. When the two parties
are committed to support each other it is easier to focus on the goal. (Hartwell-
Walker 2016; Martin 2014; Society for Personality and Social Psychology 2014)

Waste production and recycling

We begin the explanation of the social case by providing useful information on
habits and behaviour, current situation of waste management and environmental
facts. This brief introduction will support us proving our case.
Currently, each American is discarding almost one ton of trash per year (800kg).
This means that, in average, an individual is producing over 2kg of trash every
day. What happens to the waste we produce? Statistics reveal that 55% is buried
in landfills, 33% ends up being recycled and 12,5% is incinerated (Kulpinski n.y.).

Besides the environmental impact, there are other consequential problems that
come from waste, for instance, the amount of energy that is required to treat it
and the greenhouse gas emissions (carbon dioxide and methane). Human activ-
ity is responsible for emitting 60% of the global methane. The sources of it are
livestock, landfill, gas production and use, coal mines (Koerner 2007). Studies
show that methane is over 30 times more polluting than carbon dioxide when it
comes to heat-trapping capacity (Princeton University 2014). The Intergovern-
mental Panel on Climate Change states that even though carbon dioxide gets
trapped in the atmosphere for centuries, methane heats the Earth by 86 times
more during 20 years before decaying to carbon dioxide (Vaidyanathan 2015;
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Nyman 2014). Animal agriculture emits 18% of greenhouse gas while transpor-
t (UNITED NATIONS 2006;
Environmental Protection Agency n.y.). Livestock and its derivative products con-
tribute with 32 thousand million tons of carbon dioxide per year which corre-
sponds to 51% of greenhouse gas emissions, globally (Goodland R. 2011; Hyner
2015).

Our daily choices influence greatly the water usage, for instance, activities related
to agriculture represent 80-90% of US water consumption (United States Depart-
ment of Agriculture 2017). This means that more than half of the water a person
uses in a day is associated with meat and dairy products. Regarding to land-

-free land and,
most of the times, these areas were forests before (Walsh 2013). Therefore, men
had to devastate thousands of km squares of forests and ecosystems to establish
farms for livestock due to the increased demand for meat. There are several sci-
entists that corroborate this information, and even if the numbers are not fully
proved, it is known that these aspects should be addressed as soon as possible
(cowspiracy n.y.).

The United States Department of Agriculture (USDA) states that livestock and its
feed are responsible for 30% of greenhouse gas emissions, this number is differ-
ent from the 51% that Goodland and Anhang stated but it is still a great number
and the public should be aware of this (Hyner 2015).

Emphasizing now the plastic issue. In 2016, less than half of the bottles pur-
chased were recycled, of which only 7% were converted into new bottles. The
majority of the produced bottles are dumped in landfills or thrown into the ocean.
Regarding plastic production and consumption, Dame Ellen MacArthur states

close the loop, save billions of dollars, and decouple plastics production from fos-

eveloped countries creates the need consuming bottled water
daily. One solution could be using bottles that are fully made of recycled plastic,
like RPet (Laville S.).

Plastics entail many societal benefits, and that is the reason why they are present
mostly everywhere. Their properties allow plastics to be lightweight and have a
wide range of use which, for instance, decrease transportation costs and conse-
quently CO2 emissions.

Reducing the consumption of plastic bottles and plastic bags is not a big chal-
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step. Researches defend that intentions are weaker compared to habits and in-
stitutional regulation. To encourage the shift, there should be created incentives
that can also create value for the population. Regulation on plastic bags and bot-
tles are already being applied in many countries.

Our day-to-day life is surrounded by plastic. In addition to bottles and bags, most
hygiene and food products are retained by plastic packaging. These are aspects
that we can control by choosing one product over the other. Choosing between
buying packaged food in the supermarket or go to the local market and use a
cotton bag (for example). This behaviour promotes a healthier lifestyle and it also
enhances small businesses.

To meet human needs, the planet is being overburdened regarding to the extrac-
tion of natural resources. Plus, these needs are often satisfied by single-use prod-
ucts. The impact of this system of "extract - produce - consume - dispose" is
devastating the planet. By changing consumer habits, it is possible to shift from
a linear economy to a circular economy.
It is true that eco-friendly products are more expensive and more difficult to find
since the market is still growing. However, if the demand increases, numerous
business opportunities will begin to emerge that may help change the current
consumption paradigm. If the demand for non-plastic products increases, the
supply of alternative products will consequently grow. Demand commands the
supply, and supported in communication technologies it is easy to find information
regarding other options that have less impact on the environment.

Concern for the environment is important to the maintenance of "green" habits,
particularly in relation to plastic consumption (because it is much easier to buy
these items in the supermarket). In this way, it is important to create awareness
among the users of the platform through open communication and sharing of
achievements and behaviours. Being genuinely motivated about the topic is cru-
cial for intentional actions to become habits. We considered two factors for the
success of the app in mindset change. Firstly, given that we are social beings,
we need the validation and acceptance of our peers and, therefore, we think that
a social network would be an excellent platform to spread awareness. Secondly,

- start-
ing with news on Facebook and ending with pictures of food on Instagram.
Since we are the end consumer of every product and every service, our active
role in consumption patterns influences demand directly.
After realizing this situation, we think it is extremely important to create new habits
as consumers. Our app aims to support this goal by bringing people together to
share their daily choices based on environmental awareness, personal achieve-
ments, challenges, tips, ideas and so on. We will describe the features more de-
tailed later on. As we previously pointed out, people are social beings which are
more comfortable in a community with others with a similar mindset. Deciding
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whether to buy a bottle of water every day or a reusable one can trigger a new
behavioural pattern because people feel good when they know they are contrib-
uting to a greater good. This feeling is supported when you can share your
achievement with others and get attention for what you did, so it can last when
we receive appreciation from our peers. Thus, people who are consciously aware
of their impact can make intentional decisions on a daily basis which will become
habits in the long-term. (Lopez Murcia Martin 2015)

Interaction and social creativity

As the World Economic Forum announced, creativity is one of the top three skills
if people want to keep up with new advancements in the future due to the rapid
development of new technologies, for example. (Luu n.y.)

How to boost creativity? Every person has strong and weak ties to other people
and it is suggested that diverse relations to other people and communities support
creativity. Strong ties are developed between closer friends and family because
you know each other quite well and trust each other. Mostly you have the same
mindset and similar experiences with people you have strong ties with - your inner
circle. Weak ties are vaguer and emerge between people who do not know each
other or who come from different fields of studies. If you have a weak tie to a
person you mostly have a different point of view on some aspects because of
your different backgrounds. Because of this the theory about social creativity says
that the interaction and communication with people you have weak ties with sup-
ports your creativity (you get other influences, opinions and ideas about your topic
and, therefore, will look in an expanded way to your problem/ idea.) while strong
ties support the flow of more or less redundant information. (Perry-Smith 2006)

Business examples

When launching a start-up, there are major obstacles an entrepreneur must over-
come to become successful. We are going to focus on difficulties concerning cus-
tomer acquisition, finding partners and suitable personnel.
There are already several platforms and channels that allow the virtual contact
between organizations and people but the formal communication barrier remains.
When starting a venture, unnecessary formal implications hamper the smooth
and fast exchange of ideas. If there was a platform where people and companies
could contact informally one another, ask questions, give suggestions, chal-
lenges, etc. it would be beneficial to both individuals and companies in a way that
the contact is direct, like a chat conversation. Our goal for the business compo-
nent of the app is to provide a platform where companies can find other partners,
find potential businesses between the user companies and facilitate the first con-
tact between the parties involved, through open communication. This feature also
promotes the flow of new ideas and innovation, since the companies are open for
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feedback and discussion. Advertisement for customers also occurs when the
start-ups share their products and services on the platform.

Connecting companies to companies

We found two examples that would demonstrate the benefits of using the app.
We chose three companies that have implemented CSR (Corporate Social Re-
sponsibility) on their businesses. We defined hypothetical/ potential situations

through the app.
Sanergy is a company whose business consists on the design and production of
high quality and low-cost sanitary facilities. A franchise system allows people from

sible for the collection and transportation of the waste to specialized facilities.
There, the waste is converted into energy and fertilizer. These toilets are cost-
effective and have a small footprint. This activity also enhances the local econ-
omy of poor villages since it creates jobs and decreases the spreading of dis-
eases coming from lack of hygienic sanitation facilities.
On the other hand, we present Precious Plastic (PP). The organization aims to

ject enables the plastic recycling across the globe and
relies on a global network of people that share the same values. People share
tools and knowledge so everyone can easily join the cause. The knowledge
shared allows people to design their recycling facility according to the resources
available and provides with all sorts of techniques required to start the recycling
and production of new plastic items.
If these two companies got in touch with each other they might be interested in
working together. We identified the benefits for both parties: Sanergy and Pre-
cious Plastic agree on establishing a partnership where they both settle in some
community. Instead of producing the FLTs in the US, they can use the material
recycled by Precious Plastic. In this way, Sanergy can reduce its manufacturing
costs and Precious Plastic increases its revenue. On the other hand, the commu-
nity can increase its income by using these two facilities and share the achieve-
ments on the app and expand social awareness.
For all of this to happen, the organizations must know each other first. There are
several opportunities for how the two companies could get in contact using our
app: one sees an advertisement/ new project that the other shared on the app,
there is an open discussion forum where the two companies are part of, someone
introduces the company when giving feedback, both firms attend one of the
events organized by the app, etc. It is all about networking and creating the
chance of getting to know others and being known through an app that provides

may occur. (preciousplastic n.y.; sanergy n.y.)
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Connecting companies to individuals

The other example is not about connecting companies to other companies but
about connecting a company to individuals. JuicePLUS+ (JP+) is a company that
produces vegan products to support people's healthy lifestyles. With their slogan
"Inspiring Healthy Living Around The World." they want to express their mission

 franchise
system many distributors spread this mindset into the outside world. The com-
pany aims to be 100% climate neutral, CO2 neutral and is planting trees in Mad-
agascar on the one hand but uses plastic packaging for their vegan products on
the other. Even though they use HPDE for example it there is still room for im-
provement. This provides a huge opportunity for our application: JP+ can find
ways to improve its packaging, supported by our application. The initiative can
come from either the organization or the exterior, since users can directly contact
the company through the app or the company can submit a project to the public.
To fit the image of the company even better, they can place a search in our ap-
plication looking for entrepreneurs who are specialised in this area. Another way

of a healthy lifestyle to attract new employees and clients. (JuicePLUS+ n.y.)

When companies and individual succeed in creating projects and partnerships it
translates in our own success since other companies can understand the value
of the app and subscribe to it. This repeated loop will enhance the scale up of our
business.
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THE APPLICATION  FEATURES AND INTEN-
TIONS

Since we do not write a business plan in this assignment, we focus on why people
should use the platform and the interaction between users and the app instead
of looking at the launch and the first phase of user acquisition. The vision is to
establish the use of the application in various areas of society, to make the plat-
form internationally known, to generate a broad user base and motivate people
to use the application in a long-term.
In order to reach many interested people in the beginning, the first approach is to
work with bloggers and influencers on other platforms that are active in a similar
field (waste management, lifestyle, travellers, etc.) and, therefore, can address
many potential users. The goal is to raise people's curiosity and provide them
with a way to make a small contribution to saving the environment. The mindset
of many is that they are not able to change anything on their own. To conquer
this, we are creating a platform that is able to connect many individuals and make
people realise they could actually have an impact.

The application will be specialised for mobile devices but also will include a web-
site people can access using a PC. The goal is to create awareness and motivate
people to act in the sense of circular economy by inspiring them to change some
lifestyle patterns on one side, and on the other side connect companies and am-
bitious people to each other.

Social component

First, as we discussed in one of the previous paragraphs, changing habits is a
difficult task for people because you need enough motivation to get rid of an old,
maybe more comfortable one, and develop a new one, which is good for you or
has another positive impact on the outside world. By creating this application, we
want to provide a platform where people can talk to and motivate each other.

motivated to continue with our own intention. It is the same kind of motivation we
discussed before: People who want to lose weight get motivated by others in their
community when seeing them losing weight or reaching their goals. To support
this, we want to create and promote awareness of the current situation by making
it easy for everyone to access the knowledge and summarize it as simple as
possible. Therefore, we will implement different articles and a FAQ area where
many common questions are explained in a way that is easy to understand even
for unexperienced users. To support the interaction between users themselves
and between users and the application there are different functions included: We
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will implement a feature of personal challenges and achievements where people
can also compare themselves to others. Not in a way of rivalry though but in a
way of motivating each other instead. For example, the app can suggest to buy
a reusable coffee mug instead of using the one-time cups made of paper all the
time. These challenges can increase in level of difficulty when you are aiming to
achieve a zero-waste lifestyle. Our belief is that if the app guides users with small,
easy steps in the beginning, so people will start to feel motivated and inspired to
continue this journey.

Business component

Second, connecting the social component of the platform with the business side,
you can create your profile according to your preferences, interests & goals so
other people and companies can address you looking for a business partner, new
projects or an employee or intern. People are able to share their ideas and find
others which are interested in the same topic very easily. Using our platform peo-
ple are not limited to a specific area or their university. Moreover, for individuals
looking for business partners, the app facilitates the search for peers interested
in the same issues, who share similar goals, ambitions, etc. This is a very im-
portant factor because regarding the research about strong and weak ties peo-
ple's creativity intend to increase when they talk to and share their ideas with
people from outside their inner circle. Whether from the feed or the forums, users
are able to have conversations about certain topics, learn from others' discus-
sions, give their opinion and be in permanent contact with current and innovative
topics. This dynamic and creative space is breeding ground for promising ideas
that emerge from the exchange of experiences shared among users.
Besides this, companies can find interested and qualified people for internships
and jobs or just generate new ideas for a current issue leading a discussion in
the forum, they can even start one! The business part of the application can,
therefore, be used as an open innovation and sharing platform. Companies can
also use the app to network and find other companies to cooperate with.

Value overview

The goal is that users can find new work challenges when they intend to. In this
case the app facilitates the first approach. Our purpose is to connect people and
opportunities through a large network that relies on open innovation. Even if a
student or researcher senses that he/she can give some contribute to a start-up
(for example), the app creates the virtual space for it. Both companies and indi-
viduals benefit from this experience.
With the chart presented in the appendix part A, it is possible to understand the
value creation between the company and the different stakeholders. Since the
app combines the social media component with the corporate side, it creates a
flexible platform with many opportunities which make it easier for all parties to
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gain value from its usage. For instance, to general users as individuals, the plat-
form provides a space where they can share their experiences and accomplish-
ments and where they can motivate others to live a healthier lifestyle. These peo-
ple can also find projects and interesting ideas that could evolve to potential new
businesses. General users are very important to support the diffusion of the app
and reach more people through word of mouth. The app strongly relies on its
users to provide with content. Bloggers represent a key factor since they are quite

affect their opinion regarding aspects that might be addressed.
In the corporate sector, Business Angels can share some of their ideas and

find people to work with and new interesting projects to invest in. Collaborative
labs, start-up incubators and universities can use the app to share news about
new projects and find people to work if they are in need. By using the app they
can also sell their brand as institutions that promote knowledge sharing and open
innovation.
With the examples about Precious Plastic, Sanergy and JuicePLUS+ mentioned
in previous paragraphs, it is easy to understand the value the app creates be-
tween different parties. Local businesses, for instance, can advertise their bio
products, discounts and promotions, events and so on. As explained before, the
app aims to connect people and organizations by connecting individuals in the
first place. By organizing events in parks, universities or, main squares for exam-
ple, it is possible to bring people together to discuss and share values related to
circular economy and other important topics like waste production and recycling.
This valuable network includes all the stakeholders listed above.
The group used a Business Model Canvas (see appendix part B) to explore the

explanation of the business model and value proposition (Coenraets 2014; Feath-
erstone n.y.).
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CONCLUSION

Circular economy is becoming a leading concept in our day to day lives. Besides
providing a route to manage risks for companies and society, it offers considera-
ble opportunities such as cost savings, innovation and new jobs (World Economic
Forum 2013).

In this assignment, we explored our strategy and idea in a sense of a new global
network based on a circular economy mindset and the change of behaviour. In
the beginning the current situation of waste management and the individual im-
pact on the system was explained. Then, we relied on the environmental impact
of our daily demand according to energy consumption, waste production, global
supply chain and our lifestyle in general. It is crucial to understand that there is a
problem related to the way we think and the way our businesses work. Therefore,
the first step is to recognize that a mindset shift is required. Later on, we demon-
strated the implementation of our app, through practical examples of companies
that might benefit from its usage. Firms could support their activities or projects
and enhance their businesses based on the partnerships created thanks to the
application.

Circular economy principles aim to address resource scarcity and environmental
impacts, however, to change the current paradigm, companies and people need
to think in a global scale. Cooperation between business, governments, science
and NGOs is essential for the success and for the shift. We strongly believe that
our strategy could be a bridge to new opportunities worldwide, providing benefits
to everyone  individuals and businesses. The concept of the app is based on
the ability to increase and develop the relationship between individuals and com-
panies, answer social and corporate needs and doing this having a global effect.
The purpose is to link the users with companies and teachers or researchers and
to provide discussions of specific topics and global issues. Our vision is to con-
nect people through a large network that relies on open innovation and social
awareness.
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APPENDIX

A - Cost Structure & Stakeholders

own chart

Figure 3: Cost Structure & Stakeholders
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B - Business Model Canvas

Icons: (Coenraets 2014)

Figure 4: Business Model Canvas
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ABSTRACT

This report accounts a process of testing and evaluating the possibilities of machine trans-
lation in a real-time synchronous text-based conversation. We explore the factors affect-
ing in the efficiency of virtual teams and recent progress in machine translation as stated
in literature. We design experiment and try out machine translation by conducting a set
of interviews using text translation embedded in Skype instant messaging. The ad-
vantages and disadvantages identified during the process are discussed and a checklist for
the use of machine translation is introduced. Finally, some examples of use cases are
suggested.

Keywords: Machine translation, virtual teams
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INTRODUCTION

ness environment, companies are increasingly relying on virtual
teams to accomplish different business-related tasks and projects across all industries.
These distributed, and in many cases multicultural teams are seen as a valuable asset for
organizations, as they allow forming effectively functioning teams without geographic
boundaries, which again leads to the ability to utilize the knowledge assets within an or-
ganization more freely. Virtual teams have existed for decades, but the development of
supporting technologies  such as different knowledge sharing and collaboration plat-
forms, virtual conferencing software and lately also virtual reality applications  that al-
low this kind of operations to succeed, have made them more common.

However, virtual teams also face several challenges compared to traditional, geograph-
ically co-located teams. Many of these challenges relate to cultural issues and language
barriers, which again have an effect on trust formation and team member adaptation. Re-
search on language barriers and their effect on trust formation in multinational teams has
identified, that the need to speak foreign language in team communication has some neg-
ative effects, such as creating anxiety and creating cognitive overload, especially when
team member is not fluent with that language (Tenzer et al. 2014). Communication chal-
lenges may hinder the cultural adaptation, which according to Chang et al. (2014), may
lead to problems with communication quality, interpersonal trust formation and thus, with
team performance as well.

Given the geographic dispersion, virtual teams rely on ICT-enabled methods of commu-
nication and knowledge sharing as face-to-face communication is difficult to arrange, and
occurs rarely (Gibson & Cohen 2003, Warkentin & Beranek 1999, Marlow et al. 2017).
Therefore, it is interesting to investigate how IT could help in overcoming the language
barriers and related communicational challenges in distributed, multicultural virtual
teams.

This project report focuses on the use of machine language translation software in syn-
chronous instant messaging communication. We aim to illustrate how the use of machine
translation software affect to the communication between people with different native
languages, and what could be the potential use cases of such software in business envi-
ronment. In addition, we aim to illustrate some key factors that should be considered when
using translation software in synchronous communication. Our research approach is a
mixed-method approach, consisting of a literature review and interviews.

The report is structured as follows: in chapter three we shortly present some key factors
behind virtual team effectivity based on literature research and discuss how these factors
are linked to information technology. In chapter four we present our research methods



127

and research approach, illustrate how we conducted the research and discuss briefly of
the currently available software for language translation. At the end, in chapter five we
present our results and, eventually, suggestions in the form of a checklist for the use of
machine translation.
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BUILDING BLOCKS FOR EFFECTIVE VIRTUAL
TEAMS

Given the context of this study, investigating how people who have no common language
and are from different cultures communicate and share knowledge effectively, is an in-
teresting phenomenon. Research on language barriers and their effect on trust formation
in multinational teams has identified, that the need to speak foreign language in team
communication has some negative effects, such as creating anxiety and creating cognitive
overload, especially when team member is not fluent with that language (Tenzer et al.
2014). Moreover, as we are focusing on a global perspective and virtual teams, much of
the communication relies on ICT-enabled methods as face-to-face communication is dif-
ficult to arrange, and occurs rarely (Gibson & Cohen 2003, Warkentin & Beranek 1999,
Marlow et al. 2017). As the technologies supporting distributed work have evolved
greatly during the last decade, the use of virtual teams in organizations continue to rise
across all industries and all business areas, such as product development, R&D and cus-
tomer service for instance (e.g. Gilson et al. 2014, Aten et al. 2016, Chang et al. 2014,
Marlow et al. 2017, Dulebohn & Hoch 2017).

tion for a team to be considered as a virtual team:

1. It is a collection of individuals who are interdependent on their tasks, share
responsibility of outcomes and are an intact social unit embedded in one or
more social systems

2. Members of the team are geographically dispersed
3. The team relies on technology-mediated communication rather than face-to-

face interaction to execute their tasks

Given these attributes, it can be said that what makes a team virtual is the geographic
dispersion and the use of ICT-enabled communication methods (Klitmøller et al. 2015).
Even though there are some clear differences between traditional teams and virtual teams,
previous research states that the standard team building factors are present in the virtual
teams as well, when considering the effectiveness and enhancing collaboration and trust
between the team members. Geographic dispersion and globalization bring up challenges
related to cultural differences and language barriers, which according to Gilson et al.
(2014), can adversely affect team identification  that is, how strong relationships are
formed between the team members. Chang et al. (2014) elaborate this further and discuss
that team member adaptation to the virtual team culture is a key factor for communication
quality, interpersonal trust formation and thus, for team performance as well. This is es-
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pecially true in a technology-mediated communication context (Chang et al. 2014). Fig-
ure 1 below illustrates the contextual model of these key factors for virtual team perfor-
mance.

Figure 1: contextual model of virtual team performance factors (Chang et al. 2014)

Our interest lies especially in the ICT tools that are designed to support virtual teams and
enable them to function effectively. Those include videoconferencing tools, email, differ-
ent collaboration and knowledge sharing platforms and instant messaging applications for
instance. However, when conducting a literature research on virtual team literature, Gil-
son et al. (2014) found that most research states that technology either impairs or has no
effect on virtual team performance. Surprisingly, as technology is the key enabler for
virtual teams to operate at all. Chang et al. (2014) bring forth a different viewpoint, and
based on previous research state, that IT has been found to mitigate the negative effects
of cultural diversity on team performance. There seems to be contradictory statements
and findings regarding the value of information technology in virtual teams. However,
when considering the presented contextual model of virtual team performance, it is evi-
dent that technology-mediated communication has a role in communication quality, as
well as in interpersonal trust formation. In virtual teams, trust formation  which is an
important factor for effective collaboration  is influenced by team member communica-
tion behaviours, open communication, timely responses and giving feedback (Gilson et
al. 2014). Communication is not only about transmitting information between people, as
it also facilitates relationship-building and trust (Morgan et al. 2014). One key factor con-
tributing to this is the opportunity for regular team communications (Holton 2001), and
in virtual teams this requires using computer-mediated methods.

In this report we study machine translation as an enabler of communication. Machine
translation (MT) is a field research that investigates the use of software to translate text
or speech from one language to another. Our research focuses on how the use of machine
translation software affect to the different communication barriers between people with
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different native languages, and what could be the potential use cases in business environ-
ment. In addition, we aim to illustrate some key factors that should be considered when
using machine translation software in synchronous communication.

There are many commercial and free software available that facilitate synchronous com-
munication between people without common language by automatically translating the

chapter 4.

There is an emerging body of literature on machine translation technologies (e.g. Duarte
et al., 2014). This technology is quite intensively researched and developed by large IT
companies such as Google and Microsoft. Thus, the technology will evolve during the
next years, providing even better groundings for different use cases in the future.

When searching for academic literature to evaluate how machine translation software has
been used in synchronous communication in business context before, we found only a
handful of peer-reviewed articles. Calefato et al (2011) and Wang et al (2013) have con-
ducted scientific experiments in larger scale in similar, multilingual setting than we did.
However, one can state that there is still room for more research.
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METHODS AND RESEARCH APPROACH

The field of machine translation (MT)1 is quickly evolving and we were able to identify
several approaches to it. To understand the if and how MT could help to overcome com-
munication barriers, we designed some simple experiments to test existing alternatives
which will be accounted in this chapter. As a backdrop of the experiment was always the
imaginary setting of an international M&A where new teams would need to be built and
work started on a relatively short period of time.

Looking for the software to do the job

To start with, we spent some time researching existing services and software to find out
what is available on the market. Concurrently, we conducted lightweight literature search
using google, google scholar and library database Andor to identify if there was either
any academic literature, practitioner feedback or known issues related to the particular
software.

We identified several categories of machine translations aids: 1) stand-alone text-based
MT systems, 2) text-based MT systems embedded in social media, 3) cross-language chat
services, 4) communication software using voice translation as well as 5) tele or vide-
oconferencing software using simultaneous voice translation.

First, the oldest and best known are stand-alone text-based MT systems, such as Google
Translate (since 2006) and translate.com (since 2011) that have been around for some
time. (Wikipedia).

Second, various social media incorporate machine translation services. For example, Fa-
cebook offers a possibility to post an update with several languages. This feature is prof-
iting from MT.

The third category identified includes cross-language chat services, such as Skype instant
messaging or WeChat WeChat to be one of the most interesting apps
in this category due to its wide variety of uses and an enormous body of users in Asia.
There is also a growing body of research of WeChat (e.g. Liu et al, 2015). Some group
members had already some experience on the app and we tested it successfully between
the group members. However, even a quick googling brought up cyber security and pri-
vacy issues with the application Consequently, we decided not to use it in our experi-
ments.

1 https://en.wikipedia.org/wiki/Machine_translation
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Fourth, there are communication software using voice translation. The simplest ones are
the text translation programs that also can help with pronouncing the text. Skype also
claims to have a voice translation feature. However, regardless several tests with various

Fifth is the tele/videoconferencing software using simultaneous translation. Our team
found the last group most promising and interesting because it would allow the synchro-
nous communications with a wide variety of languages which would be not possible or
very hard to arrange using human interpreters. We took a closer look into three provid-
ers and contacted them to get free demos. Only one replied, but the software would have
required setting up a server and a website which was not possible in the setting of a class

ten days,
therefore we resorted to Skype.

Below is a list of some of the software we've investigated and a summary of their main
features. Since most of them require an enrolment, we did not have the chance to test
them all.

Tywi is a software that enables videoconferencing instant translation. The technology that
offers this software can be use one company's webpages or directly on Tywi's website.
They provide chat translation feature and videoconference translation for 78 languages,
and the software can even translate different accents (ex: English from Australia to Eng-
lish from the USA). The Tywi technology is the most complete we have found, but we
didn't succeed to get a free trial. However, their software uses Skype translator, which is
included in the free Skype app. (Tywi)

Systran is a solution that translates texts and webpages. It also includes different collab-
oration tools as invitations, task management, monitoring dashboard and crowdsourcing.
Some versions of Systran are free to use, and some are more adapted to business environ-
ment. The technology of Systran doesn't correspond exactly to our needs for this work,
but they can be an interesting complementary tool for virtual teams with different native
languages. (Systran)

WeChat is an app developed by Tencent. It is mostly used in Asia, and more specifically
in China. One of the feature that the app offers is the translating chat. When receiving a
chat message, the user has the possibility to translate the message in his preferred lan-
guage. The app may not be the most used in a professional environment, since it mostly
operates on smartphones, but the chat translating feature can be interesting for informal
chat. (WeChat)

Babylon is a software similar to Systran. It offers a text translation and a document trans-
lation features, and a dictionary between the languages selected. It is free to use, so we
might use the text translation feature to chat with interviewees. (Babylon)
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Finally, to conduct the interviews, we chose to use Skype, since the software offers both
chat and videoconference translation. Also, Skype is a software with a lot of users, so
installing the software was not an obstacle for the interviewees, since most of them al-
ready had it on their computer. Learning how to use Skype transl  was realatively
simple,as all of the team members were familiar with Skype itself. The adaptation went
easily.

Designing the experiment

Going back to the setting of the virtual team building, our team members revisited their
experiences in getting to know new people, what would be the initial steps and how they
would be executed. We decided on a three-step experiment.

First, using third party introduction to establish the time of the interview (profiting from
existing weak ties and increasing trust by being introduced by someone both parties know,
a technique that e.g. LinkedIn is simulating). Secondly, we wanted to know something

l background, what they like in their current work, and

the standard questions was allowed. For example, if the interviewee wanted to know the
same things about the interviewer. The experiment was concluded with questions about
how the interviewee felt about the situation, translation robot, etc. We also solicited for
use cases for machine translation from the person interviewed. Often additional small talk
about the business, common interests, and use cases of machine translation occurred be-
fore the chat was concluded.

Originally, we wanted to conduct the research with voice translation using commercial
software (Tywi Skype voice translator. However, re-
gardless the options available within the user interface that indicate a choice of 13 lan-
guages voice translated, we did not get options feasible to us working. We tested combi-
nations of English and French as well as English and Italian in three different occasions.
There is literary evidence that someone has used it. Both Dillow (2014) and Pavlus (2015)
discuss their experience in using Skype voice translation between English and Spanish
speakers with more or less success. They both also refer to widening the choice of lan-
guages. Our experiment, however, proved that the choice may be limited to users in cer-
tain locations or limited by somem other criteria (Dillow, 2014).

Ultimately, we chose  because voice translation did not func-
tion. We also wanted to try languages other than the most commonly spoken for which
there is no voice translation support (e.g. Finnish, Malay, Turkish, Polish), but only text
translation.
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Testing questions and the software

In order to conduct the interview as smoothly as possible, we designed our study in such
a way that questions would be easily translated by the software. The original set of ques-
tions were written in English. These questions were then translated to Finnish and French
by the team members.

We tested the Finnish translation of the questions to ensure that they would be understood
by the robot. These tests were specifically required with Finnish, since the software is not
as developed for this specific language. When asking questions in French or in English,
the testing was not required, since these are more widely used languages, and the software
had more knowledge about them.

Also, before contacting the interviewees, we tested the settings of Skype, and especially
how to launch the translator. We've learned how to set the languages for the different
users.

Conducting the interviews

As mentioned previously, the experiment was divided into three sections. The first one
was to contact the interviewee. As we wanted to analyse the trust building element of the
relationship, the interviewee was acquainted by another member of our team who was

know the person ahead of time. The next contact was then used to set up the chat and the
translator.

The second part of the interviews was about getting to know the interviewee. All inter-
viewers used the standards set of questions (attachments) asking about background, pro-
fessional experiences and preferences, personal hobbies, etc. Those questions and an-
swers represented the main part of the interview and were asked with the translator.

Finally, we ended the interviews with feedback questions, asking about how the experi-
ence was for the interviewee. There were some questions related to their knowledge about
instant translation software, and how this software is helping them when they have to
work with a multicultural team.

The interviews were conducted by two members of the team. The other was conducting
the interview on Skype, while the other one was observing the conversation. We chose to
use this method in order to see every detail that might have otherwise been missed by the
interviewer, such as the time it takes to answer, the reactions of the interviewer, etc.

Initially, we also wanted to do a quantitative analysis about the duration of interviews in
order to learn if the length of the conversation was affected by different factors like the
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languages used or the trust building relationship being build. We had to abandon this
because the current version of Skype does not allow saving the text.



136

RESULTS

We conducted eight interviews in one to one chats by Skype instant messaging with both
participants using different languages. In most cases, the participants had a common lan-
guage, which the other interviewer was using. However, there were also some chats where
the languages used were uncommon and the communication was relying solely on the
real time translations. All together 10 languages were used with various combinations
(see Table 1 below). Based on these interviews listed some pros and cons related to using
machine translation as an enabler or aid of real time synchronous text-based communica-
tion. As a result, we put together a checklist of what to consider when using machine
translation and suggest some practical use cases.

Table 1. Completed Interviews and the languages used

native language gender, education interviewer language of inter-
viewer

Polish Male, PhD Engineering Markus English
Malay Male, MSc. (Econ.) Maija English
Turkish Male, PhD Engineering Maija Finnish/ English
Hindi Male, BBA Maija & Florence Finnish/ English
Italian Male, PhD Engineering Florence & Timo French
French (CAN) Male, MSc Engineering Maija & Timo Finnish
Korean Female, Studying Electronic

Engineering
Florence French

German Male, Studying Mechanical
Engineering

Timo & Florence English

Advantages and disadvantages of machine translation

In general, we found that the translator carried out the task well although the performance
depended heavily on the languages used. For example, Finnish seemed to be difficult for
the translator whereas Germanic languages like English, French and Italian translated
nicely (see. Picture 1). Although the translations for French and Italian were very good,
it needs to be pointed out that the style of language translated varies particularly in the
tone in which the sentences were formed. The politeness of the messages varies sentence
to sentence. In all cases, the translation was good enough to transfer the message as it
was. In case of errors, the faulty mistranslations could be easily pointed out and ignored,
as the context explained the message. There were no occurrences where the translation
would have changed the original message in a misleading way.
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In the conversations with both participants using a language uncommon to the other, it
goes without saying that the robot translator was the prerequisite for the fluent chat con-
versation as the alternative would have been to go back and forth with some other trans-
lator manually.

In the conversations where one (or both) of the languages used was a common language
between the participants, the translation was perceived even a bit irritating for the partic-
ipant using his native language.This was the case using English and French as well as
French and Italian.

In general, when English language was used in the midst of less common languages, such
as Finnish and Turkish, the robot was able to translate it without confusions; although,
Picture 1 gives an example of an opposite case.  Sometimes even when there were only
isolated words if English within a sentence.

Picture 1. Skype challenged in translating English in the midst of Finnish  Turkish
conversation

In some cases, the delay in executing the traslation slowed down the conversation. Having
said that, in those cases it was noticed that the translator was found helpful when chatting
about a topic involving special vocabulary. Usually even a fluent user of a foreign lan-
guage has some gaps in, for example, professional vocabulary. In these cases, the pres-
ence of machine translation was found useful although it was otherwise ignored during
most of the conversation. Machine translation was perceived to encourage especially an
interviewee
difficulty of forming sentences was removed.
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Picture 2.  Skype having problems in translating the word "res-
taurant" from French to Finnish

In some occasions, ordinary words were not translated correctly, as in Picture 2 the

resolved, and

Picture 3. Confusion with Café. Skype translator not being able to translate some Finn-
ish sentences to French

There were other cases where the rewording worked succesfully (Picture 4.) This prob-
lem was solved during the testing the interview questions. However, if and when there
are problems during the discussions, and as in our case, in the answers as the situation
in Pictures 2 and 3 illustrate, there may not be time or chance to try out many variations.
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Picture 4. Skype translator not being able to translate some Finnish sentences to
French

The situation above (picture 4) was resolved by modifying questions into more colloquial
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PRACTICAL SUGGESTIONS

As stated in the present report, languages barriers can be hard to overcome, even with the
help of technologies. After researching and experimenting about the machine translation,
we highlighted some practical suggestions in order to use these software in a more effi-
cient way. As a conclusion, are presented below a checklist of elements that must be taken
care of while using machine translation, and a list of cases where the use of machine
translation is the most relevant.

Checklist for the use of machine translation

Test the different questions in the languages used. Some languages have a better
translation than others.
Change the settings of the software before the meeting, for example the languages,
so you won't lose meeting time for this.
Chose the software wisely, depending on your needs. For example, make sure the
software you want to use supports the number of participants required.
Make sure the machine translation is really needed. It can be annoying and dis-
tracting to use a translator when all the participants have a common language.
Make sure everybody participating in the meeting has the right tools to communi-
cate in their chosen language (I.e keyboard).
Make sure the Internet network you are using is fast enough to support the con-
versation with the translator. The delays due to bad network and the robot can be
annoying.
Warn the other participants that the translation might not always be perfect, so
nobody will get offended if the choice of word is not correct. (I.e. Polite form
might not be translated, etc.).
Make sure the software you use has the good translations for technical words you
want to use. For example, if talking about an IT problem, make sure the IT terms
are translated correctly. Mistranslations can be confusing.

Suggested use cases of machine translation

We found some use cases when machine translation would be worth considering as a
supporting system or an enabler of communicati

cabulary, like for example IT problems, machine translation can help with keeping on
track and understanding. For example, Calefato et al (2011) have experimented the use
of MT in requirements meeting.
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In discussions where a limited set of professional jargon is used, the MT can be particu-
larly useful. When the scope of the language used is focused, and the specialized temi-
nology clearly defined, the possibility for error is smaller than in a free form discussion.

In a conversation between members with unequal language skills the use of machine
translation increases equality and encourages everyone to take part in the conversation by
lowering the barrier of expressing their feelings.I

There might be a case where the top experts or otherwise suitable persons for a virtual
team have poor language skills thus not qualifying as members. In this kind of situation,
machine translation increases the potential group of people thus increasing the chance of
creating the best team.

It has to be noted that our team used little time and free software to conduct this experi-
ment; therefore, many of the disadvantages found would be solved using business soft-
ware and applications.
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ATTACHMENTS

Questions used in the interviews

Getting to know each other:
Basic questions:
How old are you?
What is your native language?
What other languages do you speak?
What did you study/are you studying?
Professional questions:
What is the company you are working for?
What industry are you in?
What is your job title?
What do you actually do at the moment?
Work history:
How long have you been working with this company?
What are your professional interests?
What kind of things do you like to work on?
What are the best things about your job at the moment?
What would be a good reward for you from a job well done?
What would you like to change in your work / company?
Personal interests:
What are your hobbies?

Feedback questions:
How did the translation work out?
Were the sentences understandable?
Was the structure of sentences correct?
How often do you use machine translation in business or private communication?
How did it affect your communication compared to when you have to use your second
language?

Letter sent to participants before the interview

Dear John Doe,

Thank you for agreeing to participate in our study. Please, find below some general in-
formation about the interview and the course, Global Information Systems Management.

We estimate the interview to take about 30 min/person. If possible, we would like to
record the interviews.
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The topic

Our goal is to study how some of the available mobile applications can enable information
sharing in virtual teams. As one of the major issues for successful knowledge sharing
relate to communication and language barriers, we would like to experiment and get your
feedback on how the language barrier between two people using their native language
could be overcome by communicating online with automatic translation.

Interview

nterviewer will set up the trans-
lation facility. You will first see the questions appear in Finnish (English) or French be-
fore Skype translates them to your mother tongue. You should ensure that you have ordi-
nary Skype installed on your computer and your language is set to your mother tongue
(not English or French).

conversation via Skype and try out how the applications enables people with no common
language to communicate and share knowledge. We will both use our own native lan-
guages (The interviewer may have to use English (instead of Finnish) due to some short-

to know each o
with automatic translation worked out and how you experienced communicating with
machine translation.

Results and reporting

We will analyze the answers from all the participants and draw conclusions based on the
material collected from the interviews. Should you be interested, we are happy to send
you a copy of the report by the end of March 2018.

Access to the interviews will be only for the four of us in the working group: BFA, MA
Maija Ekosaari, Msc(econ.) Markus Hänninen, BSc Timo Heikkilä and BSc Florence
Boutin. The report will be public, but the persons interviewd will not be identified.

Thanking you for your time and cooperation,

Best regards,

Florence Boutin, Maija Ekosaari, Timo Heikkilä, Markus Hänninen

+358 40 7612768 (Maija)
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How to set Skype translator

To set Skype translator, we have to create a new conversation with the interviewee and
the translator. To do so, we have to click on the interviewee's Skype account, and then
press "Start the translator" button as shown on Picture 5. (On the picture, since the Skype
account is in French, to start the translator, we should press the "Démarrer le traducteur"
button.)

Picture 5. Setting the Skype translator

Once the new conversation with the translator is start, different menus will appear so the
users can chose their language and settings. The following pictures illustrate the lan-
guage changing setting from English to Finnish.
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Augmented reality is a rather new technology and it can be used to support operative
working in many ways. The study gives different present-day use cases about AR in op-
erative working and an insight about how adaptable the technology is. AR makes new
working methods possible and has a lot of benefits to organization, but it still has many
different type of challenges that needs to be overcome. AR will change the future of
working much and affects to many things. AR is still a pretty rare technology and it has
not so many use cases that create value to company, but all the time new use cases are
born and using AR gets more common.

Motivation for the research was to understand the actual state of AR in operative work
which can be blurry due to the hype around AR and digitalization in overall. The research
material for the study is gathered from different scientific research where only a few were
concentrated to the operative work,
to give an overall picture about what is the stage of AR in operative working field.
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INTRODUCTION

AR Introduction

Augmented reality (AR) is a direct or indirect live view of a physical, real-world envi-
ronment whose elements are "augmented" by computer-generated perceptual infor-
mation, ideally across multiple sensory modalities, including visual, auditory, haptic, so-
matosensory, and olfactory. (Schuettel 2017) The overlaid sensory information can be
constructive (i.e. additive to the natural environment) or destructive (i.e. masking of the
natural environment) and is spatial registered with the physical world such that it is per-
ceived as an immersive aspect of the real environment. (Rosenberg 1992) In this way,

-world environment, whereas
virtual reality replaces the real world environment with a simulated one. (Steuer, Jonathan
2016) Augmented Reality is related to two largely synonymous terms: mixed reality and
computer-mediated reality.

AR technology provides humans with a message that in general differs from what human
beings can perceive. It is the result of digital science and technology simulation (such as
visual information, sound information, taste information, tactile information, etc.) which
is extremely hard to be experienced in a certain time and space in the real world Digital
CG model, etc.) and then superimposed to the real world is perceived by human senses,
so as to achieve beyond the reality of a sensory experience. What humankind finally per-
ceives is a situational environment that includes the virtual world and the real world. The
user uses a display device to integrate the real environment with the virtual object and
experience a new environment with real sensory effect, which has the new features of
combining the virtual reality and the real-time interaction.

Nowadays, smartphones have been applied AR technology on a large scale. Compared
with smartphones, AR uses the mobile phone's GPS, and field of view (compass) and
mobile phone orientation (direction sensor / gyroscope) Mobile AR screen display envi-
ronment for users, the focus of its realization is the projection matrix access. Of course,
in actual development, in fact, android system is better to use the AR, you can directly
access the projection matrix through the interface, and then convert the coordinates into
the corresponding coordinate on it. Mobile augmented reality system should track the
position and attitude of the mobile phone in real scene in real time and calculate the co-
ordinates of the virtual object in the camera according to the information so as to achieve
the accurate matching of the virtual object picture and the real scene picture. Therefore,
the performance of the registration is the key of AR. AR technology is a kind of high-
intensity, infinite and creative supplement and enhancement of practical information tech-
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nology to the real world, instead of using completely complete virtual technology to cre-
ate a completely virtual world instead of reality world. So in the user's opinion, the virtual
world and the real world eventually in the same space has been combined.

The value and benefits of AR

The primary value of Augmented reality is that it brings components of the digital world
into a person's perception of the real world and does so not as a simple display of data,
but through the integration of immersive sensations that are perceived as natural parts of
an environment. The first functional AR systems that provided immersive mixed reality
experiences for users were invented in the early 1990s, starting with the Virtual Fixtures
system developed at the U.S. Air Force's Armstrong Labs in 1992. (Rosenberg 1992;
Dupzyk 2016) The first commercial augmented reality experiences were used largely in
the entertainment and gaming businesses, but now other industries are also getting inter-
ested about AR's possibilities for example in knowledge sharing, educating, managing
the information flood and organizing distant meetings. Augmented reality is also trans-
forming the world of education, where content may be accessed by scanning or viewing
an image with a mobile device. Another example is an AR helmet for construction work-
ers which display information about the construction sites.

Augmented reality is used to enhance the natural environments or situations and offer
perceptually enriched experiences. With the help of advanced AR technologies (e.g. add-
ing computer vision and object recognition), the information about the surrounding real
world of the user becomes interactive and digitally manipulable. Information about the
environment and its objects is overlaid on the real world. This information can be virtual
(Maxwell 2009; Chatzopoulos, 2017) or real, e.g. seeing other real sensed or measured
information such as electromagnetic radio waves overlaid in exact alignment with where
they actually are in space. (Mann 2015) Augmented reality also has a lot of potential in
gathering and sharing tacit knowledge. Augmentation techniques are typically performed
in real time and in semantic context with environmental elements. Immersive perceptual
information is sometimes combined with supplemental information like scores over a live
video feed of a sporting event. This combines the benefits of augmented reality technol-
ogy and heads up display technology (HUD).

Augmented reality has been explored for many applications. Since the 1970s and early
1980s, Steve Mann has developed technologies meant for everyday use i.e. "horizontal"
across all applications rather than a specific "vertical" market.
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AUGMENTED REALITY IN OPERATIVE WORK

We have gathered some basic information about augmented reality and explained the
technology shortly. Then presented few possible use cases of AR based solutions. Use
cases were decided based on our own experiences in possible AR use cases in industrial
field. We also gathered lots of information from the books and websites about the com-
panies who already use AR to back our use cases. It was surprisingly easy to find more
information about those use cases, because there is lots of new concepts for using AR in
work environment. However, AR is not too common yet and that is why we searched
information about challenges that prevent AR to spread rapidly to every work environ-
ment. There were also some references that we used. At last we wanted to give reader
some potential future examples and possibilities and what new this technology can offer.

The purpose of this study is to give fast explanation about AR and what you can do now
with it, how it might help your business and how it will bring working to the next level
in the future. All the people who are working in operative working field should read this
study and think about how to use AR to make their work more interesting, efficient and
safer.

Global communication

Global communication with AR-solution helps users to share knowledge with each other.
A typical use case would be a very complex machine that needs maintenance work. It
might be for example a powerful industrial air compressor and there are only few com-
panies in the Finland which have the acquirements to maintain it. The mechanics of these
companies have very crowded schedules and it may take days for them to have time to
come and fix the machine. AR-solutions can help this problem when the maintenance
company can send any mechanic to fix the machine when a more experienced mechanic
or engineer can just guides them through internet. The guiding expert sees everything that
the fixing mechanic sees and then he can pass his knowledge and the normal mechanic
can fix it.
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An expert can help many mechanics in different locations at the same time. The machine
that needs fixing can be manufactured for example in Germany and then the German
mechanic can guide an Asian mechanic how to fix their own machine from Germany.
That is how corporations can offer cheap maintenance services to their customers and
customers can save from their maintenance costs.

Automated assistance

Automated assistance provides the user automatically generated AR-solutions for guid-
ance during operations. In operative work, these solutions may vary from step-to-step
instructions to pointing out specific detail in production environment. The benefits of the
automated assistance are related to faster and more accurate operation execution while
increasing safety by giving the operator the possibility to not take their hands or eyes of
the job. Automated assistance AR-solutions can be executed with different kinds of com-
binations of devices such as headwear, handhelds or projectors using integrated or exter-
nal camera for example, thermal camera.

Figure 5. Senior mechanic helping through the internet (Carrozzino 2017).
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The Boeing aircraft production includes complex wiring assemblies with multiple differ-
ent configurations. In the past years, operators used wiring binders full of wiring diagrams
to do their work. These were replaced with laptops, which helped the documentation but
did not include any improvements for the operator point of view as the main issue is
related to constant look-away interruptions as operators loop up directions and cross-
checked diagrams and schematics. (Upskill 2017)

The solution included head worn AR-glasses with a voice command possibility. The op-
erator is able to use short voice commands to get step-by-step instructions for certain
wiring schematics. Also, the operator can barcode specified materials with the head worn
device which provides help to identification and traceability. The solution removes the
look-away interruptions, but also increases accuracy and productivity. As a result, Boeing
states that the production times decreased by 25% and error rates reduced effectively to
zero. (Upskill 2017)

Figure 2. Automated wiring assistance (Upskill 2017).
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DHL - as one of the world leader logistics companies - piloted AR technology in the
picking operation. In the old process the operators were using paper picking lists, barcode
scanners and pens to mark down the picked items. DHL introduced AR-solution with
head worn device including barcode reader application. In the pilot process, the user is
guided through the most optimal route identifying the picked materials. The operator is
also shown where the picked items should be located in the trolley and is capable of bar-
coding items without a barcode scanner. (DHL 2015)

-
look-away interruptions. According to the pilot picking with AR-solution improved pick-
ing operation by 25% creating error free results. Based on this pilot DHL is keen to in-
clude AR technology in other supply chain areas. (DHL 2015)

Training

Training encompasses teaching new staff how to work in the organization as well as giv-
ing old staff updates on their knowledge. In both cases time and human resources need to
be diverted into the training sessions. Using AR in training can help by reducing both
time and money spent in training (Thinkmobile 2018). Other upsides of AR in training
include increasing the quality of work by giving users access to all the relevant infor-
mation they need (Thinkmobile 2018).

Figure 3. AR Picking operation including trolley information
(DHL 2015).
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 AR application that helps in the
employee training process. With the application users can access below the dashboard
using screens instead of having to remove the dashboard, as can be seen in the figure 4.

Also, with training programs errors that can happen because of mistakes by not following
procedures, not understanding something clearly or because they lack training. Good ex-
ample use cases are in training of preventive and corrective maintenance. In preventive
maintenance, AR can help by identifying the problems that need to be addressed, giving
new employees more resources to tap into and help solving the problem. In corrective
maintenance, training can help by giving step-by-step instructions for the user to follow.
(Simón et al. 2014) This means that the user can go to work earlier than in regular training
since the AR training can be used to help complete tasks.

Quality assurance

Quality assurance can be for example examining made products to make sure they are up
to the standards agreed with the customer. These standards could be structural calcula-
tions that are critical to the building and maintaining of the structure or outside qualities
such as size or appearance. Quality assurance is important since bad quality of products
can lead to returns of the product or even casualties if the products break down. Monetary
losses can be cut down with doing products of good quality.

AR can help in different ways. For example, AR can be used to help in manual inspec-
tions. The cameras can give visual cues to the user of the AR technology. By connecting
the headset to the cloud, the user can get feedback about the qualities that the inspected

Figure 4. Re'flect and Jaguar's collaboration for an AR training ap-
plication (Thinkmobile 2018).
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items have. It can give real time information of whether the size is correct or if it is miss-
ing a part. In the figure 5, the user gets this kind of feedback and can act on that feedback.
(Wright 2017)

Another example is the pilot program of SlashGear with the cooperation with Porsche.

By taking pictures of the parts under inspection, inspectors can compare them to the sup-

The company Airbus has also its own AR application. They are using a mixed reality
application (MiRA) in their assembly line. The application allows users to access a data-
base with full 3D models of aircrafts. This way digital mock-ups can be integrated into

dustrial processes, it has reduced the time of inspections from 3 weeks to just 3 days.
(Wright 2017)

Figure 5. CAQ AG AR application for manual inspection (Wright
2017).
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BENEFITS AND CHALLENGES OF AR IN OPERA-
TIVE WORK

As uses cases have shown, the benefits of AR technology-based solutions in operative
work are: increased productivity, quality and decreased operational working times while
enhancing knowledge transfer and communication between globally distributed teams.
Implementing a new technology to the organizations operations is never a simple task
creating different kind of challenges, especially in operative and shop floor work. From
our perspective the education and background of the operative workers compared to of-
fice staff causes different kind of challenges which are related more to social barriers than
technology. While discussing about the challenges we have divided them into three main
categories: technology, social and organizational challenges.

Benefits

Use cases promotes increased productivity, quality and decreased operational working
times as benefits of AR based technology in operational work. The benefits are quite
broad and are combined from more detailed level benefits. Based on uses cases and com-
mon understanding operational working is required to be done with using both hands so
the devices should be head worn or projected. This is covered well with AR devices which
are many time head worn. Another benefit from the operational execution point of view
is that with AR head worn device operator is able to continuously keep working without
any distractions such as instructions checks from the papers or PC as the instructions are
shown via the AR device.

Communicational benefits are related to level of communication itself but also to training
and knowledge sharing. AR solutions are enabling remote training and knowledge sharing
between persons or parties on a global level. As the AR solution allow remote control and
augment objects for the end user it is great tool to assist and training.

When combining these more accurate level benefits it leads to comprehensive benefits
such as earlier mentioned increased productivity, quality and decreased operational work-
ing times. Based on these accurate and broad benefit it can be shown that the basic bene-
fits of AR in operative work are mainly for easing operative tasks by providing assist and
creating better working conditions.

Technology challenges

In operative work AR solutions can be used through head worn, hand-held or projective
devices. Uses cases were promoting head worn devices based on the possibility for
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- r example Google glasses are considered
expensive investment and unpleasant to wear. Technology does not yet provide smaller

like a helmet.

Requirements of a hand-held devices can be fulfilled with a standard smartphone or tablet

devices are familiar for the users. However, in many operative work cases hand-held de-
vices are considered to be too clumsy forcing the user stop working while targeting the
device leading to increasing operative working times.

Social challenges

As mentioned in previous chapter the technology does not yet provide very user-friendly
devices. This combined with new technology in operative work can cause change re-
sistance among the operatives especially in more traditional industrial fields. Change re-
sistance is also considered to be stronger among older operatives, since the younger gen-
eration is more used to the proximity of technology.

A more common concern of using AR technology is digital fatigue. Since we are already
surrounded by smart devices in our everyday, adding AR technology to work environ-
ment lives it is considered to be harmful to the society. (Becker 2016) Even though this
concern is rather common we still think it should be at least worth of noticing.

AR solutions are considered to be great for guidance and training purposes as the
knowledge can be transferred during operation execution by using voice and video in-
cluding augmented reality. The operator does not need to wait for the instructions but can
communicate in real time with an expert. This creates an interesting question, is it a good
way for knowledge transfer in global environment or does the operatives become depend-
ent on the technology? If the operatives can be guided through the process, is the organi-
zation able to reduce amount of training creating dependency for the technology? From
our point of view this could be the case in low cost countries.

 Organizational challenges

Organizational challenges related to operative work includes legal, safety and adminis-
trative challenges. Organizational challenges in this topic are considered as challenges
which are not directly focused to the operative itself, but challenges which the organiza-
tion is facing while including AR technology to the operative work.

As AR devices includes cameras and possible microphones the recording or surveillance
may cause legal issues for the organization. During e
monitored and perhaps recorded. Operative should be monitored only during operation
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execution, but recording might also accidently include non-operational material. For ex-
ample, video could include material from other production lines or voice material which
is not related to the execution.

An AR based solution can be as simple as a sensible or visible indicator augmented to the
operative device. While improving AR solutions in operative work the organization is
forced to invest in more intelligence applications and solutions. As mentioned earlier,
automatically assisting solutions need to include 3D modeled product structure, wiring
information or optimal route guidance. Organizations are forced to create or purchase and
maintain these which might create new knowledge requirements for it. As discussed,
product  3D model it might not wanted to be shared outside of the organization as these
requirements need to be fulfilled and stored inside it but integrated with the sourced ap-
plication.

In operative environment processed are highly optimized by for example lean methods or
time studies. It might be hard for the organizations to find use cases for AR solutions in
the processes without impairing it. This challenge is also dependent of the demographical
location since globalization has moved primary and mass production to the low cost coun-
tries where the AR based technology might not be considered necessary.
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FUTURE OF AR IN INDUSTRIES

The future of AR will most likely be that the use cases what we wrote in chapter two
would become more common. They will become a part of our everyday work just like the
internet did. But AR will also have new revolutionary applications that will enter our
work life.

Ashish Toshniwal the CEO of Y Media Labs predicts that gamification will permeate to
workplaces. With gamification shift can become interactive and an employee can get
achievements when he does his work well. AR gives an opportunity for the company to
boost employee motivation and morale with these solutions. The company can even give
gift cards or paid time off when the employee reaches a specific sales goals or customer
service targets, all packaged in an interactive AR world. (Toshniwal 2017)

Toshniwal also writes about how AR can increase workplace safety. A company called
DAQRI has created the Smart Helmet, which collects data and alerts workers of unseen
dangers in their environment. The helmet can collect environmental data to spot abnormal
activities such as breakdowns or leaks in advance. It may also boost workers motivation
when they can use modern technology that lets them do things they could not have ever
done before. (Toshniwal 2017)

Apple released its ARKit in June of 2017. It is a toolkit for developers to create AR ap-
plications that can be integrated with Apples own devices and apps like Siri. They did AR
hackathon where a smart-home integrated HoloLens with gesture control was developed.
This points to one of the most interesting future key trends of AR and it is integration
with Artificial Intelligence. Artificial Intelligence is going to be a huge thing all alone,
but with integration of AR it will make things possible that we haven't even thought about.
In the future it might be that AI writes maintenance instructions to machines and helps
mechanics via AR to fix them. There is no need for senior mechanics anymore when AI
can produce all the knowledge needed. (Gross 2018)

One future thing of AR that is not so hyped and does not sound so media sexy is the outfit
of AR hardware. Now AR glasses are expensive and clumsy, but in the future, they will
become lighter, cheaper, handier and better looking. This may not sound like an important
thing, but it will make using them more comfortable and this will lead to more people
buying them. They could look like normal eyeglasses and other people would not know
they are super complex AR glasses. (Gross 2018)
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CONCLUSION

ularity in operative work, because the lack of efficient use cases and other difficulties to
overcome. However, these challenges are constantly being solved and AR will become
more efficient, useful, cheap and common.

Companies have already started to implement AR into their operations. Even though
some challenges still remain, time and constant development are solving them. In case of
technological challenges, development will make devices smaller and less clumsy so that
they are more useful. Since this is one cause for the social problems, a step towards more
technologically-oriented use will be taken. Also, when older generations retire and
younger generations that are used to technology take over, there might not be such strong
barriers against these technological changes.

Organizational challenges will still remain: legal problems from the cameras and micro-
phones will have to be addressed by the organization. Security and risks should also be
measures accordingly before starting to implement an AR system. With good planning
and risk analyzing these problems can be mitigated and AR can be implemented in a
relevant way if the organization find an AR application necessary.

The time when AR is used to support operative working tasks in all the workplaces might
come sooner than people think and that is why it is important to know what it is all about.
If you start to find out what it is when competitors use the technology every day, then it
is already too late. That is why it is recommended to really think about the possibilities it
can make and be in the front line in taking advantage of this technology.
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INTRODUCTION

Dynamic business environments
In the middle of intense competition and new technologies customers are accustomed to

fo
(Salesforce 2017). Global information systems have helped companies to reshape them-
selves from product centric to customer centric thinking (Liang et al. 2006) and for a
while, processes inside and outside of companies are designed to take advantage of pos-
sibilities enabled by global information systems. IT and global information systems have
greatly improved efficiency and created new business models and destroyed some old
ones (Moreno 2017). This business model reinvention seems to be very true whenever
new disruptive technologies are introduced.

Hence, companies seem to face a problematic question  new technologies are introduced;
thus, new possibilities are offered but also risks come in to play. Which technology is
disruptive enough to justify investments and the work that goes into changing existing
business and its processes to take the best out of this technology? We believe that the
technology discussed in this paper is a technology for many companies worth to look at
and investigate. 3D printing (3DP) (or sometimes called additive manufacturing) is actu-
ally quite mature technology which have been field tested in many applications. In last
decades the technology itself has seen a significant evolution and its uses cases have im-
proved. This is understandable as 3DP relies heavily nowadays on advanced information

ness environments and for this course assignment.

This paper is designed to answer the following research questions:

How 3DP impacts and shapes business models and why 3DP oriented business
models might be beneficial?

Benefits related to research and development?
Business impacts and 3DP evolution?
Possible challenges and business models?

Thus, this assignment approaches 3D printing from a business viewpoint with impact
analysis focus in mind. In chapter 2 3DP technology is briefly introduced and rest of the
chapter is focused on various 3DP benefits especially research and development activity

tion and its stages and their business implications.  Chapter 4 continues with specific
challenges related to adoption of 3DP capabilities and 3DP orientated business models
which chapter 4 also discusses. Based on above, conclusions are drawn at the end.
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ADDITIVE MANUFACTURING & 3D PRINTING
TECHNOLOGY

This chapter introduces additive manufacturing in product research and development con-
text. 3D printing and its benefits to companies is discussed and some details about emerg-
ing phenomenon, Fab Lab Network, is addressed.

Product Development & Additive Manufacturing Technology

3D printing (3DP) technology, also called as additive manufacturing (AM) is defined as

layer, as opposed to subtractive manufacturing methodologies (Despeisse et al. 2017).
Additive manufacturing is characterized by extensive dependence on information com-
munication systems (ICT). Product ideas and designs must be converted into digital in-

printer then follows and transforms these instructions to a physical product (Thompson et
al. 2016). As 3D printing is conceptually rather distinct manufacturing concept compared
to more traditional manufacturing (Thompson et al. 2016), it offers new possibilities and
causes companies to rethink the way product design and development phases are seen and
executed. Thanks to global information systems, additive manufacturing and design for
additive manufacturing (DfMA) (Thompson et al. 2016) coupled with cloud-based design
(CBD) depicted in Figure 1 (Wu et al. 2015), may offer businesses who are ready to be
early adaptors of additive manufacturing and 3D printing technology, a clear competitive
advantage.

The upper design process and phases in Figure 1. show more traditional one-way design
process
with designers and eventually with manufacturing engineers. The latter process depicts a

Figure 6. Information channels increase (arrows) in CBD (Wu et al. 2015).
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set- per-
sonalized products. This is supported in cloud-based design by collaborative information
exchange between every participant in the design process. For example, design engineers
can connect with customers through social media to get instant and rich feedback (Wu et
al. 2015). It can be argued that cloud-based design is more iterative process, hence, the
possibility to reach favorable design solution is increased. To take full advantage of CBD
and for example to decrease time-to-market and time-to-profit (Thompson et al. 2016),
3D printing is a powerful solution for rapid prototyping  product evaluation can be en-
hanced from several weeks to just couple of days (Michalik et al. 2015).

General Business Benefits of Additive Manufacturing

Additive manufacturing has started to be adopted by many companies for various reasons
 one of those reasons is pressure set by business environments in many industries. These

include need for shorter product development cycles and lead times, cost pressures as
well as customers demand for more personalized and advanced products which should be
environmentally sustainable at the same time. (Thompson et al. 2016) According to Lind-
wall et al. (2017) numerous companies across industries have understood the value of
AM technologies and how these can enhance and change work related to product devel-
opment and its processes. This has generated a belief that AM can make product devel-
opment more efficient  it has been shown that if production volumes are low and prod-
ucts are geometrically complex, 3D printing decreases price for the final product. (Lind-
wall et al. 2017)

3DP helps companies by substantially freeing design of products and offering better start-
ing point for mass customization, co-creation and disruptive business models. Thanks to
digital workflow of 3D printing it takes advantage of possibilities offered by modern in-
formation systems and computer aided design software packages which helps to imple-
ment and share design changes easily. (Despeisse et al. 2017) Thomson et al. (2016) con-
cludes that this digital nature and freeform geometry of 3D printing makes it possible to
manufacture products with limitless level of customization  for example products can be

-customized products can be man-
ufactured with unlimited variants. In general, additive manufacturing enables companies
to improve performance of products by incorporating more complex internal features to
products, thus, increasing functionality (Thompson et al. 2016).

For example, according to Deloitte (Michalik et al. 2015), Turbine Technologies (manu-
facturer of educational laboratory equipment located in USA) was able to change multi-
tool manufacturing process to process which used only additive manufacturing and 3D
printing. This helped the company to print turbine wax mold patterns in 18 hours com-
pared to old process requiring whopping 170 hours. This resulted Turbine Technologies
to leapfrog competition.
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What comes to sustainability, 3DP holds also value proposition for our society to shift to
more sustainable future and circular economy (CE). In short, circular economy is a model
where waste is decreased as much as possible by increasing recycling and reusing mate-
rial which in the past was labeled as waste. This of course is achieved only if we rethink
how products are design and manufactured. 3DP can shorter supply chains and filaments

support for digital workflow and thus support for distributed design and manufacturing,
sustainability can be increased by sharing manufacturing resources among different com-
panies on shared innovation platforms. One of these examples are local and online fabri-
cation laboratories which have proven to be interesting alternatives for companies to ex-
plore new product ideas together for example with academic communities. (Despeisse et
al. 2017) That is why these fab labs and their possibilities are researched next more in
detail.

Fab Labs and 3DP  A Powerful Combination

So-called Fab Lab Network composed of approximately one thousand Fab Labs in more
than 78 countries aims to make knowledge and tools needed for technical innovations
more available for everyone from individuals to communities. These labs offer flexible
and in easy-to-approach manner various tools, even 3D printers. (Schmidt & Brinks 2017)
Fab Lab concept was born in 1990s at Massachusetts Institute of Technology (MIT) and
it was greatly influenced by Professor Neil Gershenfeld (Gordon, 2011). One of these
thousands of labs is located at Tampere University of Technology (TUT), called FabLab
TUT. According to TUT, it is a learning environment where one can learn digital manu-
facturing through trial and error and it is open for everyone and users only pay for the
materials. Available tools in FabLab TUT includes for example 3D printers a d 3D-scan-
ners. (Kivimäki, 2018)

One interesting effect of fab labs is their possibility to spark innovation and support early
stages of product development and iterations and this way support entrepreneurs. Fab-
spaces make resources and competences more available, thus, lowering market barriers
and this way accelerating establishment of individual businesses. (Mortara et al. 2018)
Mortara et al. (2018) found in their empirical research that fab-
ture was the fact how they accelerated learning especially in product development and
manufacturing stages. As a tool, 3D printing supports well learning in product develop-
ment phases by helping companies to use rapid prototyping even with complex products
and geometrical structures in an economically feasible way.
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3DP BUSINESS IMPLICATIONS

In this chapter, discussion on the four stages of 3DP adoption, namely rapid prototyping,
rapid tooling, direct manufacturing, and home fabrication, are presented, and their possi-
ble implications to business models are evaluated on the basis of relevant literature. Fur-
ther, discussion on different kinds of business implications is presented.

3DP adoption stages

Although 3DP is one of the hottest technologies today, it was actually introduced to pro-
duction purposes already in the early 1990s. At the time, 3DP technologies were used for
rapid prototyping which meant that rough models of objects could be printed from plastic.
This marked the first stage of 3DP adoption. (Rayna & Striukova 2016)

The second stage in 3DP adoption started in late 1990s and was referred as rapid tooling
(Rayna & Striukova 2016). The underlying idea was to use 3DP technologies to build
customised tools, especially moulds, more efficiently; 3DP technology allowed moulds
to be produced in a matter of hours rather than days or weeks, and for a fraction of the
cost; even with small volumes (Hiemenz 2013; Zonder & Sella 2013).

As 3DP technologies evolved and matured, the cost of printing gradually decreased and
by late 2000s it reached a notable threshold; costs were low enough to start printing actual
end products. This started the third stage of 3DP adoption, namely direct manufacturing,
wherein end products are manufactured entirely using digital and 3DP technologies.

prototypes, moulds, or tools for manufacturing processes, 3DP is the actual process.

The fourth and the most recent stage of 3DP adoption, home fabrication, implies that
consumers can buy their own 3D printers and use them to manufacture products and ob-
jects at home (Rayna & Striukova 2016). This is plausibly even more game-changing than
direct manufacturing for businesses, as it makes an end user a part of a production pro-
cess. Further, this evidently means that their value chains are going to change, thereby
urging new type of business models.

Rather than being mutually exclusive, the four stages should be seen as extensions for
one another. As illustrated by Rayna & Striukova (2016), the lower end of 3D printers
($1000-4000) today are mostly used for prototyping purposes and targeted at SMEs and
entrepreneurs. Brooks et al. (2014) also recognize prototyping as one of the most common
business models nowadays. Similarly, the turbine wax example presented in chapter 2.2
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is an illustration of rapid tooling being used even today. Thus, as 3DP adoption has pro-
gressed, new and more sophisticated ways of utilizing 3DP technologies may have been
found, but the former ones are still in use.

Implications on value propositions, delivery and capture

While the four stages can be seen as extensions in terms of use case sophistication, a
similar paradigm can be found in their level of disruptiveness. That is, rapid prototyping
and rapid tooling are more incremental by nature as they may not alter the production
process of a product per se, merely how the process is done (Rayna & Striukova 2016).
Direct manufacturing and home fabrication, on the other hand, are more disruptive as the
former (manual) production process can be entirely replaced with 3DP. Especially the
latter, as it can even alter the status quo of consumer-producer paradigm. This implies
that 3DP technologies have also various business implications.

sition as it allows more products to be released, and more quickly. Further, it may improve
value creation by enabling the acquisition of new core competences and lateral moves to
new markets; e.g. a mobile device producer can enter an accessory market. (Rayna &
Striukova 2016)

Similar to rapid prototyping, rapid tooling does not drastically alter the actual production
process of a product, but it might accelerate or otherwise improve the process and, thus,
it has its own implications on business models and perceived value (Rayna & Striukova
2016). Zonder & Sella (2013) illustrate this with an example; by using 3DP in producing
ice cream spoons, an organization was able to shorten their production lead time from six
weeks to seven hours and reduce costs by roughly 40 %. Thus, rapid tooling can evidently

Additionally, since rapid tooling allows smaller volumes to be produced economically,
an organization can target more segments within a market and thereby improve their value
delivery (Rayna & Striukova 2016). This has also been noted by Campbell et al. (2007)
who add that rapid tooling allows several versions of a same product to be produced in
parallel. This benefit further amplifies in direct manufacturing, as entire products can be
printed economically, despite the volume (Rayna & Striukova 2016). Anderson (2008)
states that this can change
tize the long-tail of product segments.

As mentioned before, direct manufacturing has the potential to disrupt production pro-
cesses and make manual production unnecessary. While doing so, it can also disrupt value
networks. That is, as stated by Rayna & Striukova (2016), widespread mass customisation
can easily lead to co-creation of products between producers and consumers. What fol-

 value network. This way,



172

the producer is likely to be able to provide superior value to customer, which translates
into an enhanced value proposition (Rayna & Striukova 2016). This naturally applies in
home fabrication as well, even more so, as the consumer takes on the production of a
product and manufactures his own designs. At the same time, however, the consumer

& Striukova 2016).

Another disruptive implication is the fact that in direct manufacturing and home fabrica-
tion every printer becomes virtually a distribution channel. Especially in the case of home
fabrication, where production can be crowdsourced, and the actual process is taking place

. Not only does this have significant implications on value delivery
and value capture, but it also underlines the fact that 3DP is, first and foremost, a global
matter.

According to Rayna & Striukova (2016), the new channels brought about by 3DP tech-
nologies and direct manufacturing can operate alongside existing ones, which improves

not be needed and thereby no costs are accrued. This, in turn, allows an organization to
capture more value from their operations.
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3DP BUSINESS MODELS

In this chapter, mobile business models that are brought about by 3DP are discussed.
Further, we take a more practical point of view and introduce the three currently domi-
nating business models in the 3DP market and how business can provide value by imple-
menting these models.

Business model mobility

3DP technologies enable companies to improve their value propositions and value deliv-
ery, as they can launch new and better products more quickly, serve new customers and
segments, and find new distribution channels. The potential for an organization using
3DP to make such strategic moves inevitably lead to a situation wherein other incumbents
need to be able to adjust their business models, and this is what Rayna & Striukova (2016)
refer as business model mobility (figure 2). They state that 3DP technologies allow an
organization to make lateral moves to new or existing markets  as illustrated by mobile
device producer in chapter 3.2  exit a curr

downstream, or to focus on solely manufacturing and shorten their business model.

Figure 7. Mobile 3DP business models (adapted from Rayna & Striukova 2016)

With these in mind, Rayna & Striukova (2016) conclude that
those companies who boldly and agilely invent new business models, test them in their
intended market, and adjust them accordingly. Those companies will be taking the idea
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of rapid prototyping to business model innovation and find themselves ahead of compe-
tition, and ultimately enjoying the benefits brought about by 3DP technologies.

Categorization of current 3DP business models

Practically all business models in the 3DP market right now can be sorted into at least
one of the three categories: product-oriented, result-oriented or use-oriented models.
Product-oriented business models are generated around the paradigm that products re-
quire attention and care. Product-oriented models have developed maintenance and refur-
bishment services for all sectors across industries and this market is mainly dominated by
industry leaders often servicing their own products. (Ford & Despeisse 2015) Product-
oriented business models have been seen as the logical choice for industry leaders to enter
the market as they already have an easy-to-enter market where they are a trusted service

 in.

Result-oriented models are targeting the market with a pay-per-use approach (Ford &
Despeisse 2015). Pay-per-use has historically been a service that has allowed consumers
to access high-priced tools and services, but this has now been adapted to open opportu-
nities in the commercial sector as well. For example, airliners are tapping into the pay-
per-use model for aircraft turbine maintenance that enhances component manufacturers
offering on a local level and without delay (Ford & Despeisse 2015). Outsourcing services
are another type of model that is capitalizing on the result-oriented approach. Outsourcing
allows customers to access AM without the high investment costs of capital. Both prod-
uct- and result-oriented models are business models that anticipate extending the lifecycle
of products and provide value through that path. (Ford & Despeisse 2015)

Finally, there is the third and most recent model that is formed during the emergence of
home fabrication, the fourth stage of 3DP adoption. Use-oriented business models are
exploiting existing 3DP-systems that are more and more widely available on a local level
(Ford & Despeisse 2015). Use-oriented business models are the embodiment of P2P-ser-
vices in the 3DP industry as companies with this business model have developed innova-
tive sharing, pooling and renting solutions. This has truly enabled even consumers to be
introduced to the opportunities of 3DP.

It makes sense that these models provide major opportunities and breakthroughs to many
industries and entrepreneurs. Never before have SMEs been this close to the end-user in
the market. The business models enable almost a DevOps-like approach for many com-
panies as middle-men have been removed from the equation and interaction with the cli-
ent is more immediate. For many companies this is a completely new situation and is
easily dominated by few. While there are significant benefits, there are also considerable
challenges for companies of all sizes. The industry continues to evolve rapidly and so do
the business models.
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BUSINESS CHALLENGES FOR 3DP

While highly promising, there are also challenges related to 3DP and its business models.
In particular, those challenges relate to business model development in 3DP market as
well as to triggering fierce competition. In this chapter, these issues, alongside recognized
opportunities and possible solutions and action points, are discussed.

Competition triggers and business model challenges

The current market status is quite binary; there are major industrial corporations both
entering and already in the market but there are also lots of SMEs with deep expertise of
3DP. This is an opportunity for larger companies to learn from their smaller competitors,
but it will likely trigger aggressive competition in the market as it significantly lowers
barriers to entry for smaller players too. For now, the challenge has been for these com-

while benefiting themselves and providing value to their customers. For example, Ford,
a company with extensive manufacturing experience and history, only started looking
into the opportunities of 3DP after 2010. They started partnerships with many entrepre-
neurs and smaller 3DP-shops, but it took more than six years for them to develop the ideal
network to truly be able to profit from 3DP while maximizing their efficiency. (Evans
2016)

Not only is it likely that many firms and individual entrepreneurs will start similar prod-
ucts (in which case the question is how many of such products  for instance smartphone
cases  can the market bear), but it might also be the case that successful products are
(lawfully or not) copied (Rayna & Striukova 2016). Manufacturing at home with 3D-
printers has become so easy and affordable that companies have and will start to experi-
ence the same challenges that the entertainment industry experienced with piracy when
internet speeds grew high enough. Moreover, highly specialized 3DP-companies  espe-
cially in the SME-sector  are not able to enforce their IP protection which will hinder
the development of model, know-how and information sharing in general. While it will
be important for copyright owners to increase the enforcement of their rights, increased
enforcement of licenses creates a tension between the growing 3D-printing community
aiming to encourage the free exchange of ideas and the copyright owners hoping to main-
tain the return on their creation and investment (Craig 2017). Craig (2017) suggest the
3DP-industry to learn from the music industry: the adaption of new licensing schemes
and streaming models have proven to be the most efficient way to combat this phenome-
non so far.
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Other challenges that the business models are facing are security, sustainability and scala-
bility. Soon, practically anyone can print whatever they want, be it a firearm or a key,
there are multiple ways for 3DP to produce potentially harmful or dangerous products.

restrict information sharing. For example, such authorities have in fact been introduced
to combat the piracy in P2P-
benchmark or adopt.  As for sustainability, 3DP offers three main benefits: improved
resource efficiency, extended product life and the reconfiguration value chains (Ford &
Despeisse 2015). However, 3DP has also introduced disadvantages in terms of sustaina-
bility. The consequences of  implementation on the industrial
system could lead to an alternative scenario in which less eco-efficient localized produc-
tion, customer demands for customized goods, and a higher rate of product obsolescence
combine to bring about increased resource consumption (Ford & Despeisse 2015). Fi-
nally, there is scalability  this challenge is particularly problematic in terms of scaling
up processes for new materials as well as the standardization of new materials. 3DP has
traditionally exploited a limited amount of materials. Expanding to new industries will
require new materials which are currently only developed by specialized SMEs (Ford &
Despeisse 2015). Large scale adoption and standardization of new materials still lags
which sets barriers for business opportunities in new markets. The business models to
overcome these challenges are still in development.

Resolving business model challenges

Business model innovation has stereotypically been difficult for larger companies with
an established position in the market and a conservative company culture imprinted in
their DNA. On the other side of the pit, start-ups have successfully introduced textbook
examples of innovation, especially when it comes to rewriting paradigms of how con-
sumers like to spend. However, smaller companies are not always able to credibly partic-
ipate in offering their solutions to a larger audience as scaling is a generic problem among
SMEs. This is where the strengths of larger companies lie. But innovation with business
models requires mentality for change. Many opportunities have been identified for part-
nerships between industry mammoths and 3DP specialized companies (Evans 2016;
Rayna & Striukova 2016). There are multiple synergies in partnerships, but success re-
quires experimentation  from both parties. Accepting this will translate to opportunities
to develop new and successful business models.

From a future research point of view, it would be useful to research the different kinds of
partnerships that companies of different sizes and backgrounds could form. If companies

recognized unforeseen downsides in corporate partnerships? Are there ways to improve
or even completely remove the recognized short-comings? We see this as an actionable
suggestion for a researcher interested in synergies in the 3DP markets.
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3DP is not standardized which ultimately leads to slower development of the market and
also produces many other challenges like IP protection, security and sustainability issues.

is received in the markets. All things considered, many of these risks could be mitigated
significantly with controlled industry standardization as well as industry regulation.

We recognize that it would be beneficial to investigate how industry reorganization has
been received in the markets, e.g. in the music industry and if some of that knowledge is
directly translatable into the 3DP market. However, there are still various differences be-
tween the two markets, one of which is that 3DP is still mainly controlled by B2B-com-

edents, we suggest it would make
sense to develop scenario for research purposes by interviewing relevant stakeholders in
the companies and in the consumer market. Not only is this an actionable suggestion for
researchers, but there is proven evidence of companies utilizing such scenario planning

example (Schwartz 1991). Scenario research offers a new viewpoint at a non-existent
market for fraction of the price of any other experiment methods.
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CONCLUSIONS

3DP is gaining ground and it has substantial effect on current business models and R&D
activities. Benefits for R&D are various, including enhanced product capabilities, easy
and economically feasible mass customization and decreasing the need for assembly op-
erations, thus, lowering cost of manufacturing. 3DP printing enables high degree digital
workflow enabled by global information systems and IT tools. Flexibility of 3DP is
demonstrated with fabrication labs all over the world which have brought high level in-

By using 3DP technologies, an organization can agilely try new business models and seek
for the best model-market fit. While doing so, an organization can realize improved value
propositions, find new distribution channels for value delivery, and reduce costs and im-
prove their value capture. At the same time, however, 3DP may alter the status quo of
consumer-producer paradigm; If a consumer can design and produce a product, what are
they going to pay for? (Rayna & Striukova 2010, 2016) This underlines the need for fur-
ther research to the matter.

We endorse Rayna & Striukova (2016) i
be those organizations who boldly look for new business opportunities and ways to de-
liver value to consumers, instead of just reacting to what is happening in their intended
market. While doing so they need
ness model innovating and try out different options for delivering and co-creating value.

The current business models in the 3DP market can be sorted into three categories, prod-
uct-oriented models, result-oriented models and use-oriented models. Product-orientation
is closely linked with larger companies that have focused their 3DP expertise to support
maintenance and refurbishment activities. Result-orientation is best characterized by pay-
per-use and outsourcing services, both of which are extensively capitalized on to expand
3DPs reach to consumer markets. Use-orientation is spearheaded by SMEs and focuses
on sharing, pooling and renting expensive 3DP-equipment to truly enable consumers and
entrepreneurs. One of the main challenges of business model development in 3DP indus-
try is the lack of partnerships and underdeveloped know-how of the business cases for
3DP in industries without 3DP-experience. Another challenge is introduced by the con-
nected world: protection of intellectual property. Copyright thefts, illegal sharing of IP
and the unregulated market continue to increase the barriers for open sharing of
knowledge and data which eventually also contributes to slower industry development.
Additionally, security, sustainability and scalability issues are furthermore challenging
the innovate creation of new business models.
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ABSTRACT

Dark side of health information systems: data breaches from inside the industry
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This assignment was done at Tampere University of Technology in early 2018. It was a
part of Global Information Systems Management course. The assignment had to solve
open-ended problem and the topic of the assignment was chosen freely by the students in
the group in question. Being a group assignment, the areas of responsibilities were divided

The topic was chosen to be the dark side of health information systems. It is a global issue
as statistics in the assignment prove. The demand for health-related information in the
dark web is much higher compared to regular information such as email addresses or
credit card details. With the additional, personal information, health industry data
breaches are much more severe.

In this exercise, the aim was to find out what kind of data breaches there has been recently
from inside the industry. The division was split into unintentional and intentional data
breaches. The most common features for unintentional breaches were negligence and hu-
man errors. Sending emails to wrong recipients is regarded as carelessness or human er-
ror. Negligence of protocols or policies can also represent unintentional data breach. For
intentional data breaches, there is psychological view and intention to gain benefit of the
leaks. Curiosity and snooping information were the psychological reasons for the inten-
tional leaks. There was no purpose of trying to gain financial or political benefit on these
cases. But the other half of intentional leaks were based on capitalizing of it.

Multiple solutions on avoiding the leaks or breaches were found. As human factor is
highly relevant in the avoidance process of the leaks, it is suggested that minimizing the
risks begins from the hiring process of an employee. Background checks is one way to
prevent the possible leaks. Second is the awareness of information security policy and
general information security awareness. Many unintentional leaks could possibly be pre-
vented if the employees would understand better the consequences of their actions. Nat-
urally, technical aspects should also be considered. Access control, audit trail and logs of
actions are means to control the access to information and knowing who has done what
and where. One suggestion was made that by letting the user constantly see their unique
ID number while they are browsing within the system, they are less likely to do something
against the information security policy. Also, by making double-check questions to users
why he or she is doing the action might help them to prevent unwanted actions through
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INTRODUCTION

Nowadays for organizations that have critical information assets such as customer data,
intellectual property, trade secrets, and proprietary corporate data, the risk of a data breach
is higher than ever before, and it increases every year. In the first six months of 2017 there
had been 1,901,866,611 records breaches. The biggest source of stolen records was ma-
licious outsiders  74% of the total data breaches. At that time, accident loss incidents
took 18%, malicious insiders 8% and state sponsored <1% (Gemalto 2018). Data breaches
have spread out over all industries. Medical data breaches involving protected health rec-
ords are growing increasingly common. Almost 90% of healthcare organizations experi-
enced a data breach in the previous two years, according to a May 2016 study from re-
search Ponemon Institute. Moreover, 45% of those had suffered more than five breaches
within the reporting period (Knudson 2017).

Medical information can be ten times more valuable than credit card number on the deep
web. Moreover, it gives time to plan next steps and take actions. Patients do not even
realize that their medical records have been stolen and that attackers have already done
some damages. According to Jean-Frederic Karcher, the head of security at communica-

targeted is because they have vast amounts of patient data at their disposal, hackers can
sell large batches of this personal data for profit on the black market. Fraudsters can use
this data to create fake IDs to buy medical equipment or drugs or combine a patient num-
ber with a false provider number and file fictional claims with insurers. Consumers often
discover their credentials have been stolen a long time after fraudsters have used their

The present group assignment examines the dark side of health information systems. In
this context, we are going to talk about cyber-attacks and data breaches phenomenon
globally. Subsequently, we are focusing on intentional and unintentional data breaches
from inside the health industry, reasons and motives of cyber security accidents. Also, we
are overviewing standards and security policies in medicines, which could affect data
leaks. Finally, we will try to find solutions for creating an environment which discourages
data leaks.

Cyber-attacks and data breaches phenomenon

In 2016, 150 countries over the world were affected and caused widespread damage by
cyber-attacks. All this phenomenon was provoked by increasing rate and value of infor-

ecame a target of
cyber-attacks, information stealing and data breaches. Most countries, where cyber-at-
tacks originate, have increasing value and volume of information. The top countries
where the biggest cyber-attacks came from in 2016 are China, United States of America,
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Russia, Turkey and Brazil (Baig 2017). The last country in the list was stimulated by Rio

Countries, which are the mostly affected by cyber security and data breaches, are rapidly
improving in information technology, there competition is leading organizations to real-
ize unaccomplished and unconfirmed software updates, putting consumer data at risk,
increasing numbers of attacks. In 2016, the major forms of data losses in breaches were
personal identifiable information, personal financial information, personal health infor-
mation. (Prayank 2017) The statistics are illustrated in figure 1.

Figure 1. Categories of data loses in breaches in 2016.

In 2016, data breaches and stolen identity were widespread over North America, Europe,
North and East Asia (Table 1). United States of America had the highest number of stolen
identities  791,820,040, second was France and third  Russia. These data reflect to:
great amount of companies and high adoption of technologies. It is important to mention,
that it is mandatory to report data breaches by law. However, some companies have no
legal guidelines, requirements and they choose to keep silent about the crime to save their
reputation.

Table 1. Countries with the highest number of identity thefts in 2016 according to data
security company Symantec.

Nr. Country Identity stolen

1 United States of America 791,820,040

2 France 85,312,000

3 Russia 83,500,000

4 Canada 72,016,746
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5 Taiwan 30,000,051

6 China 11,344,346

7 South Korea 10,394,341

8 Japan 8,301,658

9 Netherlands 6,595,756

10 Sweden 6,084,276

Looking at data breaches in healthcare industry around the world, results are also shock-
ing. According to IBM and Ponemon research, in 2016 data breach cost average 380 dol-
lars per record and average cost of data breach is 3.62 million dollars globally (Snell
2017). Number of healthcare record data breaches is increasing every year. Moreover,
data breaches are becoming more massive every time. One of the largest in 2015 data
breach in healthcare industry all over the world was at Anthem Inc., when 78.7 million
medical records were compromised in a single cyber-attack (HIPAA Journal 2018).

Security policy in medicine

While security breaches are increasing rapidly, security policy and law become really
important. A security policy defines the regulations, standards and requirements that an
organization should meet to implement security control. One of the most important fed-
eral regulations that manage health information privacy and security is Health Insurance
Portability and Accountability Act (HIPAA). This federal low provides baseline for med-
ical information privacy and security standards. Including rules for realizing and sharing
electronic

tient.

There are more security standards and regulations for health care institutions, such an
ISO/IEC 38500 standard, which defines adoption of compatible IT governance frame-
work (ISO/IEC 38500 2015). It is important to mention The General Data Protection
Regulation (GDPR), which comes into force on 25th of May 2018. The new legislation
will be guided in European Union countries and intends to strengthen accountability and

The abundance and variety of security guidance causes difficulties. Many medical insti-
tutions have their own security policies, requirements, which take hundreds of pages.
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Employees are often unsuccessful to read or remember these lengthy documents. Moreo-
ver, it could be difficult to identify cyber accident in complex security management sys-
tem and apply to the right policy.

Research method

The assignment was done as a study of multiple cases. Subject  the data breaches of
health information system  was firstly chosen by its global character and then narrowed
to cover the aspects from inside the industry. The selection was made because the threat
from inside is more difficult to deal with as the leaks can be unintentional as well as
intentional. Outside threat rarely or never occurs just by due to unintentional action by
the attacker.

The execution of this project work started from browsing of statistics of health infor-
mation related data breaches. The reasoning for topic selection was made based on the
finding that leaks from inside covers major part of all the data breaches. From there the
project continued with search of example cases which were divided into unintentional
and intentional breaches. The search was done using internet search engines where search
parameters included words such as health, data, leak and breach using English and Finn-
ish language. The example cases were selected by their relevance to the topic. More sig-
nificant leaks, for example by the number of affected persons, were preferred and selected
cases were chosen to be different to one and another by the reason behind the leaks to
give more aspects of why these incidents do happen.

After gathering the information about the leaks, the solution part was established. The
solution was about how to mitigate the possible threats from inside the industry. It was
done by literature review. Solutions to different phenomena were identified and examples
were given to clarify the use cases for the solutions. They were also discussed on how
they might affect to work environment and what the implementation of given solution
would mean to the overall performance of the system. Scientifically researched solutions
were implemented to correlate with the actions found in breach cases. Solutions were
evaluated, and their pros and cons were discussed.
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DATA BREACHES

Here the data breaches are divided into unintentional and intentional leaks from inside
the healthcare industry. Cases are used as an example of each section and will create
better understanding for the reasons behind the leaks.

Unintentional

This chapter deals with unintentional data breaches within health care industry. Uninten-
tional data breaches are not made by purpose, but they are often caused by human errors
or negligence. Unintended data breach can for example happen when employee acci-
dentally sends an email containing a private patient information to recipients that

In the health care industry of the United States, the unintended disclosure of data repre-
sented 42 percent of all data breaches concerning the health care industry during the first
half of the year 2017 (Beazley 2017). In the comparison hacking and malware accounted
for only 18 percent of breaches. As the unintentional data breaches are clearly an issue in
health care, it is useful to look in to real life cases following.

In autumn 2017 Finnish National Institute for Health and Welfare THL reported that their
employee has accidentally leaked personal health data of almost 6000 patients. Leaked

(Medi-
uutiset 2017) It was reported that this leak has occurred when the employee had used the

tailed report about the incident.

Smaller data leak happened in November 2012 when employee of Finnish health care
center in Kerava sent an email containing private patient information about drug rehab
treatments. Leaked information concerned only ten patients. (Turun Sanomat 2012) Email
was intended to other health care unit that
system. Sender had accidentally inserted wrong recipient parties for email. After the in-
cident, health care director stated that they will update their health information process
instructions and educate employees. (Turun Sanomat 2012)

Third example of an unintentional data disclosure occurred in Whitehead Nursing Home
located in Carrickfergus, Northern Ireland. In this case, there was also malicious activity
involved but disclosure occurred mainly because of employee negligence and insufficient
regulations. Data breach happened when nursing home staff member took his personal
unencrypted working laptop home and it was stolen from there afterwards (BBC 2016).
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Nursing home case investigation showed that nursing home had serious defects in IT se-
curity policies and data protection training. Because of that, nursing home had put per-
sonal patient information to risk of disclosure. (BBC 2016)

Cases represented above may not be the most serious or harmful ones but the reasons
behind them are diverse and therefore they are interesting to look in to. The cases high-
light the fact that unintended disclosure of data can happen for various reasons and they
can have serious consequences. It can also be seen that focusing to consistent and com-
prehensive IT security police and educating employees properly can reduce the amount
of unintended data disclosures significantly.

Intentional

Our second point of view was to do research on intentional data breaches from within the
health care industry. It means that someone on purpose searches information about people
without having the permission to look for those. Even looking the information just by
curiosity is considered data breach as health care professionals are not allowed to check
details of a patient if it is not related to helping or curing the patient. The worse situation
is that employee of health care provider collects the information about its patients and
leaks it outside the system with malicious intentions. Following is listed examples of in-
tentional leaks or breaches from within the health care industry.

In 2012 it was revealed that a state employee in South Carolina, USA had gained access

personal details and Medicare IDs. Social security numbers are used as the Medicare ID
numbers. It is unclear why the now former employee did steal the information, but it was
stated that person did it to gain personal benefit.

In 2014 it was reported that employee of University of Massachusetts Memorial Medical
Center in Worcester, USA accessed 2400 patient records without the permission (Cocchi
2014). The accessed information included possibly credit card details and phone numbers
in addition to personal health care information. This type of data breach makes health
care related leak much more dangerous as identity thefts can be done more accurately if
basically all relevant information about a person is compromised.

In 2016 an employee of health care provider at Kanta-Häme Central Hospital, Finland

was obviously intentional and based on detection the collection was made for personal
purposes.

In 2010 a fixed-term secretary of Haartman Hospital in Helsinki, Finland had spied pa-
tient records of nearly 200 clients (Mölsä 2011). Again, the purpose of data breach was
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presumably carelessness and nosiness. The same thing happened in Inuvik Regional Hos-
pital in Canada where multiple hospital staff members snooped information about its pa-
tients in 2016 (Trochu 2017).

Based on these examples the reasons for intentional actions behind breaches can be di-
vided into two main categories. First is that breaches are done to gain something finan-
cial or which would give power over some person or institute. The one who does the
breach might be a part of a group which tries to gain benefit from the leaked infor-
mation or bought to do the leak for some other third party. Based on the reported leaks
these are usually much wider breaches and the amount of leaked information covers
much more details. In these cases, the leaked information is also stored to some other
database which makes the leak much more severe. These leaks can affect indefinite
number of people.

The second is psychological which means that curiosity or similar factor drives to do
the breach. Here there is usually no financial drivers behind the action and many of
them or not done to harm anyone else directly. The information might be stored to the
memory of the person who has done the breach and therefore the amount of leaked in-
formation limits to hundreds of people. The reason behind these leaks are often curios-
ity and lack of knowledge what is allowed and not from the general personal data pro-
tection perspective.
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MITIGATING INSIDER THREATS

As seen in the previous sections, health information systems share a lot of the threat land-
scape and characteristics in common with the general cyber space and information sys-
tems in various industries. We also recognized some characteristics that make healthcare
and systems associated with it an industry with a unique threat landscape. Solutions in
securing information from malicious and accidental insider data breaches in our case boils
down to creating an operating environment that discourages the actions that lead to these
leaks. This means a combination of policies and culture building in the organization
mixed in with appropriate technical measures. According to a study on privacy and secu-
rity of healthcare data, done by the Ponemon Institute, 35 percent of participating
healthcare organizations felt that healthcare employees are negligent in the handling of
patient information. On the other hand, 54 percent of business associates that provide
services for these healthcare organizations felt that the employees are negligent. When
asked the question of which security threats healthcare organizations worry about the
most, the list was topped by employee negligence at 69% with cyber attackers as a distant
second at 45%. Malicious insiders were in the middle of the pack with 24%. In this case
the unintentional insider incidents are part of the group of employee negligence. This goes
on to show that the topics discussed on this paper are very relevant concerns for healthcare
organizations and solutions are needed. (Ponemon Institute 2016)

As every insider data breach and leak is connected to a human action somewhere along
the line, it is natural to consider the human factor of security as one of the most important

of 2016. This serves as proof that it is usually the humans that are the weakest link in any
organization and attackers have taken note of this. For the attackers, it has become easier
to instead of cracking passwords to just ask for them. Realization of risk can lead to mon-
etary loss, failing to meet contractual obligations and persistent snooping on corporate

where an impostor poses as a top executive with a spoofed email address who urges the
victim employee to quickly transfer money to an account. Successful attack means an
instant, often irreversible, financial loss. According to the big yearly study on data
breaches by Verizon, 30% of test subjects opened a malicious phishing email and 12%
even ended up opening the malicious attachment which would have meant the infection
of their computer. (Proofpoint 2016, Verizon 2016)
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Unintentional data breaches

Accidental data breaches and data losses caused by human error are very hard to prevent.
Making systems error safe is probably too optimistic of a goal but the human factor is
something that should be taken into account in the designing phase of any information
system or a software product. In this task, the companies should use industry best prac-
tices in designing the usability to lessen the error proneness of the system, for example
with the usage of a ISO standard such as ISO 9241-210 which is focused on human-
centred design and ergonomics of human-system interaction (ISO 2015). In a key part in
this are training and technical helping measures. For example, in a case like the one pre-
sented earlier in the report, where drug rehab information was accidentally leaked out of
a healthcare organization, a possible solution could have been to implement a warning in
the email program about the information being sent outside the organization (if this was
the case). This does not prevent the user from doing a mistake per se but should direct

ployee noticing the error they are about to commit.

Preventing malicious insider data breaches

The approach to reducing malicious insider threats begins in employee selection and thus
the hiring process. This is something that is especially important in healthcare as the em-
ployees deal with highly personal information that could be a source of great embarrass-
ment or adverse financial consequences if made public (even without taking into account
the other immense responsibilities in the work of health care professionals). Prevention
of malicious insiders from getting access to valuable information is quite impossible and
would often be very counter-productive in relation to the main goals of the organization
as access to confidential information is inherently required by most roles. To aid in en-
suring the employees fit the minimum requirements for the organization to be able to trust
their ability, the employer can order background checks to make sure that the prospective
employees do not have for example a criminal record or alarming financial dependencies.
Background checking is also good for ensuring the correctness of any possible certificates
and university degrees to weed out the outright fraudulent candidates.  But as found out
by Collins et al. (2016), there is no easily available demographical identifier for people
that are going to act as malicious insiders. Insider crimes have been committed by em-
ployees ranging from janitors to top executives. The goal of this process is to lessen the
risk of hires or contractors having a background that would make them susceptible for
leaking data, whether as the cause of blackmail or a perceived tendency for quick finan-
cial gain. This is naturally really hard to judge in most cases and employers need to take
into account the legislation surrounding hiring and make sure their hiring practices are
compliant with relevant legislation and not discriminatory. The same methods of ensuring
fit should be applied in equal measure to contractors and subcontractors, who in many
cases will have access to the same type of sensitive information. (Collins et al. 2016)
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Beyond vetting candidates, the mitigation methods for malicious insider actors are about
creating access management systems that create an audit trail where each action can be
attributed to a unique person. This sets the requirement of having unique login credentials
per employee and not have shared accounts in any system that has the possibility to access
or modify health records or other sensitive information. This is to make sure that actions
are logged and an audit trail is created for every action through which they can be traced
back uniquely to the person who committed the act. In this an important term is non-
repudiation (in the crypto-technical meaning of the term), which means that the person
who the action is traced back to has the position of proving that they have not committed
the action, such as proving that their login credentials have been stolen. This means a
reversal of the roles compared to the standard burden of proof proceedings, where the
accuser would be the one required to provide proof. Just setting up systems to monitor
and log are not enough, but the systems need to be supervised and malicious anomalies
acted upon. This can take a lot of technical know-how and resources. (McCullagh and
Caelli 2000, Collins et al. 2016)

Interestingly enough in a study conducted by Niihara et al. (2017) into motivational fac-
tors of being a malicious insider, they found that using shared credentials did not increase
the amount of
the page they were operating on, served as a significant deterrent to committing malicious
actions. This would imply that when users are made aware of their unique ID and through
that reminded of the fact that their actions are most likely logged and can be traced back
to them, they feel less compelled to act maliciously. One solution to this reminder would
be to indeed display the ID of the user at all times as supported by the research. Another
interesting solution could be to invoke a sense of why in the actor. For instance, instead

and make the user justify
their action. This feature has been implemented in at least some organizations via their
data loss prevention system, where if a user does something prohibited or controlled by
an implemented policy, they are made to insert a justification for the execution of the
action they are trying to do. To aid in implementing the technical side of the equation,
frameworks such as ISO 27001 can serve as the guideline for achieving compliance with
the best practices of information security management even if it does not really delve into
the technical execution details. (Niihara et al. 2017)

On the other side of the coin there is the behavioural monitoring which is focused on
keeping tabs on such factors as how the employees are behaving in the workplace, if they
are building resentment or they feel undervalued in the company and would want to re-
taliate in some manner. Implementation of monitoring can be as simple as creating a pol-
icy and culture of reporting such behaviour to the managers. A problem often can be that
even clearly laid out negative feelings or disruptive behaviour can be passed with a nod
and attributing it to a case of the Mondays. Employees should be encouraged to look for
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indications of suspicious behaviour and report it to their managers. Tell-tale signs can
include things such as open negativity towards the workplace, bragging about how easy
it would be to break the systems or similar sentiments. The disgruntled employees need
to be offered a forum to discuss their issues at work with company representatives,
whether it is their manager or a human resources representative. In the cases analysed by
CERT insider threat database it was found that many of the cases resulting in stealing or
modification of important information, were motivated by financial or personal stressors.
The line of what is reportable and what is just normal grumpiness is often drawn in sand
and organizations must be vigilant in making sure that the monitoring itself is not causing
excess negative feelings.
ceptable manner in order to reduce risk of malicious action and the surveillance does not
feel too invasive (and possibly illegal) and is not restricting employees from doing their
work to the

et al. 2016)

Key takes Benefit Barrier
Vet candidates, check back-
grounds

Lessens the risk of a bad hire No clear demographic indica-
tors for malicious insiders

Prevention is hard and counterac-
tive, log and trace instead

Traceability is a deterrent Systems are not enough, peo-
ple needed to monitor and act
upon

Ask why Make users justify risky actions
and think twice

Policy building for what is
risky

Good work environment is a de-
terrent for malicious actors

Lessen the risk of employees
turning malicious

Building a good culture is not
a solved problem

Monitor, do not restrict Does not hinder
ability to do their job

Fine line between enough and
too much monitoring, legal
compliance

Social engineering

Social engineering means impersonation to get confidential information that can be used
to access virtual or physical assets. In contrast to technical vulnerability exploitation,
cracking passwords or attacking networks, social engineering does not rely on undermin-
ing technical protections. Instead, it is very low on technology and rather relies on ma-
nipulation of trust and deception of humans. Rarely can a social engineer to expect to gain
all the information they need on a single attack. Usually the goal is to try and convince
the victims to divulge information that they do not feel is too significant and not putting
the organization at risk. Through continuous manipulation (possibly targeting larger
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amount of people) the attackers collect bits and pieces of information that they can com-
bine into significant intelligence about the systems they are ultimately targeting.  Com-
mon attack vectors are for example through mass emails, targeted email campaigns
(phishing attacks), USB key drops or impersonation on social media platforms. This can
be considered a part of the insider threat as the actions enabling attackers to access data
are committed by insiders or in some cases the insiders are manipulated into committing
the acts themselves. (Raman et al. 2009)

In the case of phishing attacks, which are social engineering attacks conducted via email,
instant messaging or other electronical ways of communicating, social engineers some-
times take the shotgun approach and look for the lowest hanging fruit, like in the cases of

ally target the general public and are not specific about who they are trying to reach as
long as they reach someone. When it comes targeting organizations, the attackers are
usually more selective and have done their due diligence to find out who are the main
targets and what kind of an approach has the highest chance of working. These attacks
usually fall into the category of spear phishing and can target for example top executives,
their secretaries or other personnel with a wide access to information interesting to at-
tackers. Social media platforms offer the attackers a juicy container of information to
scour for information to aid with target and approach selection. As people in general are
not too reserved about what they are sharing on various platforms, these bits of infor-
mation can be really valuable to attackers looking to make their fake identity more cred-
ible.  (Collins et al. 2016)

Approach to mitigation of social engineering campaigns should be multi-pronged and
proactive. A great asset in this can be conducting internal campaigns to assess the current
level of preparedness of the employees and to highlight the possible weak spots and vul-
nerabilities. These weak spots can then be answered with more training that can be spec-
ified to address the found issues. For example, if through a simulated campaign it is found
that the employees are clicking malicious links in emails, the training could assess this
problem by teaching how to identify legitimate links by hovering over them and seeing
the real URL and using services to see where shortened links are actually leading. Espe-
cially personnel that regularly interfaces with external actors and have access to confi-
dential information should be considered key groups for specific training. This kind of a
group can be for example department secretaries, who deal with various types of confi-
dential information and are contacted by a large variety of people from patients to chief
physicians. Formalization of mitigation methods into a process and an organization wide
policy should be the end goal. The process should be easy to follow while being compre-
hensive enough and fit the organization culture. These are not easy goals to achieve but
they are to aim for. (Collins et al. 2016, Lord 2018)

One specific area to focus on would be establishing a comprehensive communication
policy to make sure the employees know what and to who they can divulge information
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via which communication channel. The policy should also cover social media usage in
particular, as it can be a very powerful source of information for skilled social engineers.
Employees must be aware of what they can and should share about their work in social
medias, whether it is in more professional oriented ones such as LinkedIn or everyday
social interaction focused Facebook. The employer cannot come off as too oppressive
though, policy should be something that the employees feel like does not violate their
right to express themselves. It is a fairly vague line that the employer needs to balance
when dictating what employees can and cannot write about.  Communicating the risk to
operational security should be made in clear terms and justification for the limitations
should be simple to understand. Better yet, the policy should be crafted together with the
employees to make sure it does not feel like it is just coming from the top but is the result
of a collaborative process and the concerns of employees are taken into account. A con-
crete example of a rule in a policy could be for the employees not to disclose any details
of their job in social media, beyond the general description of their position. This would
translate into not mentioning clients or the extent of specific job functions such as divulg-
ing their role requires access to certain systems. Of course, this is not very relevant for
personnel such as nurses or doctors whose role requires access to patient data but could
be very relevant for more administrative personnel. In general, the role of employee train-
ing as a way to enforce compliance with a policy cannot be understated. This was made
evident in the Ponemon Institute study on healthcare data security, in which according to
the healthcare organizations, most medical identity theft is preventable through employee
training (Ponemon Institute 2016). (Collins et al. 2016)

Key takes Benefit Barrier
Simulate social engineering cam-
paigns

Find real weaknesses to assess Creating realistic simulations
takes know-how

Establish a policy on sharing in
social media

Less material for social engi-
neers to work with

General unhappiness with re-
strictions of any kind

Craft policy with employees More inclination to follow pol-
icy

Keeping it easy to follow but
comprehensive is hard

Training is the key to prevention Most identity thefts are pre-
ventable through training

Prioritizing the right things
without encumbering
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SUMMARY

According to different statistics, internal data breaches are a global issue in a health care
industry. Possibly serious consequences that these breaches have, makes the industry spe-
cial in comparison to other industries and what makes the phenomenon even more serious,
is the fact that data breach numbers in health care are constantly increasing.

Internal data breaches in a health care industry, like in other industries, are done inten-
tionally or unintentionally. In either case, there are various reasons and motives behind
these actions. Mitigating the insider threats is very important but due to the variety in

-round solution that solves everything. The insider
threat can be a situation where employee accidentally sends an e-mail to a wrong recipi-
ent, but the threat can also be a situation where employee installs recording device to
hospital network to gain private information. As these two issues are very different they
must be solved in a different way too. It can be concluded that successfully mitigating the
insider threats requires combining different technical and non-technical solutions and
these solutions vary depending on a type and difficulty of the threat.

Technical and non-technical solutions mentioned above are also very various. They can
be anything from changing the policies to using warning pop-ups when employee is send-
ing an email. Unintentional insider threats can be dealt mainly by reducing the employees
risk to make mistakes in using the information systems and handling the data by for ex-
ample using visual aids. In the case of mitigating intentional insider threats the recruit-
ment process itself has a big part in preventing data disclosure, but preventing the threats
also require monitoring your employees and even your contractors and subcontractors.

Regardless of details of the different solutions, as the human factor can be described to
be important factor behind both unintentional and intentional insider threats, focusing on
que
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Increasingly information technology is being utilized to develop and digitalize society.
Many tasks in society have been already digitalized but for example, big nation-wide
elections are still mostly carried out with the traditional way and an officially recognized
ID needed to access governmental services is mostly non-digital. Furthermore, block-
chain is a fresh technology, that can answer to many modern time problems. The purpose
of this report is to introduce blockchain and applications of blockchain that could bring
an answer to society's problems.

The report is conducted as a literature review added with group members' speculation,
how the pointed challenges of blockchain in society could be answered. The literature
material is retrieved from web search and scientific articles. As a result, the work gives
information on how blockchain could make electrical elections and digital ID possible.
The report to give ideas on how blockchain technology could be adapted to society.
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INTRODUCTION

In this chapter we will introduce the topic of the assignment. First is presented the back-
ground of the subject and secondly the methodology of the assignment is presented.

Background

The amount of data has increased rapidly. Already in 1991 Harber and Stornetta field data
in succession called "Time-staping".  The aim of the filing method was to clarify the
digital filing. (Yermack 2017) Later on, blockchain was created, but the principle of the
filing technology is the same than in 1991 in the Harber and Stornetta's innovation. Block-
chain is rather new technology from year 2009 by Nakamoto. The use of blockchain has
increased due the use of cryptocurrencies. According to Fanning & Centers (2016) the
blockchain Nakamoto created was open source software, and that made it possible to
spread out.

In the future, it is very likely that blockchain will have a big impact to for example, in-
dustrial business. Already, blockchain has an increasing favor for example, at financial
business therefore it is answering to the ineffectiveness problem at that field. And studies
argue that in addition to cryptocurrencies blockchain technology could answer to many
significant challenges. (Swan, 2015) Furthermore, new businesses are all the time formed
using blockchain and projects using blockchain are collecting funding quickly (Fanning
& Centers 2016). One sector where use of blockchain could be future is society. This
assignment is taking a closer look to how blockchain could answer to challenges of soci-
ety.

Methodology

This assignment was done for the course TLO-35306 Global Information Systems Man-
agement. Our group found society's problems interesting. Furthermore, what tasks could
be digitalized or improved with information systems in society and how blockchain,
which has gained attention through bitcoin and other virtual currencies that are utilizing
the technology, could answer to these society's problems. The goal of this assignments is
to introduce possible applications of blockchain in society. The chosen subject of the as-
signment is an open-ended problem, and the assignment is carried out with literature re-
view. Furthermore, possible applications are introduced and the challenges about the ap-
plications are introduced. The possible applications are based on the theory of blockchain.

The report includes four chapters and it starts with the introduction. Second chapter is
about the theory of blockchain, how does it work and what are the main characteristics of
the technology. Also, theory of Bitcoin and Ethereum is introduced as an example. In
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addition, blockchain's future is discussed. The chapter three is about blockchain in soci-
ety. Third chapter is introducing two possible applications of blockchain in society: elec-
trical voting and ID2020. First is discussed how blockchain could work in electrical elec-
tions furthermore, the challenges and software suggestions are introduced. After the elec-
trical elections the report takes closer look to digital ID. Project ID2020 is introduced in
this chapter, and the chapter continues with features of digital ID finally also the digital
ID's challenges are discussed.  Last chapter of the report is conclusions, where the main
findings are collected and brought out.
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THE PROPERTIES AND APPLICATIONS OF BLCK-
CHAIN

In this chapter we will cover the basics of blockchain and describe its background, prop-
erties and accessibility. We will also introduce Bitcoin and Ethereum, which are examples
of using blockchain.

Blockchain properties

Blockchain is a version of the distributed ledger technology, which includes a distributed
database shared by a peer-to-peer network. With this technology information can be
shared, stored and verified in a new way. The network can be used as an open network,
such as Bitcoin, or it can be closed, so that only specific entities can use the network.
Each entity can have a specific role and have more permission than others if needed.
(Mills et al. 2016, s.10-11.) It is the backbone of the well-known cryptocurrency Bitcoin.
Blockchain has given answers to many modern problems over the internet regarding in-
formation sharing and consistency. This has made it possible to create the cryptocurren-
cies that we can see today. On the other hand, it has created new challenges to legislation
and information technology.

The deeper understanding on blockchain is very challenging. It will not be covered too
thoroughly, and we will concentrate mainly on its properties and accessibility. In short,
blockchain is a database which is distributed and continuously growing, and it consists of
blocks that include information and are connected to each other in a chain. These blocks
can contain any form of data, for example text, media or code. Blockchain is considered
as an alternative way to create, share, and maintain databases without the need of the
participants to know or trust each other. This works well with transacting currency like
Bitcoin, where unknown people can transfer money to each other reliably, after which
other participants accept the transfer. (Crosby et. al 2016) The main principle behind the
blockchain is automatically accepting new information in a distributed peer-to-peer net-
work of computers (Viitala 2016).

The information in blockchain is consistent, secure and reliable due to the hash function
technique that the blockchain uses. The hash function uses all the information that the
previous blocks include and creates a hash code for each block. The hash codes act as a
safety mechanism to keep all information in the blockchain secured, by changing hash
codes if any information is changed in any block. All participants can notice the change
of the hash codes and any possible foul play in the system (Storås 2016; Decker, Wat-
tenhofer 2013). The basics of the hash function in blockchain is described in Picture 1.
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Kuva 1. The basic idea of hash function in blockchain

All third parties can be avoided by using blockchain since the database can be maintained
by the users by distributing the shared ledger (Yli-Huumo et.al 2016). This is how extra
costs and dependency on other organizations can be avoided. Using third parties may add
security risks, because all the information in the database is maintained by the third party.

Blockchain in Bitcoin

Bitcoin is the first application of blockchain technology, and it works in an open distrib-
uted ledger system, in which anyone can join. Bitcoin is the most common cryptocurrency
today, and it is an excellent example of
made the birth of cryptocurrencies possible by solving most of the problems concerning
information security, accessibility, and anonymity.

Bitcoin was released in 2008, and it differs from traditional currency systems by not need-
ing any controlling by governments. Instead, the control of the currency system is distrib-
uted to all users and it is verified by a group of volunteers who use bitcoin mining. Mining
basically means solving complex cryptographic problems with a computer which requires

cess. The shared ledger includes all the previous transactions from the beginning of the
Bitcoin which makes the currency system exceptionally transparent. (Decker, Wattenho-
fer 2013.) When a group of transactions in a block are verified the new block is joined to
the end of the blockchain.

All the transactions of Bitcoin happen in anonymity via public keys of the users
(Mieklejohn et. al 2013). Transactions are always public, but it is not possible to know

individual person. This makes the cryptocurrency system very trustworthy while being
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Blockchain in Ethereum

In short, Ethereum is a blockchain application platform that allows developing new block-
chain based solutions. These can be anything from cryptocurrencies to your own country
that has unchangeable constitution. (Ethereum Foundation 2018a). Ethereum blockchain
is provided with Microsoft Azure and is thus available to be run in cloud and is offered
as Ethereum Blockchain as a Service (EBaaS). This makes expansion and implementation
easier for companies. Ethereum official website describes Ethereum in following way:

actly as programmed without any possibility of downtime, censorship, fraud or third-
party interference.

These apps run on a custom built blockchain, an enormously powerful shared global in-
frastructure that can move value around and represent the ownership of property.

This enables developers to create markets, store registries of debts or promises, move
funds in accordance with instructions given long in the past (like a will or a futures con-
tract) and many other things that have not been invented yet, all without a middleman or

(Ethereum Foundation 2018a)

Ethereum is mainly used with Smart Contracts that will be discussed in Chapter 2.4 Smart
Contracts. Ethereum works with cryptocurrency called Ether, which is based on Bitcoin.
This fact is acknowledged on Ethereum Foundation website as follows:

both the technology and the cur-
rency and we see ourselves not as a competing currency but as complementary within
the digital ecosystem. Ether is to be treated as "crypto-fuel", a token whose purpose is to
pay for computation, and is not intended to be used as or considered a currency, asset,

(Ethereum Foundation 2018b)

Blockchain has evolved since its initial release in 2008. In Picture 2 different versions of
blockchain are introduced. Latest version 3.0 is being developed under project Bletchley,
an Open source project led by Microsoft. Blockchain version 1.0 allows creation of cryp-
tocurrencies. Version 2.0 allows Smart contracts and version 3.0 will introduce Cryptlets
that allow communication to parties that are not in blockchain network. (Gray 2017.)
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Kuva 2. New blockchain versions bring more components and complexity to
blockchain network, adapted from (Gray 2017).

Blockchain in Smart Contracts

ple state machine. As such, real life use cases where blockchain is feasible were limited.
However, code can be added to each block to allow more extensive uses and possibilities
for blockchain. Blockchain is extremely secure due to its design, which makes it strong
option in many situations. Due to this feature, recording unchanging documents, like con-
tracts, is tempting. As there are multiple ways to build a blockchain network (public,
private, with or without trusted third party etc.), focus must be given when selecting soft-
ware infrastructure.

Smart Contracts Alliance (2016) released a whitepaper where following use cases for
Smart contracts were suggested:

Digital Identity
Records
Securities
Trade Finance
Derivatives
Financial Data Recording
Mortgages
Land Title Recording
Supply Chain
Auto Insurance
Clinical Trials
Cancer Research
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In these cases, blockchain smart contracts would streamline the current process while
keeping it secure. Another example is using smart contracts for crowd sale, which
Ethereum Foundation (2018a) justifies:

given date or goal is reached. Depending on the outcome, the funds will either be released
to the project owners or safely returned back to the contributors. All of this is possible

(Ethereum Foundation 2018a.)

There are also multiple more innovative suggestions how smart contracts could be uti-
lized. For example, CEO could be replaced in a solution where shareholders vote and
suggest actions. This creates a democratic autonomous organization that is immune to
outside influences and will only do what it is programmed to do  unlike human CEO.
With anonymity, no one can know how single shareholder voted and computers are
treated equally. (Ethereum Foundation 2018a.)

Challenges of Blockchain

Most of the challenges regarding blockchain are technological challenges, which are
demonstrated in Bitcoin. One challenge of blockchain is its speed to add information to
the chain. Bitcoin can handle much fewer transactions than Visa for example. This is the
negative result of data verification via miners, which slows down the shared ledger. (Swan
2015) This might not be a problem in every blockchain application, but the challenge
should be recognized.

ce the size of the ledger
might snowball out of control if data is added immensely over an extended period of time
(Swan 2015). However modern computer technology is developing at a huge pace and
memory is rarely an issue today, but this can cause some restrictions for the technology.

Blockchains verification system has the downside of having the majority of the users who
want to exploit the system. This is possible but unlikely to happen, in Bitcoin for example,
if most of the users with huge processing power want to break the cryptocurrency system.
It is almost impossible for this to happen, but it is a risk that must be thought out. Block-
chain is not a bulletproof technology in security but very close to it.
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BLOCKCHAIN IN SOCIETY

Blockchain is over ten-year-old technology, which experts all over the world are promot-
ing to change the industry. However, blockchain is not commonly used in software in-
dustry despite the hype. Only in the recent years blockchain has started to gain interest
outside the financial sector, for example in supply chains and internet of things.

IBM and Maersk have started to create a blockchain based system which tracks the goods
in a supply chain. This is a tamperproof way to share information about the transferred
goods automatically to all participants in the supply chain. (Kralingen 2018) Blockchain
can also be used in internet of things (IOT) by acting as a platform for information sharing
without the need of cloud services (Bahga & Madisetti 2016). This way internet of things
applications can function more effectively while being secure.

More applications for blockchain are being researched and new concepts arise constantly.
Blockchain has potential to revolutionize modern industry and society by improving trust
between participants in organizations (Aste, Tasca, Di Matteo 2017). In this chapter, we
introduce two different cases where a blockchain solution could affect the society and
make it more digital.

Electrical voting

Elections are carefully regulated by law and are a basic human right. In the other hand
society has several nation-wide elections and the whole election proses is very heavy for
society. Digitalization has changed several aspects of modern life, but still elections are
not widely digitalized (Boucher, 2016). From this point of view elections is one sector
that could also be digitalized in society.

According to Boucher (2016), a change to electrical elections could affect positively to
the elections. For example, corruption of the elections would decrease because the data
would be harder to manipulate without other voters noticing that. Use of electrical sys-
tems also offers a possibility to move trust away from central actors to technology. There-
fore, the process does not involve humans and also in corrupted countries it would be
very beneficial that the elections cannot be manipulated.

Electrical elections have some common qualifications. According to Pitkänen (2008)
these are effectiveness, openness, usability, mobility, availability, interoperability,
uniqueness, anonymity and coverage. These are the main reasons why electrical voting
would be beneficial for whole society. Further, electrical elections could speed up and
simplify elections (Boucher, 2016). Also, by making voting available electronically or
even via mobile devices, elections might get higher voter turnouts, and the convenience
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of voting electronically would encourage especially the youth to vote. This development
would lead to even stronger democracies. (Boucher, 2016.)

Another benefit is the reduced costs of elections (Boucher, 2016). Elections need a lot of
employees; organizing elections and calculating the votes is expensive for governments.
Electrical elections would reduce the need of employees. Furthermore, the results are
available a lot faster and more reliable compared to manual counting.

As in voting security is the most important qualification, blockchain is a strong candidate
(Hackernoon, 2018). Therefore, blockchain technology could offer a solution for electri-
cal elections.  The regulations considering the elections are straightforward and already
some changes of law have been done in Finland to enable electrical voting. Furthermore,
in Finland there was a pilot on 2008 for municipality elections where electrical voting
was possible in three municipalities. (Vaalit 2016). Further, Estonia has already used elec-
tronic voting in nation-wide elections. However, its software solution was not blockchain
based. Therefore, electrical elections are already possible and blockchain could be the
technology to implement them.

Challenges of electrical voting

Use of blockchain in electrical voting is one possibility but it still has a lot of challenges.
The laws of Finland say about election that they must be: general, free, equal, secret, and
direct. The first challenge is anonymity. Generally, in electrical voting the anonymity of
the voters must be secured; like it is in traditional voting. In case of blockchain, using
blockchain puts the anonymity of the vote in risk in case someone would share their pub-
lic or private key. Technically, it is also possible to trace down the private keys via the
public keys and change a certain vote. However, this is extremely huge computational
challenge and cannot be solved within the timeframe of elections. (Boucher, 2016)

Other risk that has come up in electrical voting discussions is the electoral liberty. In
traditional elections the electoral liberty is secured because only one people can go to vote
booth at once. For each voter it is made possible to vote their candidate in peace in the
privacy of election booth. The fear is, that in electrical elections someone could force
another human to vote against his/her wish, as voting does not need to happen in observed
polling stations. (Euroopan neuvosto, 2004.) This risk has been managed in Estonia's e-
voting so that each person can vote online as many times as they wish. Only the latest
vote counts. If person also decides to vote on paper too, the paper vote will be the only
one that counts. That way if someone is forced to vote, he or she can still change their
vote. Another possible solution would be to offer electrical voting possibility in polling
station, that way every voter should still go to the polling station but there would be two
different ways to vote. That way also the voting peace could be secured. Another chal-
lenge is that voting environment should not have any election posters or propaganda that
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will affect the voters. (Pitkänen 2008.) That is impossible to control if everyone can vote
where ever they want.

A big challenge for electrical voting is the feared manipulation or corruption. This is also
connected to public acceptability. Some people fear is that electrical elections are not as
safe as traditional elections, and there is some belief that the electrical elections result
would be easier to manipulate. Anyhow, the studies show that corruption and changing
the votes would be harder in electrical voting and electrical elections could even change
the election results. (Boucher 2016) Therefore, the studies support the electrical elections
also in the manipulation point of view, but it still needs acceptance. Changing public
opinion will take time even when proof with studies are provided. Another commonly
thought risk are hackers. The advantage of blockchain is that every voter notices if votes
are manipulated and that way hacking and changing votes is only possible if majority of
the blockchain agrees with the change.

Towards electrical voting

A lot of thought must be given to software solution of electrical voting, as there are many
law requirements. In this chapter, we are giving some suggestions how the basic software
infrastructure could be built to avoid most obvious problems. However, further investi-
gation and thought must be given to these solutions.

Used blockchain network should be closed as not every person is entitled to vote. Only
persons entitled to vote can be registered to service. As other countries should not have
anything to do with other countries voting, a geographical IP-address block could be in-
troduced. This can be bypassed via VPN, which would also allow citizens abroad to vote
and as such does not act as security measure.

Blockchain network must also be completely anonymous and not even public key should
be visible for the end user. This way voter cannot be forced to tell their public key to other
parties because of e.g. blackmail. This way, one vote can in no way to be traced to any
person. Thus, logging in to voting service must be done with other ways e.g. digital iden-
tity, internet banking details or via another strong authentication method.

It is extremely crucial that everyone can be assured that votes were not tampered with.
For this reason, government must keep frequent backup of the distributed ledgers so that
any corruption, although highly unlikely, can be noticed. In this case new voting will be
necessary as rolling back is not a feasible option as persons votes would go missing.
However, government should not act as trusted third party, as it could introduce weakness
to the blockchain. Truly open ledger brings more trust and this way voters can rest assured
that government or some other party is not manipulating the results.

A simple state machine would be enough for this use case. Smart contract solution would
not be needed, as each voter is adding transaction to one (or multiple) predefined option.
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Person should also be allowed to change their vote afterwards in case they were placed
in situation where voting was not confidential. As whole blockchain network would be
working under user interface where nominees are presented, the interface needs to be able
to support different languages.

Possible topic for some future study could be to research how the control of voting could
be done. Furthermore, how could be make sure that each person entitled to vote can use
their own vote. In Estonia's electrical election everyone could vote as many times as they
wanted electrically and the last one was counted therefore, vote could be changed if it is
done under pressure. Multiple voting is not possible with blockchain, so this subject could
be researched. For further research, the organizing completeness of elections could be
looked in to. Furthermore, the wholeness of elections should be taught, how is it managed
that some people possibly want to vote with paper and some by electrical elections. Fur-
ther, how it is managed that person who has already used an electrical vote cannot vote
with paper anymore.

Digital ID

lopment Global
Dataset, there are over 1.1 billion people lacking proof of legal identity. Most of these
people are from Africa and South Asia Region and have lower income than the average.
In India alone over 200 000 000 people and in Nigeria over 77% of the population are
without some ID. High income countries have the least amount of people with ID, but for
example in Finland, we have almost 38 000 people without one. It means that approxi-
mately seven people in a thousand have no way of proving their identity.

The global commitment of providing legal identity for everyone by 2030 has introduced
an urgent need to harmonizing existing approaches to recognized identity (ID2020 2017).
Having an officially recognized ID is critical for accessing essential services like
healthcare, finance, and education (Desai 2017). According to Wiltz (2017), it could mean

service agencies are located. A person without an ID is also vulnerable to violence and
exploitation, including human trafficking (ID2020 2017).

New technologies, including blockchain, are making it now possible for all to have access
to a safe, verifiable and persistent technology which can allow the introduction of digital
ID. (ID2020 2017.) Picture 3 demonstrates how smart contract could act as a digital iden-
tity as well as benefits of smart contract solution over current model. Instead of user shar-
ing their identity records to different parties (e.g. passport) an electrical identity is pre-
sented, which the person in question owns. Thus, person does not need to rely on trusted
third parties and counterparties do not need to confirm authenticity of the document from
government bodies and will not need to hold sensitive data.
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With Smart Contracts code values of blockchain network, the mandatory task of transla-
tion is easier and thus usable all around the world. This allows the ID to be shown in any
language and ensures that there are no misunderstandings because the owner and the par-
ties he or she is showing the ID to can access the ID in their native language. With solution
mentioned in this chapter, consumer demands for increased privacy (GDPR) are noted
while digital experience is improved (ID2020, 2017). Furthermore, people do not need to
worry that their identity documentation is leaked and misused. (Smart Contracts Alliance
2016).

Kuva 3. Smart Contract for Digital Identity, adapted from (Smart Contracts Alli-
ance 2016)

Challenges of digital ID

For a digital identity to fulfill its needs it must be: Personal, Persistent, Portable and Pri-
vate (ID2020 2018). As every person is unique, the digital identity also must be unique.
Persistency means that it cannot vanish in middle of life. For example, in case of an indi-
vidual changing his or her name, an existing block is updated rather than new identity
created for you. Just like passport is portable, so should be digital identity. It has to be
able to travel with you all over the world so that you can access it wherever you may be.
Just like passport, your digital identity should be private and yours to show to other par-
ties. Just like when you arrive border control you voluntarily hand over your passport, as
you want to get into the country. (ID2020 2017.)

Creating digital identity that can be used globally is an extremely demanding task where
existing approaches and diverse voices need to be harmonized. Most of all, action has to
be accelerated so that United Nations global commitment for providing legal identity for
all by 2030 is reached in time. Many governments, international organizations and busi-
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As every person is to be represented via the blockchain, size of the ledger will be huge.
Thus, scaling and size problems will need to be focused on from the very beginning.
Another challenge arises when digital ID is implemented, it may not be accepted all over
the world right away. Due to this, there is going to be overlapping timeframe when both,
digital and physical, identifications are carried with. Also, all countries are not going to

for physical identification for a long time. Further, blockchain version 3 that allows out-
side influence to blockchain via cryplets is a new technology and implementing it can be
challenging.

Towards digital ID

ID2020 is a global alliance of governments, non-governmental organizations and the pri-
vate sector working to address the lack of recognized identity. Its main goal is to acceler-
ate access to digital identity for those without an ID by funding digital identity solution
projects. It also aims to set standards for a trustworthy and decentralized identity frame-
work, and to enable multi-stakeholder collaboration on digital identity. (ID2020 2017.)

results have been significant and positive towards coordinated vaccination programs, ef-
ficient use of funding and driving down costs of vaccination.  The alliance aims to demon-
strate added value, for example, by investing in digital ID systems that reflect technolog-
ical best practices and creating market for such systems. This is done while prioritizing
the development of innovative models or approaches and providing a forum for coopera-
tion and coordination. This will ensure that the collaborative effort is put towards best
technological innovations, which will be implemented in scalable, secure, and sustainable
ways. (ID2020 2017)

Basing the digital identity on open standards and open API is critical to meet the four
requirements of an ID, which are personality, persistency, portability, and privacy. It al-
lows continuous innovation and development around a framework for technical interop-
erability through vendor neutrality. The ID needs to be unique to an individual and with
him from life to death. It also needs to be accessible anywhere the individual happens to
be, but only if he gives permission to use or view the data. Coordination of multiple sec-
tors is needed to ensure that the digital ID standards are applicable globally and from birth
to death, and no organization can solve this challenge alone.

This is the reason ID2020 alliance exists and is developing the standards and specifica-
tions for the back-end solution for a globally useful digital ID system, which is to be
delivered through public and private organizations with broad networks that partner with

founding member Accenture and its subsidiary Avanade to create a Microsoft Azure -
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based solution. Microsoft announced in January 2018 that inspired by the alliance, it joins

chain-based ID system that allows interoperation between blockchains, cloud providers
and organizations. (Johnson 2018.) The first in-country pilot is to be launched by ID2020
in 2018 (ID2020 2017).

The problem of scaling that arises from everyone having a digital ID needs to be solved
and that is a possible topic for some future studies. Also, it is still unclear how the change
to using digital ID would be managed and how the public opinion on digital ID could be
changed to be more positive. Digital ID needs to be integrated to other systems, including
software, and this integration could also be studied to find the optimal solutions. ID2020
is currently leading the way to a digital ID. For future research, it is suggested to follow
the digital ID project run by the alliance and see if some additional research topics emerge
from there.
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CONCLUSIONS

Blockchain is a fairly fresh and game-changing technology that has even been compared
to inventing the Internet. Its first application was the cryptocurrency Bitcoin, but now its
possibilities have been started to research outside the financial world as well. The char-
acteristics of blockchain make the applications based on it reliable, secure and transpar-
ent, which can make it a considerable option digitalizing voting and IDs.

What blockchain needs to truly break through is a good proof-of-concept. This is required
ibility in real life problems as technology is more complicated

and rather new. Smart Contracts have multiple potential use cases where it would excel
over the current solutions. Smart Contracts also support well the Internet of Things (IoT),
which is estimated to have over 50 billion devices by 2020 (Cisco 2018; Smart Contracts
Alliance 2016). As knowledge in use of Ethereum blockchain increases, the technology
is likely to become more popular (Kranz 2018). Smart Contracts are likely to become
more used when knowledge and experience in Ethereum increases. With EBaaS
(Ethereum Blockchain as a Service), scalability and use is made easier and it will help
companies to test Smart Contracts possibilities.

Society has changed a lot with digitalization, but elections are still mostly done the tradi-
tional way. Elections are very heavy operation for society because they need a lot of
workers and that is expensive. Therefore, digitalization of elections would be good de-
velopment for society. Also, there is studies that discuss that electrical elections could
motivate young people to vote more active and furthermore, decrees corruption because
the responsibility would be transformed from humans to technology.

Blockchain could be one answer to electrical elections but it still has some challenges.
The main challenges are the strict regulations about elections anonymity, election's liberty
and feared manipulation. Technical solutions can answer to the anonymity challenges.
The feared manipulation is discussed in literature to decrease if transforming to electrical
elections. The election's liberty, that everyone can vote whoever they want without prop-
aganda is hard to solve in remote voting.

Another application in the society which blockchain might be useful for is solving the
problem that there are currently over 1.1 billion people without an officially recognized

why the ID2020 Alliance has been created. It aims to create a solution for this problem
and provide people with a digital ID, which will be Personal, Persistent, Portable and
Private. Currently Microsoft and other ID2020 supporters are working on a blockchain-
based solution for solving this problem and providing legal identity for everyone by 2030.



217

cal hype peak already, but it is still a much researched and interesting technology. Most
of its applications are still in alpha or beta stages (Gartner 2018) and their outcome will
show the true potential of blockchain outside the use of cryptocurrencies. We will see if
blockchain technology is widely adopted in organizations in the near future. It requires
big investments to reach its full potential in applications.
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ABSTRACT

The growth of the internet over the last decades has influenced many business sectors and
the media industry is one of those areas. This revolution of media industry has changed
how the news contents are generated, verified, distributed and consumed. One of the
growing challenges associated with the digital media is the spread of fake news as one of
the top global challenges at present.

The objective of this paper is to study the current news verification tools to find out the
challenges of the current solutions. In that sense, two interviews with journalists and re-
viewing the current solutions helped us to point out the missing and unmet requirements
of news verification as an overlooked area.

The final outcome of the paper proposes a solution based on the emerging technologies
that are disrupting different business sectors. A crowdsourced-ecosystem on a blockchain
platform is not the only solution, but that is able to meet most of the unmet requirements.
Finally, it is believed the news verification is an ongoing problem that requires continuous
development work also in the future.

Keywords: news verification, fake news detection, journalism, journalists, e-democracy,
crowdsourced-ecosystem, blockchain-based platform
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PREFACE

This work mainly discusses the news verification process and the challenge of fake news
spread. For a clearer understanding, the definition of fake news, citizen journalism and
the shift of power relations is reflected.

We are very thankful to Dr. Henri Juhani Pirkkalainen and Osku Torro who supported us
throughout the process of this project.
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INTRODUCTION

As the media landscape is changing, the news verification has become more important.
Fake news as a term has become a new political buzzword which is used by politicians
and others to criticize news media companies (Nielsen & Graves, 2017). It is important
to understand the ways that news verification is nowadays performing.

In this report, the fake news detection as a global challenge is discussed and the following
questions are answered:

1) how does news get verified nowadays? And,
2) is there any way to do it better in the future?

Thus, this report explores the findings of the explanatory case study which was conducted
through: first, reviewing the present solutions and tools, and second, conducting two in-
terviews with two journalists.

With the help of gathered data, an investigation through news verification process stages
and models is done to understand the kind of tools that are currently used to verify the
news. It helps to find out missing aspects of the current solutions and the requirements of
future news verification systems, and finally propose a solution for the future news veri-
fication tool which could enhance transparency and trustworthiness in digital media in-
dustry. Lastly, the report is concluded with the critical points and a blueprint to reach the

challenges.
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PROBLEM IDENTIFICATION

This chapter is focusing on the news industry evolution and the challenges the intense
modern digital media platforms have.

News Evolution: From Print to Social Media Platforms

The news industry evolution has happened in multiple levels, traditional news sources
have shifted largely to online media with various technical solutions, rather than purely
fact-based news, and reporting has shifted towards a hybrid of entertainment and facts.
Local news platforms report a lot more on international events as well.

The innovations of television, radio and internet have all had a great impact on the pro-
gress of media channels and news distribution. Nonetheless, on the time of pre-internet,

fore the news distribution was relying largely on physical newspapers until more modern
technologies became common. Over the last few decades, the internet and other more
recent modern technologies have disrupted how news is gathered, distributed and con-
sumed (Dimmick, Yan & Li, 2004; Pinjamaa, 2018). Websites, applications and blogs
contribute to the content production, distribution and sharing and therefore they have
modified the perception of traditional news and created a new stage in the era of digitali-
zation and social media platforms.

Nowadays, media audiences spend more time on online and social media platforms, so,
traditional media such as the newspaper industry is struggling to find sustainable online
business models (Pinjamaa, 2018). To address this new trend in the media landscape and
find out the related challenges to provide a solution, two aspects including public sphere
and journalism industry need to be studied: the news distribution and the power of social
networks.

First, the news companies, as the traditional news publishers, are losing their power and
instead internet users are taking control of content generation, distribution and consump-
tion in an unpredictable manner. In addition, the market share of traditional news compa-
nies is undermined by newcomers like BuzzFeed, Vox and Fusion that are utilizing dif-
ferent technologies. The second aspect points out the incremental power of social net-
works like Facebook and Twitter in controlling the source, the context and the audiences
of news, in other words, who publishes what to whom (Figueiraa & Oliveira, 2017).
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 Fake News

Fake news as a phenomenon has existed nearly the same time as the printing press. In the
age of social media, there is however more possibilities to spread misleading and misin-
formation through the news contents than ever before (Shu et al., 2017).

Research has defined fake news as a news articles that are intentionally misleading read-
ers and offering them false contents (Shu et al., 2017). However, the definitions are not
easy to explain when taking into account that there are also genres like satire which are
entertainment-oriented but deceptiveness to the consumers if there is not enough
knowledge about genres or advanced media literacy skills. Along with satires, there are
also rumors, conspiracy theories, misinformation and hoaxes which could be in different
contexts included under the term of fake news. In this report the term of fake news is used
in a narrow sense. Fake news is considered as news with false-information that is created
with dishonest intentions to mislead its consumer. The reason behind this decision is to
limit the use of the term for a deeper analysis of the topic and any technique for truth
verification which are suitable for a narrow conception of fake news can also be used for
wider definitions (Shu et al., 2017).

Fake news is one of the most discussed topics globally nowadays. In the age of the inter-
net, when multiple traditional fields and societal structures are collapsing or changing,
there are questions arising: how we should see the media industry in the future and why
it is so important to understand the consequences of fake news in communities, societies
and global context. Fake news has already raised growing concerns about democracy and
equality. Stanford University research claims that almost 82% of middle-schoolers could
not distinguish between an ad-labeled sponsored content and a real news article on a web-
site (Shallenbarger, 2016). The circumstances and the abilities to identify fake news var-
ies between countries. Media literacy skills are needed especially in countries with grow-
ing economies where the use of the internet is estimated to rise in the near future.

The detection of fake news has become a central concern on the societal, individual and
even on the industrial level as the amount of fake news has risen. In addition, social issues
and arguments have arisen regarding the individual's ability to distinguish between fake
and authentic news. The authors believe in order to combat this challenge, the process
needs to be broken down into a few stages. Therefore, in the following chapters, the focus
is on identifying what the journalists or news organizations are saying about the detection
of fake news and lastly presenting the findings about how the news verification system
can be improved.
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EXPLANATORY CASE STUDY

With the aim of proposing a possible best solution for modern news verification, our ex-
planatory case study focused on getting a broad picture of the present tools and their
challenges. Therefore, 1) the present solutions are reviewed and 2) two interviews with
journalists are conducted.

This chapter describes the results of the interviews and discusses the existing verification
process models and based on these findings the criteria for a solid news verification tool
are listed.

Interview Themes

Even though there are plenty of researches data about verification algorithms, processes
and models, there is not enough information about the tools that journalists are using
when verifying the news. To develop a more efficient news verification system, a need to
know what kind of problems journalists are facing in their daily news verification pro-
cesses was detected. As a result, two journalists from Finland and Sweden are inter-
viewed.

The research was conducted by using semi-structured interviews. The journalists were
asked to respond the following questions to investigate their current situation:

What are your daily tasks regarding news verification?
What is nowadays the actual process of news verification in journalistic position
and why it is needed?
What are the resources of your news?
What information about the news do you use to approve them? What are the cri-
teria?

There were also a set of questions with a purpose to clarify journalists insights for the
future verification processes and tools. This part of interviews will be discussed again in
chapter four, where the requirements of a holistic news verification system is discussed.

What kind of information would you need to make the news verification more
efficient?
What kind of functions of the tools, applications, and technologies do you cur-
rently use to support your tasks? What kind of different functions would you like
to use in the future?
Do you think people are or will be able to verify news which they receive? How?
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Is human a necessary part of news verification? Could AI or machine learning do
the whole process in the future?

Current News Verification Processes

News verification process is at the center of fake news detection and prevention. There
are multiple verification models and tools presented in researches which demonstrate how
the complex verification process can be implemented. Shu et al. (2017) explains in order
to detect fake news, the traditional news media mostly focuses on news content like the
source of the article and the body text. However, the social media concentrates mainly on
additional data that called metadata like the aggregation of individual level features such
as average number of followers. Figure 1 illustrates different features which are related
to news content and social content.

Figure 1: News verification algorithms (adapted from Shu et al. (2017)).

As the figure above shows, the news content can be described as linguistic-based features
and visual-based features, and the social context features could be classified in user-
based, post-based and network-based groups. Shu et al. (2017) emphasizes that in the
literatures, the social context features are overlooked and few studies have focused on
this area.

tional verification processes and some approaches which were mentioned in Figure 1.
 content de-

tails checks.  An important tool is having general knowledge about the operational
environment and the actors who actively share the information. Such knowledge is
gained through socialization, education and networks, but a need for good interpersonal
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skills and an ability to understand interactional and cultural norms is also vital. Au-
thorities and professionals from different fields are a great source to check the authenticity
of the statements. Journalistic rules are a tool for understanding different news back-
grounds. Cooperation with other media and local institutions are a benefit for the news

General knowledge and cultural skills are important assets along with a great literacy skill
which includes the ability to analyze language, visual content structures and mean-
ings. Literacy skills are a tool to understand how and for what purposes the content is
created. Journalists see them also as a tool to understand and verify news in different
contexts and genres.

In the process of fake news detection, journalists rely firstly on their education and net-
works and secondly on technical solutions and tools. Technologies are crucial in
metadata gathering and checking processes. There is also a growing need to better

 in the
spreading of fake news. Technologies are needed especially when there is a large amount
of data or links that need to be checked. It was pointed out that there is a need to check
the publishers and their contact details backgrounds more efficiently and the search
engines are used as a tool to verify information or statistics backgrounds and sources.
Reversible picture search done through search engines is one popular way for pictures
verification. However, the data analysis processes are seen only as a human-based tasks
which need general emotional, cultural and intrapersonal skills and knowledge. There-
fore, the verification process is divided into two stages: data gathering and data analysis
that they are more reliant on human resources.

Criteria of the News Verification Process

News verification process demands human, social and technical knowledges. Interviews
indicate that there is a need for both social and content-based approaches. However, the
aim of this project is not only to gather ideas about the models that journalists use when
verifying the news, but to understand the criteria behind the actual news verification pro-
cess. The news verification criteria based on the interviews and the literature review are:

Check contact details consistency
Check language use, source presentations and statements formations and con-
sistency
Check numbers and statistics background and sources
Compare different independent sources
Send statements for independent professionals
Check links occurring in texts
Consider if there is any attempt to influence opinions through news
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REQUIREMENTS OF THE NEW MEDIA LAND-
SCAPE

This chapter discusses what the verification systems based on the linear development of
the news evolution require. As media platforms have become more accessible and edita-
ble by non-professionals, this chapter tries to shed a light on citizen journalism and the
concept of power.

What Current News Verification Systems are Lacking?

Shu et al. (2017) represents that according to the news verification algorithms, four mod-
els including knowledge-based, style-based, stance-based and propagation-based models
can be proposed (Figure 2).  However, based on the interviews, only style-based, expert-
oriented and computational-oriented (like fact checkers) models are in use, while
crowdsourcing-oriented and social-content models are totally neglected.

adapted from Shu et al. (2017)
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Citizen Journalism and the Shift of Power Relations

The alternative way of reporting news by non-professionally trained journalists is citizen
journalism that is based on community members playing an active role in information
sharing through collecting, reporting, analyzing and finally disseminating news
(Nyirubugara 2012, 41). Easily accessed technologies, such as smartphones, media-shar-
ing websites and social networks have enabled this new, fast responsive, category of jour-
nalism globally.

Citizen journalism is often related to an activist form of news reporting, since it often
takes place outside of mainstream media institutions and through highlighting poor cov-
erage of certain topics by the professional journalistic field or by showing another side of
the same coin. Citizen journalism relies often on alternative sources of validity than the
traditional journalism (Radsch 2013, 156-7).

This form of journalism spirals the concept of bio power that narrates to different actions
and practices that the modern nation states use in order to control their people (Foucault
1979, 140). One method can be the access and the control over information and therefore
media which is of the diverse techniques.

Therefore, after journalism has changed towards a hybrid establishment of information
sharing where both the professionals and the crowd create and formulate the out breaking
news together, the dynamics of power and politics are also influenced by it. As an exam-
ple, the
ent news page ran by citizen journalist group with the aim of raising the awareness about
the violence done on Syrian civilians during the Syrian war, and how it was supported by
Syrian diaspora in order to bridge the gap between social media and mainstream media
(Anden-Papadopoulos & Pantti, 2013).

Technical and Human-Based Needs

There are multiple existing tools for news verification and fake news detection as dis-
cussed in the earlier chapters. Nonetheless, there are still many challenging issues that
need further development, especially in the area of fake news detection on social media.
The improvements need to take into consideration both technical and human-based needs,
which include also the impact of possible cultural aspects.

One requirement of a news verification system is that it needs to acknowledge the shift
of power relations that has taken place along with the news evolution, and to respond
to these challenges with tools that bring transparency. The bots elimination systems,
mechanisms that distinguish clickbait, fake news and satire and systems that disrupt fake
news economic advantages are part of the requirements, but they do not seem to nurture
transparency which improves the outcome of news verification process.
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The dynamic change in power relations pertains to the production and consumption of
media that is also influencing democracy. Ensuring updated verification tools for jour-
nalists that promote crowd awareness is a very vital aspect along with utilizing mech-
anisms that strengthen the trustworthiness of sources. It seems there is a demand for
awareness expansion on how digital content is spread by the major players and how the
information is shared among crowds over different platforms like social networks, search
engines and mainstream media. This requires a deeper understanding of social and cul-
tural factors that impact fake news detection as an overlooked concept; what is con-
sidered fake is not being understood similarly globally.

Based on our interviews with two professional journalists from Nordic2 countries, it be-
came clear, that they rely heavily on their traditional verification tools, and they are not
using modern tools widely. One reason for that is lack of time to get knowledge of the
new tools and how to utilize them efficiently. Nonetheless, without the usage of tools, the

own images of "real" gets influenced by false sources and consequently spreading them
as real news to the crowd.

Consequently, an additional clear identified crack is the gap between the citizen journal-
ism and mainstream media platforms. If mainstream media could utilize and verify the
authenti -time-consum-
ing AI-based efforts, there could be a more grassroots level journalism and the gap be-
tween people and journalism will be bridged.

News verification and responsibility of publishing and sharing fake news should be
legislated. Currently there are parliamentary inquiries in place to discuss possible new
legislation to be created to guarantee social networks are responsible for inappropriate
contents and handling the reported complaints about them (Martinson & Jackson 2018).
Similar legislation should automatically include mainstream media.

The content control may on the other hand reflects on debates on the limits of the freedom
of speech. Therefore, another important aspect is the awareness of the importance of us-
er's own responsibility to combat fake news. Users should be aware of established fake
news sources and spot websites that use very similar URL-addresses as mainstream me-
dia3.

The existing fake news flagging programs that are already in use, e.g. by Facebook in
Germany and the U.S.A should be expanded to all the users, and the mechanism should

2 One Finnish, one Swedish journalist.

3

sites like abcnews.go.com and abcnews.com.co instead of the authentic abcnews.go.com/.
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be duplicated to other social networks. However, the easiest way is to further develop the
systems that prevent fake news from going viral in the first place; there are various fake

The authors investigation and tests show these tools cannot be seen as reliable and com-
prehensive tools, because they are meeting only a niche of fake news detection. In Figure
3, we demonstrate the missing aspects of the current systems and also problematic areas
which should be responded by the future tools.

Figure3. The requirements of a news verification system.

In the end, the control measures come back to the concept of democracy and power, and
who has it and how to control that given power. Therefore, an important question needs
to be asked: by who, with what and how can we control and observe the authenticity of
the restricting elements? In the next chapter, a comprehensive solution to meet the men-
tioned requirements besides its possibilities is discussed.
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SYNTHESIS AND SOLUTION

In order to recommend the best possible solution for the global challenge of news verifi-
cation, in this chapter, two different concepts to create a framework are discussed. This
framework also needs to be able to benefit from both citizen reporters and technology
resources to meet most of the expectations and requirements of the current and future
solution.

Firstly, modern solutions for the challenge of fake news mostly focus on computerized
and automated solutions. However, none of these solutions are able to solely detect the
opinion articles and protect the freedom of speech in a cost-efficient and timely manner.
A practical remedy to combat the spread of fake news and mitigate the negative effects
of that is providing an ecosystem that the public opinion toward fake news would be
changed and they will collaborate in crowdsourced fact-checking process in different
ways. Therefore, the concept of crowdsourced-ecosystem to promote high value content
created by the public rather than corporations and to involve the public in the news veri-
fication process is introduced.

Secondly, the internet has given everyone the power to produce content and make it avail-
able worldwide. However, this revolution of content creating is associated with some
challenges like the confusing situations that users have to distinguish the facts form fake
content. On one hand, a technology that supports the transparency within the content cre-
ation and distribution is needed. On the other hand, the centralized platforms like Face-
book are serving the interests of specific entities. Hence, the key to boost the content
quality is involving all the partners even with conflicting interests in the news verification
on a decentralized platform. The blockchain concept will be introduced as a promising
technology that would disrupt the digital media industry by ensuring that stored data is
tamper-proof, transparent and decentralized. In this project, these two concepts comple-
ment each other, it means the crowdsourcing needs to be built on a blockchain-based
platform.

Crowdsourced-Ecosystem

The crowdsourcing concept is originally defined as outsourcing a function of a company
or institution to an undefined and large network of people (Howe, 2006). Applying
crowdsourcing in the digital media area refers to getting the activities like content writing,
reporting, content editing and photography done by the amateur news consumers rather
than trained journalists. According to Howe (2006), crowdsourcing concept is on the basis
of four strategies:
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Crowd wisdom: using the knowledge of crowd for particular area
Crowd creation: using the creativity of crowd for developing the concepts
Crowd voting: using the judgment of crowd in decision making
Crowd funding: using the pocketbooks of crowd for supporting the projects

The crowdsourced-ecosystem concept in digital media industry can be a combination of
all four strategies. In other words, any strategy can respond to a specific unmet require-
ment of traditional journalism. For example, the crowd wisdom refers to utilizing the
powerful resource of human intelligence to make the media industry a more accurate,
trustworthy and cost-efficient area. Crowd voting on the other hand refers to leveraging

er the news articles.

Crowdsourcing could play an important role in shifting the power order, governance
structure and highlighting the power relations that were discussed in the previous chapter
(Rabie, 2013). Therefore, the responsibility of news trustworthiness and accuracy is
shared to both the readers and journalists.  The crowdsourcing practice by involving the
amateur writers and photographers can help the digital journalism in different ways like
submitting their information, sharing their opinions and sending their pictures and videos.
So, the crowd helps the media industry in discovering various events worldwide that are
poorly covered by sharing their information and investigations. Figure 4 demonstrates the
crowdsourcing positions the crowd at the center as the source of information in a collab-
orative ecosystem, on the contrary, social media and traditional media see the crowd only
as a consumer.

Figure 4. The transformation of news ecosystem
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Freedom of speech: Cook (2001) explains an important part of the democracy relies on
the verified news spreading. So, the media needs to be sourced by a large group of people
and in a decentralized way instead of having mainstream media and social networks like
Facebook as the decision makers of news spreading. Therefore, by the help of
crowdsourcing concept, the concerns related to freedom of speech could be solved.

Cost efficiency: from the economic perspective, Howe (2006) deemed crowdsourcing as
an economic-related approach that can be used in different types of businesses. In that
sense, a crowdsourced-ecosystem by distributing and decentralizing the news sourcing,
editing and reporting can create a platform that people work collaboratively without any
financial intentions.

Strengthening the trustworthy sources and crowd contribution: one of the require-
ments that was discussed in the previous chapter was the crowd contribution to prevent
the fake news before going viral. Using crowd voting strategy (reward/penalty system) is
a way to filter the fake news and prevent them to get viral. The people by rating, support-
ing or voting against news contents are important player in strengthening the reliable news
sources and also the news verification process. Some areas like TV shows and social
medias to some extent are examples of how crowd voting is already used.

Finally, the crowdsourced-ecosystem is also associated with some challenges. Keeping
the crowd involved and generating interest among them is an important issue that needs
to be studied. However, some social networks have been successful in motivating the
users in contributing such as sharing, commenting, liking or disliking and posting.

There are several examples of fake news that had been published by reputable media
companies and have undermined the credibility of them. Verifying the credibility of flood
of information is one of the biggest challenges associated with crowdsourced news. So,
the role of journalists has been changed to filter the crowdsourced news with the help of
different platforms like Scoopshot. However, these activities are not nearly enough, and
other areas need to be tapped to have an efficient solution (Gopalkrishnan, 2014). Conse-
quently, another concept called blockchain as a platform will be introduced to comple-
ment the crowdsourced-ecosystem.

Blockchain-Based Platform

Blockchain is not the first and also the last promising technology that will disrupt the
digital media industry. Blockchain can be used as a decentralized network to deliver and
publish unbiased and verified information. So far, there is not any clear picture and liter-
ature on how blockchain will change the architecture, intermediaries, business plan and
revenue model of digital media industry.  But, the main idea behind this section is to focus
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on the transparency of sources and distributors rather than flagging the misinformation.
Therefore, this section focuses on how blockchain will influence the digital media indus-
try to meet some of the requirements that are not met by the current news verification
process.

According to Savelyev (2017), blockchain is a distributed ledger that value exchange
transactions are grouped sequentially into blocks and all blocks are chained to the previ-
ous block and recorded in a peer-to-peer network which resolves the need of a central
authority. Savelyev also explains that blockchain has four main features:

Transparency: all the data and transactions on blockchain are public. In digital
media, transparency includes the data related to the content writers, readers or
attention payers, reviewer and publishers. Therefore, all these stakeholders have
access to every piece of data set and the history of an article on the blockchain-
based network.
Redundancy: all users hold the data of blockchain and it cannot get infiltrated or
taken down by someone. So, the new contents generated by bad actors or bots
based on the older contents could be revealed easier.
Immutability: the records modification of blockchain is possible only by consen-
sus of the majority of the users.
Disintermediation: it refers that usually there is no need to intermediaries.

The reason of using blockchain as the platform for combating the fake news is its capa-
bility to provide an open news community that prevent the stockholders from any hidden
agenda or predefined incentive (financial or political) which is a media challenge nowa-
days. According to (Constine, 20165), social networks such as Facebook usually run their

signals or news acceptance or rejection by users, and finally, relevancy that refers to
showing a content that the user prefers. Here, the same factors as the drivers of the new
system newsfeed are selected. In Figure 5, different insights of social medias and block-
chain-based platforms towards the data storage are illustrated.
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Figure 5.  Data storage on social medias vs. blockchain-based platform

Decentralized system, mitigating risk of censorship: the figure above shows social me-
dias reside all the data sets related to contents, comments and posts on an internal database
and it gives them a centralized control and power to compose the newsfeeds. It is believed
that Facebook is deciding what people see and how they have to consume the news. On
the other hand, a blockchain-based platform stores the data sets on a distributed network
without any gatekeeper. Hence, any stakeholder like content writer, reader, and reviewer

centralized network is able to avoid any hidden agenda and corrupt incentive of central-
ized publishers by moving the decision making to lower level like consumers.

Transparency, crowd voting: as it was mentioned previously, the digital media industry
is experimenting a lack of transparency due to the existence of a central database that
organizes the data related to news contents, photos, and videos. On the contrary, a block-
chain-based platform by benefiting from its transparency and visibility features will be
able to provide the users with the data and metadata to assist them in news quality decision
making. In other words, it enables the users to support the right news articles and flag the
fake news, sensational stories and clickbait. Additionally, the public reputation of pub-
lishers will be based on an accumulated public history of the published contents. So, that
will occur through the crowd voting system that is based on the votes of majorities (at
least half of the users) which helps the system to remain unbiased. Some transparent data
and metadata on blockchain-based platform are: content published date and location, us-

bination of transparency and crowd voting provided by blockchain would help in bypass-
ing and disrupting the financial resources of fake news companies.

Interconnected contents: the immutability is another important feature that without
blockchain concept could not be implemented easily in digital media industry. Because
the news articles will be stored on a distributed ledger and no external actor is able to
change or remove them. So, this can be imagined on such a system all new created news
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article can have referral and citation to related verified news and trustworthy publishers.
Contents that are a copy of existing news in the distributed storage will be revealed easily.
No expired news can be published on blockchain platform. In that sense, a network of
interlinked news articles will make a reliable news ecosystem. Finally, in such system,
when a story is proved as a fake news, then all the news articles that claim the same
content of that fake news will be classified as a fake content which can be possible by
using Machine Learning and Natural Language Processing.

Accountability, User-oriented and E-democracy: currently the journalists are the de-
cision makers about the content and they might create the news articles based on their
own mental patterns. Additionally, there is a lack of responsibility and ownership behind
the words that are used. Hence, lack of accountability of mainstream media and social
networks is a debate nowadays which can be met by blockchain technology. Blockchain
also enables people to use the transparent data to contribute in the news generation and
news verification process. In other words, blockchain without any central control bridges
the gap between the writers and readers which means providing a room for e-democracy.

In this chapter, the authors proposed a solution that is able to meet most of the current
challenges that the digital media is dealing with. This is a solution that benefits from both
human and technology resources. Due to the fact that human-based systems and auto-
matic systems are not able to keep up alone with news verification separately, we pro-
posed a solution which takes advantages of both resources simultaneously.

However, such system might be associated with some concerns.  User acquisition and an
incentive mechanism to keep all the stakeholders motivated to contribute is one of the
concerns related to the proposed solution. There are several solutions like a rewarding
system for the content writers or linking the crowd voting system to the revenues made
by advertisements which are another vast topic beyond the scope of this project. In addi-
tion, the revenue model of such system is an untouched area which needs further investi-
gation and researches in the future. It is not yet completely clear if engaging people or
crowdsourced fact checking is the most comprehensive way to manage the process. An-
other direction for combating the fake news by blockchain is using this technology to fix
social media. For example, Steem is an emerging social networking system that uses
blockchain-based rewarding system for publishers.

There are a few key questions related to the blockchain-based platform that need to be

chain technology have enough throughput to process an enormous number of transac-
tions?  Do the storage constraints remain a hurdle in front of this solution? How and by
whom will the identity of users will be verified?  Lastly, the fake news challenge surely
will remain an ongoing challenge and always there is a room for improvement and devel-
opment.
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CONCLUDING DISCUSSION

Fake news is a challenge from several centuries ago when the first printed newspaper was
published. Propaganda campaigns were tools used by those in power to sway the public
opinion. In this new era, propaganda campaigns are no longer exclusively a tool for the
power purposes but are available to anyone with an internet connection and working com-
puter.

The problem of news verification is an ongoing problem and it will need continuous de-
velopments. In this paper, we tried to show how a combination of disruptive technologies
can be used to mitigate the risks associated with the issue of the fake news. A
crowdsourced-ecosystem on a blockchain platform was introduced in this report as a fu-
ture solution for news verification. We introduced new methods through its possibilities
to enhance e-democracy, transparency and decentralization in news verification process.

However, conducted interviews during this project pointed out that journalists are still
stuck using traditional tools in verifying news as there is limited time and access to new
technological solutions. Furthermore, it seemed they are not exactly aware of the exist-
ence of new solutions. Consequently, a need for assisting journalists to get familiar with
new technologies and tools and also getting them involved in the new innovative solutions
was detected. In addition, people can be seen as the most crucial resource in news verifi-
cation process from content writing to crowd voting. So, another identified training need
was a public training regarding general news verification process and fake news detection
as a global missed aspect. Finally, the greatest step could be developing organizational,
cultural and societal structures and individual´s knowledge.

In the process of this research, needs for further studies were identified. Our proposed
solution is in some levels based on the assumption that all humans are innately good, and
they would consume and share only real news, and never fake news intentionally. None-
theless, it should be critically evaluated, if the media trends support this assumption. In
addition, some people or instances are always willing to take a blame from fake news,
and therefore a ledger would not be necessarily a waterproof solution as hindering for the
spreading of fake news. Concurrently, more researches are needed to safely say block-
chain can be used efficiently in the news verification process.

To conclude, this report was only a starting point in renewing news verification process.
A crowdsourced-ecosystem on a blockchain platform could offer great opportunities to
citizens to verify news as a daily basis in the future. However, there are multiple questions
which need to be responded. In addition, there is a need to create structure which ensure
that everyone has possibility to adapt new technologies and understand mechanisms be-
hind them.
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ABSTRACT

IT-revolution in corporations brought intranets and other similar solutions to the organi-
zations. Solutions purpose is to keep employees in touch with most important information
about company and its environment. Digital social environments as known as social me-
dia has been used among most people for several years. Social media is mostly used in
free time and is related to hobbies and social interaction with friends. Now there is ideas
which brings features from both intranet and social media to fulfil modern organizations
needs in social interaction and information sharing. This research handles topic by an-

What is a digital social environment, what require-
ments should be addressed because of global scale and what features, needs and goals the
platform must meet?

The idea of digital social environment is rather new and its definition is most likely same
with intranets definitions. Digital social environment is something that connects digital
solution and also users of the environment. Digital social environment is intranet which
includes channels to social interaction. Digital social environment is also something
which could be better modified for the user not for the company.

This research focus is on knowledge intensive business services (KIBS). KIBS is one of
the fastest growing industries o global scale. KIBS actions are based on information re-
sources. That makes it very important for KIBS organizations to handle their information
resources properly. KIBS organizations are often very dynamic and flexible and it should
be taken in consideration when planning or implementing new digital solutions.
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INTRODUCTION

Since the IT revolution in corporations, intranets and other similar solutions have existed
in large organizations to help the workers stay in touch with the most recent and important
information about the company and everything happening around it. Nowadays a new
competitor idea has emerged and quickly grown in the field of those solutions, one that
until latest years has been something that executives hated to see their employees use in
the office: Social platforms.

Instagram and Snapchat for example. Usage within corporations outside social network
a solution using ideas from

both, social media and intranet-like systems to meet the needs of modern organizations
and especially modern knowledge workers. The solution, sometimes called digital social
environment, sometimes digital workplace, is something that our group found interesting
as well, as we have had some contact to this idea while attending other recent courses
within the faculty.

To match the main content of the course we decided to consider issues about an imple-
mentation of a social platform solution in a point of view of a global organization. The
main topics were condensed in three main research questions: What is a digital social
environment, what requirements should be addressed because of global scale and what
features, needs and goals the platform must meet?
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A DIGITAL SOCIAL ENVIRONMENT AS AN OP-
TION TO INTRANET

The idea of setting a platform closer to a social media solution in position of a traditional,
commonly used intranet is not exactly a familiar situation for most people. The whole
idea can be considered rather new and modern and examples are yet more or less rare,
though existing anyway. It also sets certain challenges and demands to the organization
implementing it, and these factors should be considered before doing the actual imple-
mentation. In this chapter the term digital social environment will be opened up a little,
as well as what its implementation demands from an organization or a company.

Digital social environment

A digital social environment as a term is very close to the original idea of intranet by
definition:
technology, that is contained within an enterprise. It may consist of many inter-linked
local area networks (LANs), desktop computers, ERP, websites and portals, and email

(PDM 2009). Even though due to evolution the best definition of intranet is
no longer quite like this, it still is surprisingly close to what a definition for a digital social
environment would be (PDM 2018).

A digital workplace or a digital social environment is something that connects digital
solutions together, but also connects the users and workers together. It works as a place
to share, to use and to see and to show. As an example, for anyone to be easily understood
would be a Facebook-like platform with a Facebook-like user interface with all the fea-
tures of Facebook including chat, scheduling, video calls, etc. In addition, the users are
able to open programs and systems from Facebook, and work on files together, like in
Google Drive. All ERP, CRM systems for example could be accessed through the envi-
ronment, as well as Dropbox and other data storages.

In other words, it is just everything we already use at work, but includes also the social
connection between the users. It includes everything we usually miss when we start work-
ing at home instead of going to the office every day. That way it combines the IT solutions
we use every day for working and social media and social networks we use to be in contact
with people.

Digital social environment vs. traditional intranet

As said, digital work social or a digital social environment includes the social features
that intranet does not, and it is the major difference between those two. The changes from
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intranet to digital workplace can be seen in 10 steps as shown in table 1 by Richard Den-
nison. The differences are not always absolute improvements, but surely, they meet mod-
ern needs better than original intranet solution. (Dennison 2015)

Table 1: Changes occurring when moving from intranet to digital workplace according
Dennison (2015)

From (Intranet) To (Digital workplace)

Company homepage My homepage

Majority of content static with small
amount of fluid content

Majority of content fluid with small amount
of static content

Driven by news Driven by enterprise social network

Single content owner Multiple content owners

Read Do

Content editor owns the page Feed manager owns the page

Content controlled by page owner Content controlled by user with feeds,
searches and filters

Designed for desktop Responsive design

Fixed design and structure Flexible design and structure

Flat content Layered content

As seen in the table, the idea is to create a system and an interface that helps the user do
his job and meet his needs as well as possible. The content also should be what the user
actually needs and instead of only seeing the news (that are important too, of course), the
user should also be able to see and get information from other people, so called coffee
break information. (Dennison 2015)

The information flow from one to another needs the information to be owned and actively
presented by all the users instead of just one feeder. Also, a true thing is that instead of
just reading, doing and creating are as important in sharing information and knowledge.
The feed manager is surely the most efficient person to find useful and valuable infor-
mation for users and the user him-/herself is obviously the right person to choose what he
or she sees in his or her feed. (Dennison 2015)
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Truth is also, that the time of working only in desktop is history within knowledge work-
ers and therefore it is a requirement for the solution to provide a possibility to be accessed
through smartphones and pads too. The need of evolving also creates a need for flexibil-
ity. Lastly, as every Facebook user knows, information has a bad habit to hide among
others if the content is not layered and the layers controlled by the user. (Dennison 2015)

Requirements for implementing a global social digital environ-
ment

The implementation of a digital social environment sets its own needs and requirements
to the organization executing the implementation. Naturally, the implementation of a tra-
ditional intranet-like solution has its requirements as well, but obviously we try to focus
on the requirements that a digital workplace does set but an intranet does not. We will
also consider the global setting throughout the whole report.

Compared to an intranet, the social platform does not set that many different needs.
Mostly it would require the company to seek compatible solutions to maximize the pos-
sibility to use as many programs and systems through the platform. System support would
be the number one in our opinion. The system would surely work without plenty of com-
patibilities too, but the advantages might not be that large in that case.

Another main issue would be the need to have and create activity among users. As the
possibilities of the user expand, the responsibility multiplies as well. Without active users
the user-based information creation and knowledge expansion will not occur effectively
and the lack of advantages might light up frustration among users. Therefore, systematical
proactivity and encouragement might have a major role in the implementation process to
set the train on right tracks.

The global level itself does not affect the needs very heavily, in fact we believe that a
social platform could be easier to adopt for a global organization than an intranet as it
might lower a risk of cultural clashes. A social media like solution could give the users
an impression that they are just getting a new Facebook that they are allowed to use during
office hours. The similar experiences of social media around the world might easily make

ctations similar, no matter if they are working in India or Brazil.
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KNOWLEDGE INTENSIVE BUSINESS SERVICES

Knowledge intensive business services (KIBS) is one of the fastest growing industries on
global scale. Information and knowledge have become one of the most used resources
and KIBS are the ones to handle most of these information resources. In this article we
are trying to find characteristics of KIBS that needs to be taken care if a KIBS would
implement a new digital social environment. We also take account the global scale of
KIBS and find solutions to make global working easier inside global KIBS.

KIBS is defined by Muller & Doloreux (2009) by having knowledge intensive inputs to
business services in both private and public sector. This means that the main resource of
KIBS is knowledge or information. This is the reason that we think traditional methods
to implement new social software might not work for KIBS.

Characteristics of knowledge intensive business services

The whole knowledge intensive service industry is one of the most dynamic components
in most highly industrialised countries (Koschatzky et al. 2001). By the nature KIBS are
very dynamic and according to Koschatzky et al (2001) also very flexible. This flexibility
must be addressed in all acquisitions they make. We have to think how this flexibility is
should be addressed in social software and how can we also support it.

We already discussed about the information resources that KIBS use. It is one of the main
characteristic of KIBS that they use mainly intangible assets (Koschatzky et al. 2001).
Intangible assets are not physical and mainly these are transferred between people by
communicating through different channels. These channels can be anything from email
to printing copies to co-workers. In social software we have to think how we can find
right channels for different kind of knowledge.

In KIBS much of these intangible assets are professional knowledge of people working
and KIBS relies on this professional knowledge to work properly (Muller & Doloreux
2009). This professional knowledge is mainly tacit knowledge that is hard to transfer to
anyone else. It is usually transferred by observing or practicing and hard to transfer oth-
erwise. Tacit knowledge sharing might be harder to implement inside a social software.

KIBS themselves are normally the primary source of knowledge or they use knowledge
to produce services for their clients. These clients are from public or private sector but
mainly not for private consumption. (Muller & Doloreux 2009) Social channels to outside
must be then to other companies and not private customers. KIBS are usually found mak-
ing innovative activities between classical services and manufacturing companies (Tseng
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et al. 2011). We must also think how to make the social channels to different kind of
companies.

Table 2 will collect all these characteristics and open it from the social software view.
These will be then used in the next chapter to think what the digital social environment
needs to have inside KIBS.

Table 2: Characteristics of KIBS

Characteristic Social Software

Dynamic and flexible nature Addressing and supporting it

Information as main resource Sharing easily to right place and right time

Professional knowledge / Tacit
knowledge

Transferring tacit knowledge inside or-
ganization

Public and private sector consumers
Privacy of information, channels to out-

side

Innovation inside organization Free flow of information

We found out many distinct characteristics inside KIBS. These are all working for global
companies as well as smaller local companies. Next thing is to make the scale bigger and
work on global scale and think how that can affect the social software.

Global view

This report will take account the global view to social software. Earlier we discussed what
requirements social software has for global organizations and we found out that it does
not set any demanding requirements. In this part we will find out what requirements does
KIBS have if we expand to global scale.

Modern technology has enabled KIBS to become global (Antonelli 1999). Therefore, we
must think about the global scale on social software implementation. There has also been

Global KIBS can become a norm in the markets and that is one reason more to study
about implementing global scale social software.

Most KIBS are concentrated inside metropolitan areas (Murrel & Doloreux 2009). These
areas have excellent communication possibilities around the world. We think that prob-
lem is not speed of communications nor lack of network. We think also that these are the
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most suitable conditions to create global social networks inside a company or also with
partners.

KIBS are different than traditional manufacturing firms in many ways. According to Mul-
ler & Doloreux (2009) local innovation networking is more important for KIBS than these
traditional manufacturing firms. Even if it is not global networking we still have to think
this local side as well. In same article from Muller & Doloreux (2009) it was also said
that it is important to have collective learning and networking between many different
KIBS. This will help them innovate and create more.

Concluding this part, we found at that in global scale KIBS have great conditions to use
global scale social networking because KIBS are concentrated in areas where communi-
cations around the world are easy to create. What we also found out was that local net-
working is at least as important as global networking for KIBS.



252

CONCLUSIONS

The digital social environment within a global knowledge intensive business sets a set of
different requirements. The fundamental need is to adapt very similar platform into a so-
cial one from platform that is nowadays perceived as an intranet and add features which
are familiar from Facebook and from other social media channels.

Firstly, there platform needs to include feature that is similar to intranet. That means a
place to store all documents and information, content that is now in intranets. This kind

this is not just a new system but a place that connects all the old with cleverness and
efficiency. There is no point to integrate new systems if the new is not better than the old
one.

The main idea of digital social environment is to adapt social media aspects to business
world. This platform should include a Facebook-like social side, that allow statuses, chat,
interaction, commenting and all that would bring the coffee table conversations with
working way to the business world. There are platforms that allows this, but with this the
main idea is to bring the social aspect to the old intranet and create a functional wholeness.
This platform would adapt other ideas from Facebook, too: possibility to modify own
feed with own preferences, create different groups (for whole organization, for team, for
hobby groups etc.). This is an answer to need there is to share information and increase
the communality and fellowship.

The global aspect does not increase the requirements, actually it is, as said before, easier
to adapt this kind of social environment to the global surroundings that the traditional
intranet. rmation and its availability
are the most important, and in this kind of platform this needs to be focused and not left
in the shadow of the socialness. This social platform is suitable and optimal for open and
modern organizations that underlines the importance of knowledge sharing and employ-

This kind of new platform faces problems, too. The social platforms need the sociality
and activeness of people and this would be a challenge to get the employees be active and
take the pleasure and benefit from this kind of system. As well if all the documents are
still stored in different data warehouses and places, there is no purpose for concentrated
system. The organizational culture must support this kind of openness and innovation.

At this time there are systems that offers features listed above. For example, Microsoft
Office has set of features that could be used as a digital social environment, but our con-
clusion was that there is still used many different systems aside the Office. Our goal in
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this environment is to bring all the systems the organization uses in one place and create
a system that would be compatible to all. This is not yet possible with any existing system
and would be one major problem when creating the system.
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S THE CLOUD?

A cloud is a collection of hardware, network connections, and soft-
ware that provides services, that individuals and communities can use
at will from anywhere in the world. Cloud computing is a trend shift:
instead of getting computing power through hardware and software
acquisition, the consumer uses the power made available by a pro-

 Wikipedia

1.2 Go hard disk in 2000 correspond to a 1000 Go hard disk nowadays) and the Internet
just started to grow. But recently the trend is reversed, cheaper price and an easy way to
access to the cloud convince many companies. Indeed, companies can save money by
using the cloud by grouping all the services data, with the virtualization of equipment, the

Maintenance, security and update are the responsibility of the provider.

Using the cloud allows companies to share easily their work with all employees, a fast
flow of data inside the company. In knowledge management this simplify the collabora-
tion between employees and create a kind of trust building which is important in an in-
ternational company for example (with all the cultural difference, different point of
view...)
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A PRACTICAL CASE (UBER ATTACKS IN 2017).

What happen?

In end of 2017 Uber, a global taxi technology company, faced a huge problem of security.
The personal data about their drivers were stolen (names, email, driving license number)
by hackers. A young company like Uber usually use the drive for their services, but they
were unexperienced about the security of their drive. Hackers found the login and pass-
word through a third-party, cloud-based service. Once the login and the password found

crypted.

paid 100.000 dollars to keep them quiet and delete the informations.

What was the mistake?

password of the company were stored in a unique computer server. Then one of the em-
ployee of the firm made the mistake to give hackers the access to this computer server.

After that they only had to connect because there were no recognition system or double
security system.
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How Uber could have prevented that and what they do after?

First, critical informations were stored in a unique place, they should have divided their
data and stored them in many places. If for example their unique data center breaks down
or is destroy, the probability of getting back their datas is not high. In this case hackers
only needed one access and they get what they wanted without any efforts.

The employee who gave them the access to the first cloud through a fake email should
have p
that training employees is very important and can prevent some trivial mistakes into a
huge problem.

The access to the second cloud was not protected. There was no access right, no recogni-
tion system. Only the login and password was enough. Datas were also not encrypted
which it was easy to read them.

After this incident, Uber reinforced their security, especially the access to the cloud by
limiting the number of people who can access the cloud and made a double security check.
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CLOUD SECURITY IN GENERAL

focus on. Because that many companies are starting using cloud services like Netflix,

Figure 8 sers (from the website search cloud provider)

their datas.
Other problems like the reliability of the cloud or the resolution of problem comes after.

What are the threats?

Here is a list of keywords we found during our research

-Security breach are the most common threats, there is no perfect security system, some
security system may be very hard to hack but if the security system is not updated regu-
larly eventually hackers will find a way to go through the system.

 -
can access datas, which datas they need, if they still need to use datas. Some people with
right access are forgotten and even if they leave the company they still have an access.

-Vulnerability exploit on operating system (windows, IOS, Linux). In this c
the responsibility of the company who use it but the responsibility of the company who
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sells the OS and most of the time it takes few days to correct the vulnerability. But the
damage is already done. Like what happen with the ransomware WannaCry.

-Account piracy is still relevant, there are still people who made mistake without paying
attention and most of the time it should be avoided.

-Malicious action initiated internally in the workforce of the supplier. Industrial spying is
a real thing,
enough. It happened to many companies like Boeing, Michelin, Volkswagen. It was the
same scenario for each case. An executive with right access took all the datas and tried to
sell it to the competitor.

-Advanced Persistent Threats (APT) which consists of a form of attack where the hacker
succeeds in somehow installing a device in the internal network of the organization, from
which it can eradicate important or confidential data

-Data loss that can be caused by a datacenter's (logical) computer attack, a physical attack
(fire or bombardment), a natural disaster, or even just a human factor at the service pro-
vider, for example in case of bankruptcy of the society

-Denial of service which is an attack that consists in making unavailable a service by an
excessive consumption of the resources such as the processors, the memory or the net-
work. The idea for the hacker is to successfully overload the Datacenter resources to pre-
vent other users from enjoying the services. It happened to twitter in 2009
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What are the solutions?

Figure 9: Poll about what's the best way to protect the cloud (CIO insight website)

Intern ways

Intern ways consist of protecting the cloud inside the company, especially with your em-

can do to protect their cloud:

-Directly encrypt your data on your cloud, even if hackers can access to the cloud they

-Implementation of good practices to reduce the human risk (access left by mistake to
other users, unsecured password, deletion of data due to improper handling ...).

-Encrypt also your network, it will be harder for hackers to navigate through your network
and find interesting datas.

-Use two-factor authentication whenever you can. Google, Facebook and Twitter offer it,
and more and more sites are getting started. This is not the easiest way to access your
data, but it allows your valuable data to be much more secure.
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-Be sure that the antivirus can detect non-normal activities, like accessing the cloud from
a non-

-Use a different password for all your accounts. It can be hard to follow but you can use
a password manager to remind you all.

-Use different identifiers. Do not use similar identifiers - such as the first letter of your
first name followed by your last name and @ gmail.com or @ yahoo.com - for different
accounts.

-Passwords, passwords, passwords. The easiest way to protect your information is to cre-
ate and use strong passwords (and not use them on multiple accounts) Do not use diction-
ary words Do not use names or dates they must be at least 18 characters long and contain
non-alphanumeric numbers, letters and symbols.

-Create e-mail dedicated to your banking information or information retrieval. Create an
email for all accounts with your card or bank account information. Create a separate ac-
count for recovering data or passwords

Extern ways

Extern ways consist of protecting the cloud from outside, prevent other people outside
the company to have access to the cloud or simply protect from outside threats. Here is a
list:

-Back up your data. The cloud will eventually fail, so back up all the data without which
you could not live on multiple disks and in multiple locations. Store this data on a com-
puter as well as an external hard drive, and keep one of its backups in a safe place other
than your home - at your office or at your parents', for example - so the data will not be
lost if fire, burglary or any other catastrophic event.

-Opt for a solution that offers good guarantees of security and confidentiality (data en-
cryption, intrusion detection, firewalls ...)

-Ensure that access can be removed remotely for a user or a support.

-Check data sharing and deletion settings for any user.

-Ensure the reliability of the chosen solution and the assurances of restitution of the data
in case of end of service.

-Do not open untrustworthy e-mail.
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CONCLUSION

Clouds are useful due to them capacity to give access to data on a lot of technologies. As
we see previously, security must be a huge part of interrogation and research to protect

It shows that the cloud is not an impenetrable fortress and even with all the improvements
made, there are still companies who suffer from cloud hacking like DropBox or Yahoo.

During our research we found that cloud was a promising sector but the security was the

sharing but they can lose everything too. With the different security problems companies
are less prone to use the cloud, there is still need concrete evidence on its security.
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