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Abstract—This paper studies the performance of Received
Signal Strength (RSS)-based fingerprinting positioning methods
under different attack scenarios. We discuss different attack
models and we compare the accuracy of a commonly used RSS
fingerprinting algorithm with a robust version relying on access
node visibility, with respect to those attacks. The results show
that the robust fingerprinting method outperforms the traditional
fingerprinting method for a particular group of attacks, for
two attack types the accuracy improvement, in terms of Root
Mean Square Error (RMSE), can yield factor two. RSS-based
fingerprinting methods are most susceptible to jamming of access
nodes and least vulnerable to random removal of access nodes.

I. INTRODUCTION

Location information is fast becoming an essential compo-
nent of many applications and services with the increasing
connectivity of every day objects emerging from the Internet
of Things. Ultra dense networks will accelerate this process
by further increasing the location accuracy and possibly
by sparking new situation-aware services for which reliable
location information is vital. Especially for safety critical
services, the security and robustness of localization methods
are of fundamental importance.

Among the many techniques to infer location information,
fingerprinting based approaches are very popular due to their
simplicity, effectiveness and availability of various signals of
opportunity. A considerable number of location-based services
rely on Wireless Local Area Network (WLAN) fingerprinting
in order to cover dense urban and indoor environments.

Usually WLAN Received Signal Strength (RSS) measure-
ments are used for fingerprinting positioning. More recently,
also Bluetooth Low Energy and Radio Frequency Identification
RSS or back-scattered power signatures have been used for
fingerprinting localization [1, 2]. RSS fingerprinting relies on
two stages. In the first stage, called survey or training stage,
the RSS signatures are gathered at known positions or labels
and stored together with that position and the identifier of
their origin (typically the Medium Access Control (MAC)
address) in a database. Such a “fingerprint” (FP) identifies the
location (ideally) uniquely and it can therefore be used to infer
location information from RSS measurements. This is done in
a positioning phase, the second stage, during which a mobile
terminal captures RSSs and compares them with the fingerprint
database from the survey stage to find its position.

Fingerprinting methods using RSS signatures have been
investigated intensively, however, their security and robustness
issues have been overlooked to a great extent. The authors
of [3] were concerned with the security of WLANs in general

and focused on the detection and localization of a malicious
node, which forges identities of legitimate access nodes
(ANs). Kushki et al. [4] studied the selection of ANs in
order to improve the resilience of fingerprinting positioning
systems against (random) environmental attenuation. In the
studies [5] and [6], the robustness and the performance of RSS-
based positioning systems is studied; they compare different
positioning methods for different attacks. However, many attack
scenarios have not been looked into and a more comprehensive
study on the robustness of RSS fingerprinting to various attack
types is lacking.

In this work, we discuss several attack types and we com-
pare the positioning performance of RSS-based fingerprinting
methods under these attacks, based on simulations. We present
our simulator which provides realistic RSS predictions for
the simulation environment and we assess the robustness of
two positioning algorithms against the chosen attacks: the
traditional, probabilistic positioning with Gaussian kernel, and
a robust MAC address-only positioning algorithm. Although
this study focuses on WLAN RSS fingerprinting it is expected
that the outcomes are applicable to any radio frequency (RF)
fingerprinting system.

II. RELATED STUDIES

Table I summarizes seven types of attacks/faults that might be
encountered in RSS fingerprinting. These attacks/faults impact
either the infrastructure, i.e. the ANs, or the data, in which
case the RSS are affected. For that summary, we unify attacks
and faults, because the physical phenomena affecting the RSS
measurements during a specific attack or fault is the same. It
is, for example, irrelevant if an AN disappears because it was
removed by the owner, or (un)intentionally switched off or
jammed. Thus, the attack’s or fault’s impact on the positioning
performance is the same.

An attack on a positioning system can have different impacts
and objectives. An adversary may either want to i) break down
the positioning system completely, ii) degrade the positioning
performance, or iii) misguide the mobile terminal to let it
believe to be at a different location. Compared to other
positioning systems, the attacks on RSS-based fingerprinting
systems are rather simple to implement, because both RSS
and MAC addresses are broadcasted unencrypted and can be
captured easily; with the exception of newer iOS systems,
where MAC addresses are randomized [12]. Shutting down
or degrading the localization is simple. However, misguiding
the mobile terminal is a more elaborate task because of the
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Table I
OVERVIEW OF MAIN ATTACKS AND FAULTS ON POSITIONING SYSTEMS THAT ARE BASED ON RSS FINGERPRINTING.

Attack/Fault Description Comment w.r.t. RSS-based positioning and relevant references

Un/intended power failure Disable, shut down, remove ANs. It affects all FPs of a single AN [7], or of the selected ANs [6], by removal of the corresponding RSSs.

Attenuation/amplification
of signals

Place material around ANs, or in-
crease/decrease transmit power.

A constant offset is added to all FPs of the selected ANs [8]. In [9] the RSSs of a random selection
of FPs and the RSSs of spatial clusters of FPs are modified by an offset to simulate different mobile
terminals, crowdsourced fingerprint databases and partial updates of databases.

Change of environment
Alteration of signal propagation
environment by moving, or adding/
removing objects.

In [4], it affects all FPs of the selected ANs by a zero-mean, uncorrelated, Gaussian noise (for larger
environments a modification of the environment that affects all FPs of an AN is unrealistic). Whereas [6]
removes or adds RSSs in a limited set of FPs, and [9] adds a random offset to RSSs of spatial clusters
of FPs to simulate that attack/fault.

Relocate ANs ANs are moved to new positions
or interchanged.

Laoudias et al. [5, 6] replace the RSSs of a random selection of ANs with the RSS of a different
random set of ANs; if both sets of ANs are disjoint it equates swapping of ANs, if both sets intersect
it simulates a Sybil attack combined with jamming of the original ANs.

Spoofing A rogue or fake AN impersonates
a legitimate AN.

An adversary AN masquerades as different legitimate AN to convince the mobile terminal that it is at
a distant location. In [10] spoofing is studied particularly for Skyhook WPS (not using the RSS for
position estimation, therefore forging the MAC address suffices). Chen et al. [3] simulate spoofing by
modifying the position of the impersonated AN.

Sybil attack A rogue AN forges multiple iden-
tities of legitimate ANs.

It extends spoofing to several nodes (in the context of fingerprinting). Rogue node sends its packets
with identities of legitimate ANs. It affects the RSSs of the impersonated ANs at all FPs; the attack
is more devastating if the legitimate ANs are jammed. [3] split the RSS and apply them with multiple
node identities; for [6] see relocate ANs.

Jamming Interferer disrupts communication
in its wireless range.

It affects all ANs of the FPs in range of the jammer. The study [11] can be interpreted as several
jamming attacks during the survey stage (however, it is rather a fault than an attack scenario).

spatial dependence on the environment and the randomness of
the radio propagation environment.

For some of the attacks/faults in Table I also detection and
mitigation techniques have been studied. To detect attenuation
attacks the authors of [13] compare the observed RSSs
with the RSSs in the training database. For identity-based
attacks, Chen et al. [3] developed a detector that relies on
the spatial correlation of RSSs (RSS from different locations
form separated RSS clusters in signal space, whereas RSS
from the same position form a common cluster in signal space)
and their associated ANs. With that approach, spoofing can
only be detected if the original nodes are not jammed during
the spoofing attack. Nonetheless, jamming the legitimate ANs
makes the attack more effective if the legitimate node is in
the vicinity of the mobile terminal. The approach in [5] relies
as well on the dissimilarity of observed RSS and RSS in the
database. Detection schemes for other attacks or faults are
lacking.

If an attack/fault is detected, two options exist to mitigate
them [5, 14]: First, the faulty observations can be ignored,
which bears the risk of excluding some of the correct observa-
tions. Second, the faulty observations can be incorporated and
mitigated using more robust pattern matching algorithms [14].
More robust methods rely on robust statistics, such as the
median, as central tendency measure, and the median absolute
deviation, as measure for the dispersion.

III. METHODS

A. Simulation Environment

The presented results are outcomes of a simulator allowing us
to exclude external interferences and to simulate more complex

scenarios. The simulator has been built around a multi-wall
multi-floor path-loss model [15]

L = 10γ log10(d) + αiwNiw + αowNow + αflNfl + ε, (1)

where γ is the path-loss exponent; the α-terms are penetration
losses for different types of walls and N is the number of walls
the wave propagates through on its way between transmitter
and receiver, the subscripts “iw”, “ow” and “fl” stand for inner-,
outer wall and floor. The noise is denoted by ε, a zero mean
Gaussian random variable accounting for shadowing effects.
We set the path-loss at reference distance of 1 meter, L0, to
zero. The distance between a receiver at location pR and a
transmitter at location pT is denoted by d = ‖pR − pT ‖. The
power budget for the kth AN reads

PR,k = PT,k − Lk, k = 1, . . . ,K, (2)

where PR,k ≡ RSSk stands for the receive power and PT,k
for the transmit power, both in dB.

The parameters of the path-loss model are inferred from real-
time WLAN RSS measurements collected in a 6-floor university
building of the Tampere University of Technology. The training
database contains RSSs captured by various Android devices.
The number of walls and floors are obtained from floor plans.

In a first step, we estimate the path-loss model parameters
for each AN of the fingerprint database containing the actual
measurements. Therefore we use least squares regression on (1).
For each AN we stack the power budgets of all m = 1, . . . ,M
FPs such that PR,k = Hkθk + ε, with a design matrix

Hk =

1 10 log10(d1,k) Niw,1,k Now,1,k Nfl,1,k
...

...
...

...
...

1 10 log10(dM,k) Niw,M,k Now,M,k Nfl,M,k


(3)
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Table II
DISTRIBUTION FITS OF PATH-LOSS MODEL PARAMETER ESTIMATES.

Parameter Distribution Shape parameters

PT Log-Normal µ= 3.86, σ = 0.15
γ Normal µ= 1.82, σ = 0.58
αiw Weibull c = 1.60, λ = 0.76
αow Gamma a = 1.45, b = 1.44
αfl Weibull c = 1.30, λ = 5.00

and a parameter vector θ = (PT , γ, αiw, αow, αfl)
T . Thus,

the least-squares estimates of the path-loss model parameters
become θ̂k = (HT

k Hk)
−1HT

k PR,k, see also [16]. To compute
the distance between the ANs and FPs, dm,k, we estimate the
position of the ANs, pT , with the weighted centroid algorithm
from the fingerprint data [17].

In a second step, we fit distributions to the path-loss
model parameter estimates and sample these distributions to
obtain a set of parameters to predict eventually RSSs. This
procedure increases the flexibility of the simulator for different
modeling tasks, e.g. different attacks. We fit the distributions
using maximum likelihood estimation and we based the final
decision for a certain distribution on the Bayesian Information
Criterion. Table II presents the obtained distributions. The
Normal distribution is characterized by its mean µ (location)
and standard deviation σ (scale). In case of the Log-Normal
distribution µ and σ stand for the location and scale of the
normally distributed logarithm of the random variable. The
shape of the Gamma distribution is specified by a and its scale
by b; for the Weibull distribution, we use c to denote its shape
parameter and λ for the scale parameter. The distributions
were additionally truncated at their minimum and maximum
estimates. To fit a distribution to the transmit power we reversed
the sign of the transmit power.

The simulation of a fingerprint database comprises the
following steps: i) choose at random positions for a random
number of ANs for each floor (here, max. 15 ANs per floor
and 55 ANs in total), ii) define the positions of the FPs (regular
grid with five meter grid-spacing), iii) sample a set of path-loss
model parameters from the distributions in Table II for each
AN, and iv), predict RSSm,k, the receive power of the kth AN
at the mth fingerprint position according to (2), for all ANs
at all FPs. The RSS observations for the positioning stage are
computed in a similar way. For each position of the test track
we use the same procedure, but skip step iii) and reuse instead
the corresponding sets of path-loss model parameters from
the simulation of the database. The noise standard deviation
was set to σε = 3dB for all predictions and we truncated the
power levels at −90 dBm to account for the sensitivity of the
wireless network interface card.

We simulated seven types of attacks: Attenuation-
Attack, Environment-Manipulation-Attack, Interferer-Attack,
AN-Removal-Attack, Jamming-Attack, AN-Interchanging-
Attack, and Spoofing-Attack; they are detailed in section III-B.

Attacks on RSS can typically be simulated by adding offsets,
or noise to the RSSs, by setting the RSS to specific values, or
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Figure 1. Simulation scenario showing the six levels of the building, a single
AN on the 4th floor, its fingerprints, the jamming node below 2nd floor
and the canceled fingerprints of the same AN due to the jammer (PTjam =

2× 10−6 W =̂ −26.9 dBm). The color of the fingerprints reflect their RSS
in dB according to the colorbar.

by setting them to NaN to simulate that the signal has not been
received. Attacks on the ANs are also simple to simulate, either
the RSS values, the positions of the ANs or their identifier can
be modified.

To simulate a spoofing attack we replace the RSS of all FPs
of the legitimate ANs by the RSS of the spoofing node.

Our approach to simulate a jammer in a RSS-based fin-
gerprinting positioning system is as follows. We simulate
continuous, white noise, wideband, physical-layer jamming
with constant power, so that it affects all WLAN channels
in its range. WLAN channels ultimately fail at a Signal-to-
Jammer ratio of 0 dB [18]. To simulate such a jammer, we
place a node into the simulation scenario (in the basement at
(132, 38,−1.5)m), we chose some realistic path-loss model
parameters and we predict its RSS at the positions of the test
track; if the RSS of the jammer exceeds the RSS observed by
the mobile terminal, we set the observed RSS to NaN. Such a
situation is exemplified for a single AN in Fig. 1.

B. Feasible Attacks on RSS-based Positioning Systems and
Their Attack Models

We focus here on attacks during the positioning stage, since
they are more likely, and harder to detect and to mitigate.
Additionally, the survey stage can be repeated if inconsistencies
of the fingerprint database are detected.

The attacks were simulated for different severity levels. We
simulate attacks on the ANs by selecting ANs at random. The
number of affected ANs is varied from 0% to 100% of the
total amount of ANs in the fingerprint database. Attacks on the
RSS are simulated for different spatially limited areas. The size
and shape of the area is determined by the range of a jammer,
which depends on the jammer’s power and the propagation
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environment. The different attack severity levels are yielded by
varying the power of the jammer between 0.2 pW and 20W
(−96.8 dBm to 43.0 dBm).

a) Attenuation-Attack: An adversary shields ANs to
attenuate its signals [8], or alternatively compromises ANs
and changes the transmit power levels (e.g. 1mW to 30mW
for typical 802.11g (OFDM) WLAN nodes). In our simulations
we add a constant offset of −20 dB to the RSS of the affected
ANs whenever they are heard at the test track positions. See
results: “AN attenuation”.

b) Environment-Manipulation-Attack: Signals can addi-
tionally be attenuated (or amplified) by changing the environ-
ment, e.g., position larger objects like foils or heavy trucks
and so forth in the environment. This can be simulated with a
bias locally applied to the RSS of ANs received in a certain,
limited area. We simulate an severe attack of this kind by
adding −20 dB to the RSSs that are smaller than the RSS
of a simulated jammer at the affected test track positions. In
contrast to [9] we add the offset during the positioning stage and
consider only a single area. See results: “env.-manipulation”.

c) Interferer-Attack: An adversary uses an interferer that
adds white, normally distributed noise to the signals. Here, this
noise has a mean that depends on the distance to the jammer,
it is 5 dB in average, and it has a standard deviation of 10 dB.
That distortion is added to the RSSs, received at test track
positions, that are smaller than the RSS of a simulated jammer.
Changing randomly parts of the propagation environment can
yield a similar effect. See results: “interferer”.

d) AN-Removal-Attack: An adversary randomly disables
ANs; e.g., disconnects the ANs from power source, or alter-
natively compromises the ANs and switches them off. This is
simulated by setting the RSSs at the test track positions that
hear the affected ANs to NaN. See results: “AN removal”.

e) Jamming-Attack: An adversary jams ANs in vicinity of
a malicious jamming node, or alternatively disables neighboring
ANs. We simulate a jamming node to determine an area within
which the RSSs, that were received at the test track positions
and that are lower than the RSS of the jammer, are set to NaN.
In contrast to [11], we remove the RSSs in range of a single
jammer in the positioning stage. See results: “jamming”

f) AN-Interchanging-Attack: An adversary interchanges
ANs randomly. We simulate this attack by interchanging RSSs
at all FPs that receive signals of the affected ANs. This scenario
is more likely due to maintenance of ANs, as the adversary
would need physical access to the infrastructure and unmount
and remount the ANs. See results: “AN interchange”.

g) Spoofing-Attack: An adversary broadcasts packets with
identifications of several legitimate ANs (MAC addresses) and
jams the legitimate ANs. In our experiments we choose an AN
at random from the legitimate ANs to be the spoofing node and
replace the RSSs of legitimate ANs with the RSSs of the rogue
node. Thus, the mobile terminal receives the same RSS from
apparently different ANs. Removing the RSS of the legitimate
ANs equates jamming them. Replacing/reusing the same RSS
suggests that they are at the same location as the rogue AN.
However, jamming of several distant ANs with a single spoofing

node is unrealistic. A possible implementation is to use several
spoofing nodes that jam the legitimate ANs and which all
replay the same packets while the packets’ MAC addresses are
replaced by the MAC addresses of the corresponding legitimate
nodes. See results: “AN spoofing”.

Regarding the complexity, attacks that alter the environment
and attacks on the ANs are simple, provided that the infras-
tructure is accessible; but they cause suspicion and are easy
detectable. Manipulating the data (RSS, MAC addresses) is
simple too, because RSS and MAC addresses of legitimate ANs
are broadcasted and WLAN packets can be easily modified
in that regard. Attacks that require compromising an AN are
more difficult.

C. Positioning Algorithms

We analyze the attacks for two positioning algo-
rithms. A probabilistic fingerprinting method based on
the Gaussian kernel [19], where the likelihood for
each reference point pm is computed by p(p) =∏K
k=1

1√
2πσ2

PR

exp
(
− (RSSm,k−P̂R,m,k)

2

2σ2
PR

)
. We have chosen

σPR, = σε. A common estimator for that method is the
maximum likelihood estimator:

p̂ = argmax
p

p(p), (4)

nonetheless, we compute the position estimate as the mean
of the reference points that correspond to the three largest
likelihoods.

The second algorithm applies fingerprinting on the amount of
MAC addresses instead of RSS signatures; i.e. one counts the
number of commonly heard MAC addresses in the observations
and database and picks the position that corresponds to the
maximum of commonly received ANs as the final position
estimate

p̂ = argmaxp(|{MAC}m ∩ {M̂AC}m|). (5)

Here, we denote a set of MAC addresses of a FP by {MAC}
and the cardinality of the intersection of the two sets by | · |. In
order to decreases the variance, we estimate the position as the
average of the positions of FPs that share the same maximum
amount of common MAC addresses. This is a considerably
robust algorithm w.r.t. the RSS model. Besides its robustness, it
is computationally less expensive and requires less information
(only the MAC addresses but no RSS) than the maximum
likelihood approach.

Other robustified fingerprinting methods that usually rely on
robust metrics for the distance in signal space are expected to
yield errors in between these two methods.

IV. RESULTS

The test track runs through the complete six-floor building,
so that all attacks have some effect. We compare the different
attacks by the cumulative distribution function (CDF) of the
positioning error for the traditional fingerprinting method using
RSSs (RSS FP), based on (4), and for the fingerprinting method
using only MAC addresses (MAC-only FP), based on (5).
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Figure 2. Probability of an accuracy of 10m of RSS FP and MAC-only FP
for different attacks and for different attack severity levels.

Fig. 2 depicts the CDF for an accuracy of 10m of both
positioning algorithms for attacks on the ANs (Attenuation-,
AN-Removal-, AN-Interchanging-, Spoofing-Attack). It is
shown for three different levels of attack severities, i.e. either
10%, 50%, or 90% of the ANs are affected.

Results for the RSS-based fingerprinting method (on the left
hand side) show that it is remarkably tolerant to the random
removal of ANs. This tolerance is attributed to the redundancy
of ANs and it declines as more ANs are removed. RSS FP is
susceptible to the Attenuation-Attack, especially for a large
number of affected ANs. Interchanging and spoofing ANs
degrade the positioning performance more than the random
removal of ANs, but less than attenuating the ANs by 20 dB.

Similar observations hold for MAC-only FP, shown on the
right hand side of Fig. 2. This method is also robust to the
removal of ANs. In comparison with RSS FP, it shows an
increased tolerance to the attenuation of ANs, because this
attack impairs the algorithm’s performance only if the RSS
fall below the detection threshold of −90 dBm.

The results for the attacks that impair the RSSs (Environment-
Manipulation-, Interferer-, Jamming-Attack) are summarized in
Fig. 3. It depicts the probability of yielding an accuracy better
than 10m for the RSS FP and the MAC-only FP. This time
the three attack levels, and consequently the area affected by
the attack, are determined by the jammer impacting the signals
with −82.8 dBm, −26.9 dBm, or 29.0 dBm transmit power.

Both positioning methods tolerate the Interferer-Attack, but
are susceptible to the Environment-Manipulation- and Jamming-
Attack. The most severe decrease in positioning accuracy is
caused by the jammer, particularly when the area affected
by the attack increases. The RSS FP algorithm is also very
susceptible to modifications of the environment, while the
MAC-only FP shows some robustness against this attack.

The right hand side of Fig. 3 illustrates well that the
MAC-only FP, in general, tolerates attacks that manipulate
the RSSs. The positioning performance decreases only if ANs
are not received any more. The Interferer-Attack is ineffective,
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Figure 3. Probability of an accuracy of 10m of RSS FP and MAC-only FP
for different attacks and for different attack severity levels.

Table III
RMSE OF RSS FP AND MAC-ONLY FP ALGORITHM FOR DIFFERENT

ATTACKS AT 50% AN FAILURE, OR −26.9dBm JAMMING POWER
RESPECTIVELY.

RSS FP (m) MAC-only FP (m)

no fault 7.65 13.87

50% AN
failure

AN attenuation 25.50 21.80
AN removal 11.39 16.75
AN interchange 27.47 29.83
AN spoofing 27.75 35.65

PTjam =
−26.9 dBm

env.-manipulation 34.70 17.89
interferer 22.50 14.13
jamming 66.24 38.15

because it adds a relatively small, positive bias which might
be additionally compensated by the additive noise.

Moreover, we compare the RMSE of both positioning
methods in Table III. Jamming impairs the both fingerprinting
methods most, since it is able to prevent positioning completely
over wide areas of the building. Without any attack and for less
severe attacks, the additional information of the RSSs almost
doubles the positioning accuracy of the RSS FP, compared
with the MAC-only FP. The robustness of the MAC-only FP
method is advantageous for higher attack levels and for attacks
that manipulate the RSSs, but also for the Attenuation-Attack.
The robustness of MAC-only FP is due to the ability of
confining primarily very large errors. In comparison with
RSS FP, MAC-only FP yields the largest improvement for
the Environment-Manipulation- and Jamming-Attack, by factor
2 and 1.7, respectively.

However, a positioning error over 10m is already too large
for many indoor applications. In our scenario, the error of
RSS FP exceeds these 10m for some attacks at rather low
attack levels of about 30% and −54.8 dBm.
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V. CONCLUDING REMARKS

Both studied positioning methods tolerate least jamming and
are quite susceptible to interchanging of ANs and spoofing.
Attenuating ANs and manipulating the environment may also
decrease the positioning accuracy severely. The complexity
for most attacks is relatively high, since they require modifi-
cations of the communication system’s infrastructure or the
environment, or require compromising ANs; moreover, they
cause suspicion. Considering the lack of robustness towards
jamming in addition to the complexity of the attacks, we
conclude that jamming represents the greatest threat to RSS-
based fingerprinting, as powerful jammers are readily available
and easily deployed.

A designer of a fingerprinting positioning system should
therefore first and foremost consider countermeasures to deal
with jamming. Further work is required on detecting and
mitigating attacks. Given that also the MAC-only FP algorithm
is susceptible to most attacks, the primary mitigation approach
is to locate and remove the source of impairment. Thus, spoofer
and particularly jammer localization needs further investigation
in the context of RSS-based fingerprinting positioning too.

As a general conclusion, RSS-based fingerprinting systems
are very prone to attacks and should be used with care when
integrated into applications or services with certain security
requirements.
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