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Abstract—Our paper focuses on the detection and direction
finding of jamming signals in Global Navigation Satellite System
(GNSS) bands. A methodology for in-lab validation for three
selected jammer detection algorithms and two selected jammer
direction finding algorithms is presented and measurement-based
results, for nine combinations of GNSS and jamming signals, are
shown. Both chirp jammers and amplitude-modulated single-tone
jammers are considered in our in-lab validation process. The
algorithm selection was done based on literature studies. Power-
based detectors and direction finding algorithms are considered
in this paper. It is shown that the considered detectors have simi-
lar performance and good detection probabilities for Jammer-to-
Signal ratio (JSR) above −10 dB and that the Minimum Variance
Distortionless Response (MVDR) beamformer can estimate quite
accurately the jammer’s Angle of Arrival (AoA) with JSR above
10 dB.

Index Terms—Global Navigation Satellite Systems (GNSS),
jammer direction finding, jammer detection, in-lab validation

I. INTRODUCTION AND MOTIVATION

The interference in Global Navigation Satellite System
(GNSS) bands is increasing at an worrisome rate, as shown
for example by various Eurocontrol Voluntary Air Traffic
Management (ATM) Incident Reports [1]. GNSS bands span
from 1.164 GHz to 1.61 GHz in cm-wave spectra. The two
most threatening interference types in GNSS are jamming
interference and spoofing. The jamming signals, often inten-
tionally emitted, are typically narrowband signals transmitted
in the GNSS bands at a higher power than the GNSS signal
and adversely affecting the functionalities of a GNSS receiver,
especially at the level of acquisition and tracking. The spoofing
signals are counterfeit GNSS-like signal sent typically from a
terrestrial or low-altitude source and affecting the navigation
solution of a GNSS receiver [2]. Our paper focuses on the
jammer types of interference, as the jammer transmitters are
usually easier to build with Commercial Off-The-Shelf (COTS)
building blocks than spoofer transmitters. Also, with the
increased proliferation of Unmanned Aerial Vehicles (UAVs),
popularly known as drones, malicious transmitters of jamming
GNSS signals can now be placed in the vicinity of landing or
taking-off aircraft and can pose increased security threats to
passengers and pilots [3].

As counter-measures against the interference in GNSS, there
are typically two main classes of methods: i) interference
detection and mitigation methods and ii) interference direction

finding and localisation methods. In the first category, the
receiver can detect if an interferer is present or not on a certain
frequency band, and it can decide to shut down its operation on
that particular frequency band or it can decide to not trust the
navigation solution in the presence of the detected interferer
(i.e., interference detection part). The receiver can also detect
the presence of the interferer and take measures to mitigate the
effect due to the interferer (i.e., interference mitigation part).
In the second category, the GNSS receiver can estimate the
position or the direction of arrival of the interferer and it can
take measures to block the signals coming from that particular
direction.

There has been a large amount of research work so far
regarding jamming detection, mitigation, and direction finding
in GNSS bands, e.g., in [4]–[10], but most of this work focuses
on theoretical modelling and simulation-based results. Very
few papers addressed the issue of validating the interference
detection or direction finding algorithms with GNSS raw
data [11]–[16]. To the best of the authors’ knowledge, none
of them has compared the methods for different combinations
of GNSS and interference signals, and there is currently no
open-access in-lab data for such studies.

Our paper aims at two main targets: i) to present a novel
methodology for in-lab validation of jammer detection and
direction finding on GNSS bands, and ii) to offer benchmark
open-source data for the researcher community to advance the
studies in the field of jammer detection and localisation [17].
We tailored the jamming detection and direction finding to
airborne applications, because they are among the most safety-
critical applications of GNSS.

The rest of the paper is organised as follows: Section II
gives an overview of the detection and direction finding
algorithms implemented for testing, together with a justification
of their choice in the context of GNSS jammer detection and
direction finding. Section III presents our in-lab validation
methodology and the hardware equipment used for the in-
lab testing. Section IV presents the comparative results and
Section VI summarises the findings and draws the conclusions.

II. DETECTION AND DIRECTION FINDING ALGORITHMS

The problem of jammer detection and direction finding in
GNSS at a certain time instant n, using an array of L omni-

978-1-7281-2445-2/19/$31.00 c© 2019 IEEE



2019 9th International Conference on Localization and GNSS (ICL-GNSS), 4–6 June 2018, Nuremberg, Germany

directional antennas, can be expressed in discrete domain by

r(n) = s(n) + i(n) + w(n), (1)

where r(n) denotes the L×1 array output and s(n), i(n) and w(n)
represent the GNSS, the jamming, and the additive, normally
distributed, white noise signal components, respectively. We
denote the steering vector by a(θ) = [a1(θ), . . . , aL(θ)]T , such
that i(n) = a(θ)i(n), where i(n) is the interference signal
waveform. The interference signal is assumed to be uncorrelated
with the GNSS and noise signal. Furthermore, we assume a
single narrowband jamming signal and that the receiver is in
the far field of the jammer. Most of GNSS signals are Code
Division Multiple Access (CDMA) signals (except GLONASS,
which currently uses Frequency Division Multiple Access
(FDMA)), as such they are mutually uncorrelated and their
sum approximates normally distributed noise [7]. In addition,
the power of GNSS signals close to the earth’s surface is below
the noise floor. From the detection and direction finding point
of view, the vector s(n) is virtually an additional noise term,
although it contains the GNSS signals from multiple satellites
in view.

A. Jammer detection algorithms

Although the CDMA scheme provides inherently some
robustness to interference due to its processing gain, the GNSS
signals are susceptible to interference, due to their very low
power. The power of a jamming signal is also its key parameter,
particularly the in-band power in the GNSS band. It is in
general favourable to detect the jammer as early as possible
in the receiver chain, thus, we concentrate on power-based
jamming detectors at the front-end, before acquisition and
tracking stage [7].

The detection of a signal in noise can be formulated as
a classical binary detection problem, i.e., the detector has
to decide between two hypotheses: i) the null hypothesis,
H0, which reflects the interference-free scenario, and ii) the
hypothesis H1, which reflects the case when a jammer is
present. The output r(n) of a single antenna contains sufficient
information to detect the jamming and the two hypotheses are:

H0 : r(n) = ζ(n) [interferer absent]
H1 : r(n) = i(n) + ζ(n) [interferer present]

, (2)

where i(n) is the sampled interferer signal and ζ(n) = w(n) +
s(n) contains the GNSS signal and the noise (cf. Eq. 1). A
detector relies on a test statistic, which reduces the data to one
parameter on which the decision is made. To find the decision
rule to discriminate between both hypotheses, we run the data
generating experiment repeatedly and compute the empirical
Probability Density Functions (PDFs) of the test statistic for
both hypotheses. This framework allows us to compare different
detectors uniformly.

A threshold must be set for each detector in order to
distinguish between both PDFs. If the test statistic exceeds
the threshold, the null hypothesis is rejected and the jamming
signal is declared present. In our tests, we computed the test
statistics under H0 and H1, then we fixed the probability

of false alarm to a desired reliability level (e.g., 10−3 and
we computed the corresponding threshold and corresponding
detection probability. We introduce briefly the three studied
test statistics as follows.

a) Time Power Detector (TPD): The TPD, also known
as energy detector, measures the received signal energy over a
certain period of time [18]. Its test statistic is given by [18]

TTPD(n) =
1
J

J∑
j=1

N∑
n=1
|r(n + ( j − 1)N)|2ν, (3)

where N is the number of samples of the considered interval, J
is the number of intervals (thus the signal is observed in total
over JN samples) and ν is a positive number that determines
the power-law, e.g., ν = 1 for the square-law detector and
ν = 0.5 for the amplitude detector. The measured power is
typically normalised by the number of samples N and by the
noise variance.

b) Frequency Power Detector (FPD): The FPD [18] is
quite similar to the TPD detector, as, according to Parseval’s
theorem, the average power of a signal in time domain equals
the average power in frequency domain. The periodogram is
used to estimate the signal’s spectral density for the FPD.

c) Automatic Gain Control (AGC): The AGC [12], [19]
is an analogue front-end technique that maintains the control
of the power of the incoming signal to provide an appropriate
power for the quantizer despite a large input power range. In
the presence of interferers, the AGC decreases its gain to keep
AGC output signal level stable and avoid large fluctuations.
By monitoring this change the presence of interferer can be
detected. The gain of the AGC is the test statistic. Again, a
suitable threshold depends on the nominal level of the AGC
gain. The AGC nominal level is manufacturer- and antenna-
specific.

B. Jammer direction finding algorithms

Jamming signals are diverse [20], [21] and their parameters
or other characteristics of the signal or the source are typically
unknown. The location of the source can still be inferred
from differential measurements, meaning relative measurements
of signal parameters between two or more sensors. These
parameters are commonly Received Signal Strength Difference
(DRSS), Time Difference of Arrival (TDoA), Frequency Dif-
ference of Arrival (FDoA) and Angle of Arrival (AoA) [22],
[23]. DRSSs are quite inaccurate, as they rely on a path loss
models and power differences are very low at large distances
from the emitter. Furthermore, the usually unknown path-loss
exponent must be known or estimated. Using FDoAs for source
localisation can be very accurate, particularly for narrow band
signals. However, measuring FDoAs is difficult in general, as
it requires relative motion between receiver and emitter and
knowledge about the relative speed between them; in addition,
the receiver position must be precisely known while the signals
are measured [22]. TDoAs can also provide a good localisation
accuracy, notably for wideband signals. The last two methods
require strict time synchronization between the receivers to
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obtain accurate measurements. Furthermore, TDoA position
estimation needs a favourable geometry, implying rather large
distances between the receiver pairs. AoAs are obtained from
antenna arrays. Compared to FDoA, they can be measured
accurately – whilst the array is properly calibrated, and the
antenna configuration is compact in contrast to TDoAs.

AoAs are inferred from the phase shifts observed at different
antenna elements caused by the different arrival times (delay)
of the wavefront at these elements. Two common AoA
estimators are the MUltiple SIgnal Classification (MUSIC)
method and the MVDR beamformer [23]. Both of them extract
the required information from the spatial covariance matrix R =
E{r(n)r(n)H }, (·)H denotes the complex conjugate transpose.

The MUSIC method relies on the eigen decomposition of
the spatial covariance matrix, which we assume to be full
rank, i.e. the array is unambiguous and that the signals are
uncorrelated. The magnitude of the eigenvalues helps to classify
their corresponding eigenvectors: into i), eigenvectors that can
be associated with the interference component of the received
signal, Ui , and ii), eigenvectors that can be associated with
the noise-like components, Us+n. The matrix Us+n spans the
so-called “noise subspace”. The MUSIC estimator exploits that
the “noise subspace” is orthogonal to the “signal subspace”,
i.e. UH

s+na(θ) = 0, and its spatial spectrum reads [23]

P̂MUSIC(θ) =
a(θ)Ha(θ)

a(θ)HÛs+nÛH
s+na(θ)

. (4)

The MVDR beamformer was derived with the objective to
maximize the Signal-to-Interference-plus-Noise Ratio (SINR)
at the array output and its spatial spectrum is given by [23]

P̂MVDR(θ) =
1

a(θ)H R̂−1a(θ)
. (5)

where R̂ = 1
N

∑N
n=1 r(n)r(n)H is the sample covariance matrix.

The AoA estimate results from searching the spatial spectrum’s
maximum θ̂ = argmaxθ P̂(θ).

III. IN-LAB VALIDATION – PROPOSED METHODOLOGY

Since it is illegal in Europe to radiate wirelessly any
jamming signal into the GNSS bands, we adopted the following
procedure: first, we generated the jamming and GNSS Radio
Frequency (RF) signals with two separate signal generators;
secondly, we recorded the generated signals with the help of
an Universal Software Radio Peripheral (USRP); and finally,
we fed these signals to the selected jamming detection and
direction finding algorithms in our software.

The hardware setup for signal generation and recording
is depicted in Fig. 1. It shows a Spectracom GNSS signal
generator (GSG), used to generate the GNSS signals, a Vector
Signal Transceiver (VST), combining baseband and RF signal
generation and used to generate the different interference
signals and a USRP used as receiver. A computer controls
the VST through Matlab software and the USRP through
LabVIEW software. In addition, it receives the baseband In-
phase/Quadrature (I/Q) data from the USRP and stores these
data on a hard disk.

VST

USRP
GSG

Fig. 1. Hardware setup to record GNSS and jamming signals.

The complete signal chain is illustrated in Fig. 2. We
generated the jamming signals in baseband with Matlab and
then sent them to the VST using the corresponding drivers
for Windows and its C programming interface from within
Matlab. The GSG is standalone and it generates the GNSS
RF signals according to the parameters that we provided to
its user interface. After the interference and GNSS RF signals
were generated, they were sent through cables to the USRP.
We configured the USRP to receive each signal in a separate
channel synchronously.

To record the signals we adapted a LabVIEW user interface
through which we configured the USRP. The two baseband
aci/q sample streams provided by the USRP were buffered and
then sent to the computer and written to files, see [17] for
more details. Examples of a GNSS and a jamming signal are
shown in Fig. 3 and Fig. 4. They depict the Power Spectrum
Density (PSD) and the spectrogram of the recorded Galileo E1
and the 20 MHz-chirp signal, respectively.

All remaining processing of the I/Q samples was done in
software. This includes the channel models that account for
fading and different propagation path lengths between emitters
and the antennas, the power adjustments to meet certain JSR at
the antennas, and the detection and direction finding methods.
We specified the number of antennas to three. It is a trade-off
between the ambiguity resolution and the technical implications
on an aircraft. The space-to-air and the ground-to-air fading
channels were both modelled by a tapped delay-line. Normally
distributed noise was added on top, with power corresponding
to the specified Signal-to-Noise Ratio (SNR) (relative to the
GNSS signal). Note that we configured the GSG to generate
only a signal from a single GNSS satellite, to be able to apply
the channel model, governed by the propagation path, sensibly.
The effect is expected to be marginal, as long the JSR is correct,
because the GNSS signals are uncorrelated. Then the signals
were fed to the detection and direction finding algorithms
described in Sect. II. For interference detection, we only used
the signal received at one antenna.

IV. RESULTS WITH IN-LAB DATA

We analyse the algorithms for different scenarios and signals.
We consider a takeoff or landing scenario with an aircraft
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Fig. 2. Block diagram of the jammer detection and direction finding methodology.
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Fig. 3. PSD and spectrogram of Galileo E1 signal.
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Fig. 4. PSD and spectrogram of chirp jammer with 20 MHz sweep range.

speed of 140 kn and assume, for AoA estimation, an array
of three omni-directional antennas located on the top of the
fuselage. The scenario is two-dimensional and the single
jammer is at azimuth of 119◦ at a distance of 1000 m. We
modelled exponentially correlated fading and we assumed
a single, direct path between the satellite and the aircraft
and a multipath channel for the jammer-to-aircraft link with
5 components. In addition, we evaluated the algorithms as
well using only a Additive White Gaussian Noise (AWGN)-
channel. The SNR (GNSS signal & noise) in was set to −10 dB.
These used signals are combinations of i) three GNSS signals:
GPS L1, GPS L5 and Galileo E1 signals, and ii) three common
interference signals: Amplitude Modulation (AM)-tone and
two chirp signals with 8.64 µs sweep period and 10 MHz and
20 MHz sweep range. The chosen interference signal types are
the most common jammer types [13], [20], [21].

A. Jammer detection – results

Fig. 5 and Fig. 6 show the Probability of Detection (PD) of
the TPD and AGC for all combinations of signals (The results
for the FPD are withhold as they do not provide additional
insights and due to the lack of space.). The TPD outperforms
the AGC and the FPD detector. All detectors start detecting the
presence of jammer at a JSR of about −15 dB and they reach a
PD close to 1 at a JSR of −4 dB (TPD) or 0 dB (AGC), for all
the considered scenarios. The differences between the detectors
are small, in general, e.g. for the scenario with Galileo E1 &
10 MHz chirp and 5-path fading channel (see Fig. 5(b) and
Fig. 6(b)), the TPD requires about 2 dB less JSR to achieve
the same PD than the AGC for most of the tested signal
combinations.

B. Jammer direction finding – results

The performance of the AoA estimators is shown in Fig. 7
and Fig. 8. The top figures, Fig. 7(a) and Fig. 8(a), present the
results for the AWGN channel. The MUSIC estimator requires
about 3 dB more jamming power than the MVDR method to
yield an accuracy of about 1◦. In case of the fading channels,
both the MUSIC and MVDR methods start converging several
dB later compared with the static channel. The MVDR
beamformer yields an accuracy of 1◦ at a JSR of about 10 dB.
Both methods show consistently better performance for signal
combinations that include GPS L5 signals. In fading channel
scenarios, in high JSR regimes, the AoA estimators achieve
higher accuracies for AM-tones than for the corresponding
chirps.

The poor performance of the MUSIC algorithm is due to
its lack of robustness to deviations from the assumptions
mentioned above. Both AoA estimators are sensitive to coherent
signals, introduced by the multipath channel.

V. OPEN-SOURCE REPOSITORY

Parts of our in-lab measurements are available in open access
at Zenodo [17]1; a Matlab script to read the data is included.

1The dataset used for the original submission of this paper was erroneous.
The data were recorded again and the results were recalculated for this final
version of the paper.
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Fig. 5. PD vs JSR with AWGN (5a) and with (5b) 5-path fading channel for
TPD detector. 500 Monte Carlo iterations and a fixed Pfa of 10−3.

VI. CONCLUSION

This paper presented an in-lab validation methodology for
jammer detection and direction finding in GNSS bands for
aircraft applications with a maximum reuse of the aircraft’s
existing GNSS infrastructure and minimum of modifications.
Our methodology allows us to use RF signals to evaluate
the chosen detectors and direction finding algorithms without
actually jamming the GNSS frequency bands.

The three different detectors perform similar; nevertheless,
TPD yields the best performance among the chosen detectors
and reliably detects jamming from about −4 dB JSR onwards.
No patterns of the detector’s performance for the different
jammer signals and scenarios could be identified.

The analysis of the AoA methods shows clear preference for
the MVDR beamformer over the MUSIC method. The results
additionally show a higher accuracy of the direction finding
methods for interference signals of lower frequencies; because
of the longer wavelength relative to the array element distances
of about 1 m.
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