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Abstract—Network-assisted device-to-device (D2D) communi-

cation is a next-generation wireless technology enabling direct

connectivity between proximate user devices under the control

of cellular infrastructure. It couples together the centralized

and the distributed network architectures, and as such requires

respective enablers for secure, private, and trusted data exchange

especially when cellular control link is not available at all times. In

this work, we conduct the state-of-the-art overview and propose

a novel algorithm to maintain security functions of proximate

devices in case of unreliable cellular connectivity, whether a

new device joins the secure group of users or an existing device

leaves it. Our proposed solution and its rigorous mathematical

implementation detailed in this work open door to a novel

generation of secure proximity-based services and applications

in future wireless communication systems.
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I. INTRODUCTION

Recently, researchers have completed network-assisted
WiFi-Direct device-to-device (D2D) offloading technology [1],
which tames unlicensed WiFi bands to relieve cellular network
congestion by making use of the availability of two radio in-
terfaces (e.g., 3GPP LTE and WiFi) in today’s mobile devices.
The feasibility of a proof-of-concept implementation of such
technology on live cellular core has also been demonstrated
in a practical trial lately [2]. The concept of LTE-assisted
WiFi-Direct brings together two previously independent net-
work architectures – the centralized networks (e.g., cellular)
and the distributed systems (e.g., WiFi-Direct) – by allowing
some form of centralized assistance (control) over otherwise
distributed communicating proximate pairs.

As� LTE-WiFi� offloading� technology� has� already� taken�
shape,�our�main�target�in�this�research�is�to�study�the�resulting�
hybrid� centralized-distributed� architectures.� The� underlying�
goal�is�to�allow�secure�data�delivery�for�already�communicating�
D2D� users� even� in� the� cases� of� unreliable� cellular� connec-
tion� [3],�which�may�become� temporarily�unavailable�due� to� a�
variety�of�different�factors,�such�as�user�mobility,�obstacles,�etc.�
"� group� of

D2D users can straightforwardly establish their own informa-
tion security (IS) rules with conventional methods. However,
whenever LTE connection becomes unavailable (unreliable),
our solution empowers a certain number of user devices in
this group to admit a new (previously unassociated) device or
to exclude one of the existing members from the group.

Today, such group admission/exclusion can only be man-
aged by the cellular network employing the Public Key In-
frastructure (PKI) and our proposed algorithm extends this
functionality for the cases of partially unavailable cellular
connection (tunnels, airplanes, lifts, etc.). In a nutshell, the
contributions of this work are twofold: (i) we conduct a
thorough state-of-the-art overview of potential security, pri-
vacy, and trust solutions that are suitable for proximity-based
communication; (ii) building on this background, we propose
our novel information security protocol for network-assisted
D2D connectivity, which remains operational even when cel-
lular network connection becomes temporarily unavailable.

This paper is organized as follows. In the following
section, the current state-of-the-art behind secure proximity-
based communication is outlined. A detailed overview of the
contemporary information security protocol operation is also
given it this section. Further, in Section III a novel algorithm
is proposed allowing secure direct connectivity in case of
unreliable cellular connection. In Section IV, the respective
protocol implementation and operation are discussed. Several
examples of available applications for the proposed protocol
follow in Section V. The main outcomes of this work are
summarized in Conclusion.

II. STATE-OF-THE-ART ON SECURITY FOR
PROXIMITY-BASED COMMUNICATION

In today’s cellular networks, the central control infrastruc-
ture that orchestrates the associated wireless devices is deemed
always available. Consequently, given its reliable and ubiqui-
tous presence, cellular network is typically assumed to serve
as a trusted authority for security purposes. In proximity-based
D2D communication with continuous cellular connectivity, the
3GPP LTE base station is responsible for managing security



functions within the network, and most of the corresponding
operations can thus be handled over the PKI [4].

On the other hand, for wireless architectures not relying on
pre-existing network infrastructure [5], [6], communication and
security functions are distributed across users. If simultaneous
use of more than one radio interface is allowed, a variety of
new attacks [7], [8] become possible, which advocates the use
of PKI whenever available.

The key requirements for hybrid systems without perma-
nent centralized management can be identified as follows [9]:
a reliable connection establishment control algorithm; an
adaptive mechanism for rapid response to network topology
changes or node failures; a multi-hop communication possi-
bility; and an algorithm enabling continuous secure con-

nectivity even when the cellular base station is not accessible.
This important topic is elaborated upon in what follows.

Before proceeding with the associated background, we dis-
cuss the main underlying terms and definitions. First, a security
protocol is assumed to be composed of distinct blocks, which
in essence constitute various cryptographic primitives invented
by the protocol developer or reused from the past research.
Each of these primitives solves a certain specific security issue.
Some fundamental primitives and their associated descriptions
are the following:

• Confidentiality (Encryption) – only authorized users
have access to data transmitted over a wireless net-
work.

• Integrity (Hash functions) – only authorized users can
alter the transmitted data.

• Accessibility (Keys, Passphrases) – only authorized
users can access data in a timely fashion within
operational constraints.

As a result, relevant primitives are combined in order to
construct a required protocol that would solve a certain target
task. In particular, important research questions to address
when developing a protocol are: What to combine? How to
connect? In which order?

In this work, we concentrate on the key security challenges
from the point of view of establishing secure connectivity be-
tween unfamiliar proximal devices. Even though our problem
formulation is novel and shaped by the emerging network-
assisted D2D technology, the topic itself has much prior
background captured e.g., in [10], [11], and [12]. For instance,
the well-known Diffie-Hellman key exchange algorithm [13]
maintains the zero-knowledge property on each side of com-
munication, but requires a secure channel in-between the
communicating parties for its successful operation. Taking into
account the more recent developments, PKI is employed as a
trusted authority (i.e., a certificate provider) to distribute public
keys and thus allow for communication of end-devices [4]. A
simplified PKI scheme is shown in Fig. 1.

Alternatively,� if� the� network� in� question� does� not� feature�
a� centralized� control� unit,� a� Pair-Wise� Key� (PWK)� could� be�
utilized�[14].�Importantly,�while�using�this�method�the�commu-
nicating� devices�would� not� be� able� to� obtain� any� information�
about� their� pair� devices� except� for� their� identity.�
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Fig. 1. Secure data transmission with and without the PKI

the device’s signature – a public key based on a specific ID.
However, a personal secret key is then required for decryption.
The respective service may be provided with the use of a
Private Key Generator (PKG), which could be employed only
in the case of its availability in the system.
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Fig. 2. Keys (pair-wise) redistribution and new user arrival case

Additionally, if a PKG becomes temporarily unreachable, a
set of users connected to the PKG prior to when the connection
became unavailable could group together and form a (or use
an existing) Master Key (MK) [17], [18]. Accordingly, a new
device could receive access to the network as it is shown in
Fig. 2. A new PWK could be generated as a function of the
MK and a set of IDs (Fi,j = F (MK, IDi, IDj)), and it can
be calculated with the following approach:

Fi,1 = F (MK, IDi, ID1)

Fi,2 = F (MK, IDi, ID2)

...

Fi,n = F (MK, IDi, IDn)

Fi,i = F (MK, IDi, IDi)

(1)

Interestingly, in sensor networks the devices conventionally
remove the MK after the key pair generation has been com-
pleted [19]. Such course of operation is taken mainly due to the
static system topology of most sensor networks. Along these
lines, in our D2D architecture we reuse this approach in order
to allow for the new devices to join the network continuously,
even if the cellular network connection becomes unreachable.
Additionally, the MK would be regenerated anew in case when
the base station connection is re-established.

Noteworthy, the devices may also store a PWK with
themselves Fi,i. This is done mainly for the case when a new



user enters their proximity, that is, when the target device is
connected to the cellular network and it requests a MK directly
from the network coordinator to obtain a new key and connect
to the neighboring device K1,j = K1,1 = F (MK, ID1, ID1).

Another important issue in proximity-based networks is
the question of trust. We consider a solution based on Pretty
Good Privacy (PGP) trust scheme developed by Phil Zim-
mermann [20]. Accordingly, the trust level can be input as
a numeral from zero to one and would then be obtained as a
sum of the trust multiplications for the already known users
t = w01w11 +w02w12, as it is demonstrated in Fig. 3. Hence,
if the trust level is equal or greater than 1, one can assume
that the user is trusted; otherwise, the connection to this user
would be discarded. In addition, one may build a tree of trust
for the target network.

...
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...
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Fig. 3. Trust policy based on PGP scheme

The second part of our discussion concerns classical issues
related to ad-hoc networks [21], that is, proximity-based de-
vice arrival/departure when no connection to the centralized
infrastructure is available. Importantly, this scenario brings
along additional challenges, such as key distribution for device
association. The latter can be solved by a Broadcast Encryption
Protocol [22], which implies that there exists a number of
user key sets K = K1,K2, ...,Kn, where |Ki| > 1,[Ki =
K, |Ki \Kj | > 1. In turn, for the key construction one may
use Cover Free Families (CFF) – a specialized system of
sets having the alphabet of elements X and a set of subsets
(blocks) F (X). An example of CFF is shown in Fig. 4.
Correspondingly, a system can be defined as a CFF, if for
any block B0 2 B and any other r blocks A1; ...;An 2 B,
one can calculate:

B0 ✓/
r[

j=1

Aj , (2)

where |X| = T is the alphabet size, |B0| = N is the number
of blocks, r is the number of blocks, which do not cover any
other block, and n is the block length.

As different users should have a possibility to obtain their
key, there may appear a situation when a small set of users can
produce the key with less inter-operation. Hence, the respective
attack may be conducted by a certain group of devices. On
the other hand, by using this approach one can guarantee that
if the number of devices is less or equal than the minimum
number of needed devices for the key reconstruction I , this
group would not cover a key of any other device.

In summary, for our problem at hand one may employ
sharing schemes based on well-known solutions, such as:

Alphabet Blocks

B0

A1

A2

A3

Fig. 4. Cover-free family r = 2, n = 6, and T = 30

• Chinese remainder theorem [23],

• Lagrange polynomial interpolation [24],

• Error-correcting codes (Reed-Solomon codes) [25].

Providing continuous secure connectivity with the above
solution should become a significant improvement in next-
generation D2D systems. Here, the Lagrange polynomial
mechanism may be preferred due to its relative computational
simplicity, which is one of the crucial factors for today’s
mobile devices. A classical formulation assumes that every
communicating device (representing its user) is fairly equal
and has the same weight of its vote (or share) in the overall
trust tree. However, a situation may appear when one would
like to vary weights and focus the discussed solution on
the trust enforcement in more complex systems. Therefore,
one would need to sign the data before transmitting it and
employ the secret sharing schemes, which distribute the key
shares between the devices. The following list is surveying
the currently available democratic solutions [26]:

• (1,N) scheme – any individual device share can re-
cover the secret key (shown in Fig. 5a).

• (N,N) scheme – only all N shares from N devices
can recover the secret key (shown in Fig. 5b).

• (K,N) scheme – any K of N shares can recover the
secret key. If the number of shares is less than K, then
the key may not be recovered (shown in Fig. 5c). This
mechanism is chosen to be used in our implementation
discussed below.

• weighted (K,N) scheme – participants with the weight
sum of equal to or more than K can recover the secret
key. The weighs may vary based on the level of trust
(shown in Fig. 5d).

In addition to the above, it is important to take into account
the well-known dictatorship solutions [27]. The main differ-
ence between these and the previously discussed democratic
approaches is in that one or more ”significant” devices should
participate in the key recovery process, and in case none has
participated the key should not be recovered. More specifically,
we assume that the secret is a codeword a of the Web Host
Manager (WHM) code [28], an encrypted secret is b = a+ e,
and the shares are the values and positions of possible fixed
errors. Hence, the secret reconstruction process is essentially
error correction at known positions of b. If the sum weight of
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Fig. 5. Examples of secret sharing schemes

uncorrected errors is less than the threshold value t, then the
secret can be reconstructed by the decoding procedure.
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Fig. 6. Hierarchical and multi-level access control

Focusing on the D2D system implementation, there might
appear a situation when users are connected to the trusted
authority via the infrastructure network. In this case, hierarchal
and multi-level access control functionality may be added
based on the Security Classes technology [29] (see Fig. 6),
which takes into account the following IS requirements:

• Security – only the authorized users can obtain access
to the information.

• Anonymity – the underlying hierarchy should be hid-
den.

• Adaptation – the network structure is changed fre-
quently and should be dynamic.

• Simplicity – the devices are resource-constrained.

The main features of such a system should consider at least
the following conditions:

• The system should be based on the PKI.

• A user can change the PKI-based key easily.

• The encrypted data should contain information about
the Session Data Key for all the authorized users.

Further, the proximity-based D2D system may be im-
proved by employing the McEliece scheme for error-correcting
codes [30]. Here, the secret keys for the security classes are
chosen by means of using the embedded codes. Thus, each

device has its own private key and no additional information
on this specific device is sent in the encrypted message.
Noteworthy, there is an opportunity to exchange messages on
all levels of hierarchy, that is, in-between the classes.

Finally, in order to prevent from the unauthorized use
of data, we propose the application of digital watermark-
ing/steganography approaches and, in particular, the F5
steganographic method. Essentially, by changing only one bit
of data in the message of length n, one can send another
message containing new data (0, n � 1). Hence, by editing
the less important parts of transmitted information one can
obtain a considerable IS improvement. However, there remains
a question of choosing appropriately the part of data to be mod-
ified as well as understanding how the respective modification
would impact the decoding process. A prospective solution to
the above is a weighted container model (e.g., the weighted
Hamming metric). Moreover, in order to calculate the number
of errors added and specify the weight of distortion, the penalty
function may be used:

F =
lX

i=1

⌘i⌫i, (3)

where ⌘i is the average number of errors in zone Ii and ⌫i is
the weight of significance in zone Ii.

In addition to the above, cloud techniques could be re-
viewed due to the fact that they sometimes face similar
challenges as do the network-assisted D2D systems under con-
sideration: the data distributed across the remote users devices,
as well as hidden calculations and anonymity. To complement
this, authorization by behavior may also be employed for
user accounts in social-based D2D networks by reusing the
already authorized devices and taking advantage of analyzing
the specific user behavior during its account access (usage,
preferences, location, etc.).

In summary, the considered D2D system operation may
look similar to that of ad-hoc networks, but it also has one
key difference – in a D2D scenario all the communicating
devices are (have been) associated with the cellular base
station, at least for some time, which would be sufficient to
distribute the initial amount of security-related information
(master keys, certificates, etc.). Hence, classical decentralized
security-centric solutions (for e.g., sensor networks) may be
significantly augmented in the D2D case by utilizing the possi-
bility to (periodically) access the trusted cellular infrastructure.

III. PROPOSED ALGORITHM FOR D2D COMMUNICATION
OVER UNRELIABLE CELLULAR CONNECTIVITY

Many contemporary mobile devices have several available
short-range radio interfaces (WiFi, BLE, etc.) as well as
employ cellular connection (e.g., 3GPP LTE) for most of
their operation time. Hence, regular functioning of network-
assisted D2D communication assumes that the cellular base
station controls direct transmissions between devices (e.g.,
over WiFi-Direct) in all respects, including security, through
the active cellular connection. However, if this cellular link
is (temporarily) unavailable, secure communication may be
disrupted and admission/exclusion of users to/from secure
communication groups is not possible any longer. Taking



advantage of the above background, below we propose a novel
algorithm to extend the secure D2D operation for the cases of
unreliable cellular connectivity.

—No cellular connection 

—Request to join coalition

—Blank device

—Light device

—Dark device

—Device in coalition

Fig. 7. Example scenario with unreliable cellular connectivity

In our target scenario (see Fig. 7), we consider all of the
involved devices to be multi-radio terminals (at least with
LTE and WiFi interfaces) that initially have been connected
to the cellular network, which acts as their trusted authority
for the purposes of the certificate distribution. Further, we
assume that all of the devices under consideration participate
in assisted offloading of their cellular data flows onto WiFi-
Direct sessions [31], thus we only account for the signaling
information to be transfered over the cellular link. This link is
employed by the D2D users in proximity to communicate with
the PKI functions and establish a coalition, that is, a logical
group of securely-commutating devices.

In this work, we argue that whenever the reliable cellular
link becomes unavailable for some of the devices in a coalition,
additional measures are necessary to continue secure operation
(communication, new user admission, user exclusion, etc.).
Therefore, we propose the following classification to conve-
niently differentiate between the various types of users (see
Fig. 7) from the point of view of this research:

• ”Light” device that has a reliable cellular connection
active;

• ”Dark” device that currently does not have a reliable
cellular connection, but used to have such form of
connectivity in the past;

• ”Blank” (unknown) device that wishes to join the se-
cure coalition. Importantly, such device may not have
had access to the cellular network (and its respective
trusted authority) previously.

To this end, we can further specify the following functions
of the target algorithm to enable secure D2D communication
in case of unreliable cellular connectivity.

Join coalition In case when a device wishes to join a
secure coalition, the latter may be done in two alternative ways,
depending on the availability of the cellular connection. If it
is available, all the respective functions would be managed by
the trusted authority residing in the cellular operator’s network.
The existing signaling mechanisms would then process the de-
vice’s request straightforwardly by allowing to obtain its own
certificate signed by the coalition owner. Alternatively, in case
of unreliable cellular link, the device would send its request
to any of its proximate users in the target coalition, which
would then utilize the developed cryptographic methods, such

as new user secret generation, certificates redistribution, etc.
The coalition acceptance decision for this requesting device is
made collectively, i.e., when k out of M devices in a coalition
grant access to the new user based on their shares. Noteworthy,
after the cellular connection is re-established for the new user,
its inclusion into the coalition would be transparent for the
trusted authority, as its secret is kept unchanged.

Leave coalition At some point, a device may decide to
leave its current coalition due to mobility (i.e., leaving prox-
imity) or other factors. We thus consider the case of device
exclusion and again different procedures could be applied. On
the one hand, if the device in question has reliable connection
to the cellular network, which knows about its geographic
position change, an automated decision can be made and user
certificates for this specific coalition would be revoked. On the
other hand, if there is no reliable cellular connectivity for this
device, the decision should be made employing our proposed
weight-based mechanism.

Coalition initialization Another important challenge is the
initial device grouping. Again, for a system with persistent
cellular connection we can rely on the solutions from past
literature. However, if not all of the devices involved into direct
D2D communication have a reliable cellular link, we need to
reconsider the trust and privacy policies along the lines of our
proposal.

Coalition recovery As defined before, the coalition is a
logical group of devices with their own set of certificates.
Hence, we need dedicated measures to control the overall sys-
tem stability in case when a coalition member misbehaves or
comes into proximity of another already established coalition.
Of particular interest are the situations when not all of the
devices in the coalition have a reliable cellular connection
available. In these situations, a modification of Diffie-Hellman
key exchange procedure may be employed, followed by the
challenge of introducing such a ”remote” coalition to the
cellular trusted authority.

Having described the most essential functions of the pro-
posed algorithm on the general level, we can now proceed with
discussing its actual implementation.

IV. IMPLEMENTING THE PROPOSED D2D-CENTRIC
INFORMATION SECURITY SOLUTION

As suggested in the previous section, we assume that a
remote server in the network core or in the Internet operates
as a trusted authority (TA) for the application users, i.e., the
server certificate PKTR, NTR is distributed along with the
application though the repository as it is shown in Fig. 8.
Importantly, all the cellular base stations of the operator are
connected to this server and may concurrently distribute the
coalition certificates signed by the TA, that is, PKc and SKc.
Alternatively, those certificates may be distributed directly via
a cellular link from the TA.

As mentioned previously, all the communicating devices
have a pre-generated set of parameters: IDi is a unique
identifier assigned for the ith device using a particular ap-
plication and PKTR is a trusted authority certificate in order
to verify the validity of the coalition and other devices (users).
Additionally, each of the D2D partners would obtain a PKc



in relation to a specific coalition and then generate the PKi –
its own public key, the secret key SKi, and a certificate share
certi signed by the SKc. Here, we define certi as a primitive
for the Shamir’s secret sharing scheme, i.e., the RSA-based
algorithm for the sake of simplicity. These parameters are, in
turn, required for the appropriate protocol operation in our
target D2D scenario.

Trusted Authority

...

PKTR

Device:
 IDi

 PKTR

 PKC

 PKi, PKC

 SKC

Coalition:
 PKC, PKTR

BS1 BSk BSm

ID1 ID2 IDi IDn

IDj

...

Fig. 8. Network topology from the coalition’s point of view

Initially, we require that all of the devices have a reliable
cellular connection to the TA and thus we outline the case
for a new blank device to join a coalition of light devices.
Importantly, the actual cellular connection status of the joining
device is not important for the proposed protocol operation.
However, as we assume the existence of two protocol stacks for
different connectivity states (ad hoc for WiFi and infrastructure
for LTE), there is a need to consider these in details. For
the infrastructure case, certificate distribution is a well-known
PKI task, i.e., a new device is requesting the base station
directly to join the target coalition. The base station then has
to redistribute the new certificates for all the communicating
devices belonging to this coalition.

On the other hand, the cellular connection may be unavail-
able for (some of) the devices in the coalition when a new
device requests to join it – this is the case when a blank device
is joining the dark group. Accordingly, the joining device is
initialized by generating the PKi and SKi. Based on the fact
that none of the devices have their connection to the TA at the
moment, we rely on the coalition itself when admitting the
additional device. This, in turn, requires a preset parameter
included into the PKc certificate, which is a threshold value
of k characterizing the number of devices in the target coalition
that have a right to allow the new device to join it. This
threshold value is chosen at the stage of coalition initialization
and may vary based on the number of devices n and/or other
factors; thereby a new certificate would be obtained for the
joining user that is indistinguishable for the base station.

From the mathematical point of view, this procedure may
be implemented at the base station side as follows:

f(x) = ak�1x
k�1 + ak�2x

k�2 + ...+ a1x+ SKc,

f(0) = SKc,
(4)

where ai is the generated polynomial indexes, k is the preset
threshold value, x is the unique device identifier IDi, and SKc

is the coalition secret generated for the secure group. Again,
for the infrastructure case, the procedure in question is fairly
straightforward, but in the distributed scenario the grouped
devices should construct a secret for the new user without the
cellular connectivity and not disclosing this secret to anyone.
For both of the above cases, the certificate component for the
jth device is calculated as:

certj = PKj
f(0)

mod Nc, (5)

where PKj is generated by the device with additional salt
sj : (PKj + sj), f(0) is the coalition secret obtained with (4),
which can be either recovered or used at the base station itself,
and Nc is generated at the coalition initialization stage as well.

In the case when the coalition is losing the cellular con-
nection (that is, turns dark) and a new jth device is willing
to join it, we should consider a more complicated distributed
protocol operation. If at least k devices have agreed to let the
new device in, then a Lagrange polynomial sequence [32] is
employed by allowing one to obtain the value of the function
at any point f(IDj). Using the equation (4) in the Shamir’s
secret sharing scheme, we can calculate f(IDi) as:

f(IDj) =
kX

i=0

f(IDi)li(IDj), (6)

where k is the threshold value and li is obtained as:

li(IDj) =
Y

0mk
m 6=i

IDj � IDm

IDi � IDm
mod '(Nc), (7)

where devices obtain their shares utilizing the standard
Shamir’s mechanism and ' is the Euler’s formula, given that
we make our computations in the modular arithmetic.

Importantly, parts of the equation (6) are calculated individ-
ually at the device side and it is not allowed to distribute/share
these between the devices due to the fact that their own secrets
are involved into the generation process, whereas the IDs are
publicly available. The required protocol steps are as follows:

1) The joining jth device is sending its request along
with its IDj to the first one of the devices that has
agreed to admit the former into the coalition.

2) The device with ID1 is calculating its part based
on (6) and adds its salt to the result f(IDi) =
f(IDi)li(IDj) + si, where si is stored in memory.

3) The first device is then sending its result to the next
device.

4) Steps 2 and 3 are repeated for all of the k devices.
5) The kth device is sending the final sum back to the

joining jth device, which then adds its salt sj to the
equation and sends it to the first device.

6) All of the k devices are excluding their salts one by
one similarly to the salt adding procedure.

7) The jth device is excluding its salt an by doing so
obtains its needed secret f(IDj).



The following protocol step is to generate the certificate for
the newly joining device. For the infrastructure case, it can be
obtained by using the equation (5). In the distributed scenario,
k devices can recover f(0) by grouping together as:

certj = PKSKc
j mod Nc =

= PKf(0)
j mod Nc =

=
kY

i=0

PKf(IDi)
i mod Nc,

(8)

which should be calculated similarly to (4).

Further, we need to consider the situation when the device
is leaving its coalition based on e.g., weak proximity. The
respective decision may be made by the group or by the device
itself. For the infrastructure case this action is nearly trivial,
whereas for the distributed scenario the respective operation
has been shown previously. Importantly, the main challenge
here is still rooted into the key re-generation process for the
updated dark group when excluding the jth device. Note that
SKc and PKc should be kept unchanged while new keys
are re-generated and re-distributed for the updated coalition.
Here, it is essential to follow the rule: the devices reaching
cellular coverage again should be verified for their coalition
membership. In addition, as it has been mentioned before, SKc

must not be recovered by any of the communicating devices.
Therefore, we have to re-evaluate f(IDi) while keeping the
original SKc, which can be calculated as:

f(IDi) = bk�1x
k�1 + ...+ b1x+ SKc, (9)

where indexes bk�1 = ak�1+�k�1 and �i may be generated
by one of the trusted devices in the coalition. Accordingly, we
can derive new keys for each user in the new group and then
re-generate the certificates for all except the rogue device:

f(IDi) = ak�1x
k�1 +�k�1x

k�1 + ...+ a1x+

+�1x+ SKc = f(0) +�k�1x
k�1 + ...+�1x.

(10)

Finally, it should be noted that if a new device (or a
group of the devices) acquires its new key, then it is not
required to specify the source – it can be obtained directly from
other coalition and does not depend on the connectivity state.
However, this solution potentially opens door to an important
security challenge: if there are k malicious users, they can
form their own group and exclude other devices one by one.
We, however, consider this situation unlikely and leave its
consideration to our future publications. In summary, we arrive
at a point of the complete mathematical model for the proposed
D2D-centric IS protocol, and hence we can now proceed with
outlining the potential scenarios for secure proximity-based
communication enabled by it.

V. PROSPECTIVE APPLICATIONS OF SECURE AND
TRUSTED D2D CONNECTIVITY

One of the most promising classes of network-assisted D2D
applications is based on the situations, where a large number

of people are brought together casually and may benefit from
their proximity for business or pleasure, but at the same time
require certain levels of security, privacy, and trust for their
communication.

An example of such a scenario may involve a person
(group of people) commuting on a public/intercity transport
line and willing to interact with other passengers by sharing
some content, playing games, or by getting involved into any
other social activities, such as chat. A user may thus sign-in
for its customizable commuter entertainment services well in
advance and has a choice to also subscribe to a group package
with friends and/or family members.

At a later time, whenever the client is in geographical
proximity to the carrier, the system activates automatically
to offer a personalized selection of user services throughout
the journey. Importantly, together with securing the desired
multimedia content, the mechanisms described in this work
offer rich opportunities to engage into proximal applications
with other commuters, which may involve private and trusted
unfamiliar connectivity. However, the unreliable connectivity
situations may appear frequently during the trip, but the
proposed solution is robust to sudden connectivity faults.

Therefore, the proposed solution is meant to enable secure
D2D communication in conditions of unfamiliar connectivity,
limited access to the centralized authority, as well as can
provide an entire palette of proximity-based policies on top
of the sharing of data. For instance, on contemporary long-
distance buses and planes, it has already become commodity
to see small personal screens with a selection of videos, music,
multiplayer games, news, and other contextual information.
However, deployment of such systems incurs high market
entry barriers, adds significant operational expenses, and is
strongly tied to a centralized authority dispatching content and
enforcing policies. Our solution allows people to use their own
familiar handheld devices, whereas guaranteeing the desired
levels of communication security.

VI. CONCLUSION AND ONGOING WORK

In this work, we formulated security challenges in
proximity-based direct communication systems. We also pro-
posed a novel security algorithm, which allows a group of
devices that have initialized their D2D connection to be
controlled and managed by the cellular network. The respective
functionality includes adding new users to the secure coalition
as well as excluding existing users from it, even in cases
when the reliable cellular network connection is presently not
available.

Currently, building on our proposed mathematical model,
we are constructing a demo application incorporating the
respective cryptographic primitives for its further inclusion into
our D2D testbed on live 3GPP LTE deployment [2]. This demo
takes advantage of the implementation in today’s Android
phones in order to prove our concept not only mathematically,
but also with prototyping.
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