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Abstract. Owing to significant progress in the Internet of Things (IoT)
within both academia and industry, this breakthrough technology is in-
creasingly penetrating our everyday lives. However, the levels of user
adoption and business revenue are still lagging behind the original ex-
pectations. The reasons include strong security and privacy concerns
behind the IoT, which become critically important in the smart home
environment. Our envisioned smart home scenario comprises a variety of
sensors, actuators, and end-user devices interacting and sharing data se-
curely. Correspondingly, we aim at investigating and verifying in practice
the Yoking-proof protocol, which is a multi-factor authentication solu-
tion for smart home systems with an emphasis on data confidentiality
and mutual authentication. Our international team conducted a large
trial featuring the Yoking-proof protocol, RFID technology, as well as
various sensors and user terminals. This paper outlines the essentials of
this trial, reports on our practical experience, and summarizes the main
lessons learned.
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1 Introduction

The rapid proliferation of smart devices prepares to invade many areas of mod-
ern life: from connected home appliances and furniture to wearables and other
personal systems, known altogether as the Internet of Things (IoT) [1]. What
appeared a decade ago as a science fiction, is steadily becoming real today by
bringing along over 24 billion of networked smart objects by 2020 [2]. On the
other hand, despite all the enthusiasm around the IoT, a significant number of
implementation-related challenges still remain to be solved [3].



The smart home (or, home automation) sector belongs to the most ambitious
business drivers across the entire IoT domain. However, in order to boost the
end-user adoption of smart home applications and services built over di↵erent
communication technologies [4] – and thus reach the anticipated market benefits
– the resultant environment has to be easy to use, secure, and trustworthy [5].
It is believed by many that such a success story environment should be or-
chestrated by a single device, often named the Smart-Home Gateway (SH-GW).
Following the recent developments in the field, it is evident that the SH-GW (de-
ployed typically by telecommunication operators) will play a crucial role in the
customer-centric IoT ecosystem [6]. To this end, the SH-GWs evolve by aiming
to provide support for: (i) multiple connected smart devices, (ii) di↵erent types
of user services, (iii) content access via di↵erent communication platforms, (iv)
unrestricted mobility for end-users, and (v) enhanced security and reliability.

As known from other information and communication domains, su�cient lev-
els of security and privacy are the key ingredient to the success of any user tech-
nology, and the smart home business sector is no exception [7]. Hence, despite the
fact that SH-GW-controlled residential networks do o↵er a range of value-added
services, this area is highly vulnerable to numerous security threats [8]. In partic-
ular, smart home sensing devices with relatively low computational capabilities
are often connected to the digital residential networks via a central node [9];
they could thus become subject to several types of attacks, such as eavesdrop-
ping and replay, among others. Remember that home networks are intended
to handle private user information and may provide critical services, including
healthcare and protection of property. Therefore, attacks on such systems may
lead to violating privacy and ultimately threatening the very life of residents,
and appropriate security measures must therefore be considered carefully.

As the question of holistic security in the IoT ecosystem is very complex,
in this work we focus on a particular problem of authentication, which we con-
sider to be one of the critical information-security elements of the IoT. The
main security risk in the systems without a straightforward authentication is
vulnerability to the person-in-the-middle attacks that are particularly crucial
for applications with stringent security requirements, such as those related to
healthcare. Governments as well as industry leaders engage with trusted but
overly complex authorities that provide authentication and authorization ser-
vices while attempting to protect from such vulnerabilities [10]. However, said
systems might be cumbersome to use and prohibitively expensive, especially
when implemented in small-scale scenarios, including the residential environ-
ment.

Following the above reasoning, we propose a lightweight authentication proto-
col enabling simultaneous identification of newly-added IoT devices (e.g., sensors,
actuators, meters, etc.) towards the central communication unit in a residential
network, which is based on Yoking-proof protocol [11]. Summarizing the main
requirements in the context of smart home scenarios, the target authentication
scheme should satisfy the following security objectives [12]: (i) data confidential-
ity; (ii) mutual authentication; and (iii) forward security. To make an authenti-



cation protocol more secure, it is common to utilize Multi-Factor Authentication
(MFA) [13]. The main feature of the MFA protocol is the involvement of two
or more di↵erent devices with their own secrets. In order to increase e�ciency
of the MFA protocol, not only di↵erent devices but also various communication
channels are usually utilized.

The main goal of our work is therefore to o↵er a universal communication
scheme for the MFA that would be independent of the utilized communication
technology between the sensors and the SH-GW. In our practical demonstrator,
the MFA is implemented and verified in real-world smart home environment
using smartphones and other wireless handheld devices. Further, we demonstrate
the applicability of Yoking-proof approach for the MFA protocol construction.
The rest of this paper is organized as follows. Section 2 is devoted to a discussion
on the existing types of Yoking-proof protocol with respect to the MFA. Then,
in Section 3, a detailed description of the considered smart home scenario is
provided, together with an introduction of all the needed communication phases.
Finally, the lessons learned during the trial implementation of our prototype are
summarized in Section 4.

2 Overview of Yoking-proof Protocol Principles

The Yoking-proof protocol comprises a set of elements, known as tags. These
tags are controlled by two nodes – a reader and a verifier. At the time when the
reader is capable of simultaneous identification of the tags and the verifier can
provide a proof that two or more tags have been scanned simultaneously – the
tags are sharing the secret keys with the verifier, but the reader’s knowledge of
this procedure is limited [14].

Each tag has its own ID, status value c, and the corresponding secret in-
formation – Key. The final result (if positive) is computed by the reader and
constitutes the proof of simultaneous presence of all the tags involved. There are
several types of Yoking-proof protocols to be considered:

1. Online protocols utilizing the so-called grouping-proof [15] and its modifica-
tion, the existence-proof approach [16].

2. O✏ine protocols based on the chaining-proof approach [17].
3. Broadcast style protocols that are not studied here due to their higher com-

plexity as a result of involving the Public Key Infrastructure (PKI) and
asymmetric cryptography (Elliptic curves, ECC), which may not be fully
operational on the target embedded devices [17].

An example of the online protocol is presented in Fig. 1. Here, Key1 and
Key2 are the secret keys of the IoT devices 1 and 2, correspondingly (these
keys are known to the reader). ID1 and ID2 represent the identifiers of the IoT
devices 1 and 2. Further, SN1 and SN2 are special data junks generated by the
IoT devices in the course of operation, i.e., at the time of a request from the
reader reception. Note that SN1 generated by device 1 at step 2 is not equal to
SN1 generated by the same device at step 5, see Fig. 1. The main advantage of



this Yoking-proof protocol type is in the capabilities of the verifier – the protocol
structure becomes more elaborate and provides a secure verification (compared
to the o✏ine protocol).

Reader

1) Request

2) ID1, SN1, W1=MAC(ID1,SN1,Key1)

Tag (device) 1

3) ID2, SN2, W2=MAC(ID2,SN2,W1 ,Key2)

Tag (device) 2

3) Request

5) SN1, W=MAC(SN1,W2,Key1)

4) Request

Fig. 1. Communication flow of the online Yoking-proof protocol.

Another alternative is based on the chaining-proof approach, which is named
the o✏ine protocol. The description of the respective communication flow is pro-
vided in Fig. 2. Here, random(⇤) is a pseudo random number generator initialized
with the value ⇤. For each device and for each instant of time, the result of this
generator is assumed to vary even for the same parameter ⇤. It is worth men-
tioning that the main di↵erence compared to the online protocols is represented
by the fact that the verifier is used only as an arbiter (thus, the absence of the
verifier does not collapse the operation of this protocol type).

Reader

2) Request, r

4) ID1, r1=random(r)

Tag (device) 1

5) ID2,  r2=random(r)

Tag (device) 2

7) m1 =MAC(r1,rR,Key1)

6) rR=r1Å r2 Å r 

Verifier
1) r – random number

3) Request, r

8) m2 =MAC(r2,rR,Key2)

9) m1 , m2 , mR =MAC(KeyR , r),  r1, r2, r 

Fig. 2. An example of the o✏ine Yoking-proof protocol.



3 Yoking-proof Protocol Prototype in Smart Home
Scenario

In this section, our prototype implementation is outlined. We discuss the pro-
posed communication scheme and then describe our Yoking-proof protocol trial
demonstrating authentication of the Radio Frequency Identification (RFID)-
equipped temperature/humidity sensors.

3.1 Trial Construction Conditions

For the purposes of this demonstration, we propose a novel communication
scheme, see Fig. 1. Following the introductory information above, we reiterate
that various types of smart IoT devices are flooding the market today. Conven-
tionally, these devices (sensors, wearables, smart objects, etc.) are deployed in
households and controlled via the SH-GW, which is the entity responsible for
handling privacy of the collected information. First, we begin by describing the
initial conditions for our test scenario. The SH-GW realized on a Raspberry Pi 3
interconnected with the RFID reader1 represents the executive entity in a home
network. The complete prototype installation is introduced in Fig. 3 and the
implemented communication flow is described below:

1. When a new IoT device is joining the network, the SH-GW sends the request
(using the RFID technology) to the incoming device. As a response, the
identification and serial number of this new device are sent back to the SH-
GW. Based on the Yoking-proof protocol functionality, the obtained data
is sent to the User Authenticator Device (UAD) in the form of a Message
Authentication Code (MAC) function W = MAC(ID, SN,KeyGW ).

2. Next, the UAD computes a response V = MAC(W, IDUAD, SNUAD,KeyUAD). The
request from the SH-GW, containing V,W, SN, IDUAD, and SNUAD, is then
sent to the User Master Device (UMD). Further, the UMD verifies whether
the new device is allowed to join the home network by sending the request to
the database (in our implementation, the SQLite has been utilized). If the
sensor entry is found in the management database (this knowledge should
be predefined by the home network administrator, e.g., via a remote config-
uration interface using the TR-069 protocol [18]), then the response is sent
to the SH-GW.

3. The data received from the sensor(s) is verified, accepted, and stored. In
the case if an entry for the new device is not found in the database, the
UMD will inform the end-user about this situation – the service provider
(administrator) has to update the database with new/actual information
about the device in question.

1
See Cottonwood: USB Long Range UHF

RFID reader, 2016 http://store.linksprite.com/
cottonwood-usb-long-range-uhf-rfid-reader-iso18000-6c-epc-g2/



Metering Device

WM-BUS RFID
SH-GW

(Raspberry Pi 3)

User Master 
Device 
(UMD)

1) Request
2) Response, ID, SN

5) Request, V, W, 
SN, IDUAD , SNUAD

  Data    (encrypted by Key)
7) Response, Key

Database
(contains ID, 

SN, Key, 
KeyGW)

6) Request, 
W, ID, SN
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RFID unicast
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Internal communication broadcast

Wireless M-BUS broadcast

User Authentificator 
Device (UAD) – RFID, 

Bluetooth, WiFi

Verification on UMD 

3) Request, 
    W=MAC(ID, SN, KeyGW)
4) Response, 
    V=MAC(W,IDUAD, SNUAD, KeyUAD)

Verification on DB 

8) Response, Key

Internal communication unicast

Fig. 3. Proposed communication scheme for the smart home scenario.

3.2 Implementation of Yoking-proof Protocol: Communication Flow

This subsection briefly overviews the main elements and the corresponding exe-
cution steps of our protocol. First, the UMD disposes with the knowledge related
to the secret key of the user authenticator device KeyUAD represented by the
identifier IDUAD. Therefore, the UMD has the possibility to verify the variable
value V received from the UAD compared with (i) the parameter W obtained
from the SH-GW and (ii) the value SNUAD received from the UAD.

The implemented MAC employs the symmetric key cryptographic systems
computed as a hash function (i.e., MD5, SHA1, SHA256, etc.) of concatenated
messages received from the identifier (time stamp, secret key, etc.), see below:

V = MAC(W, IDUAD, SNUAD,KeyUAD) (1)

+

hash (W ||IDUAD||SNUAD||KeyUAD) (2)

Similarly to the classical Yoking-proof protocol, we use SNUAD to protect
our system against a replay attack at the side of the UAD. In case of a suc-
cessful verification on the UMD, the final step of the verification process may
be completed by utilizing the secret key of the Gateway (KeyGW ) stored in the
database. We use SN to prevent from the replay attack on the Metering Device
(MD) as well. If the verification at the UMD fails, our proposed protocol returns
to the step 3, see Fig. 3. In case of a successful verification at the database side,
the SH-GW receives the secret key to execute the authentication process and
the data processing with such newly added MD (our IoT device). In case the



verification process fails during the search phase in the database, the system
returns to the phase 1.

3.3 Real-world Demonstration

Further, we have tested the proposed communication scheme in a real-world
smart home scenario, see Fig. 4. As the SH-GW entity, the Raspberry Pi 3 plat-
form was utilized and the main programming language for our test implemen-
tation has been Python. The developed script enables the connection between
the SH-GW and the RFID reader utilizing the USB interface (AT commands
were used to send specific requests to the reader controller). When the initializa-
tion process is completed, the reader starts to continuously scan for new devices
(equipped with the RFID tags). When such a tag appears, its ID is concate-
nated with the SH-GW’s ID and the secret key. Based on this resultant string,
the Python script calculates the MAC using the SHA-256 hash function. At step
3, see Fig. 3, the socket-based connection (data is transmitted in the JSON for-
mat) towards the UAD is created. After that, the SH-GW sends the MAC and
waits for the response from the UAD.

UADSH-GW UMD

RFID 
Reader

RFID 
Cards

UAD

UMD

Fig. 4. Prototyped smart home scenario.

When a reply from the UAD is received (step 4), the SH-GW creates a client
request (on the UMD, step 5) with the corresponding content and waits for
the MD’s secret key (stored in the database, see Fig. 3). During the final stage



(after obtaining the secret key), the SH-GW starts a data transfer with the au-
thenticated MD (sensor). As it is indicated in Fig. 4, two Android-based smart-
phones were used as the UAD and the UMD, respectively. In order to develop
the required software running on these devices, Java programming language has
been utilized. The key component of the created application is represented by
the socket-based server operating in a separate thread. The requested data is
provided as a JSON-object and contains the packet type that determines the
application mode – UAD or UMD, respectively.

When the UAD receives an authentication request, a pop-up window with the
query is displayed as to whether the authentication procedure should be accepted
or declined (it contains the tag’s ID received from the SH-GW). This procedure
represents the proof of the user involvement. When the user accepts the request,
the UAD processes the SH-GW’s hashW, its own ID, and the secret key as well as
sends these credentials back to the SH-GW. The developed application running
on the UMD follows a similar procedure. In case of a successful verification, the
UMD displays a dialog window on the UMD’s screen and sends the request to
the database. Otherwise, the application returns an error message to the SH-
GW. For the data storage, we have used the SQLite database with the structure
described in Table 1.

Table 1. Created table structure in utilized SQLite database.

Keys

recID int, AI, PK

tagID string

tagKey string

Another part of the database module is represented by the PHP interface
allowing for the data selection. When the UMD is requesting a PHP webpage,
the verification is performed. In case of a successful request, the UMD connects
to the database and selects the required information with an SQL SELECT

request. Otherwise, the UMD displays an error message on the screen, see Fig. 5.

Our applications created in Python (Raspberry Pi 3) and Java (Android
smartphones running Android 4.4.2) were tested in a smart home scenario, where
the sensing device was represented by an electricity meter. As a communication
interface for the multi-factor authentication, the RFID technology was used.
For the user data transmission, the Wireless M-BUS protocol was utilized as it
is a preferred solution for smart metering systems across modern Europe. The
functionality of the implemented logic was evaluated during a long-term trial
that mimicked user habits when adding new IoT device(s)2.

2
See a showcase video capturing the functionality of our utilized testbed:

https://www.youtube.com/watch?v=zDP2MpO0YHY
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Fig. 5. Proposed logic for UAD and UMD.



4 Lessons Learned and Conclusions

The full-scale smart home deployments are still cumbersome mostly due to the
users’ security concerns that often outweigh any potential benefits. Despite the
fact that academia as well as industry invested considerable e↵orts into the
development of security and privacy protecting technologies for smart home
applications, many of them fail to provide with the required ease of use and
cost-e�ciency in real residential environments.

Therefore, in this paper, we considered Yoking-proof protocol as a promising
light-weight tool for authentication of various IoT devices. Specifically, our goal
was to demonstrate the potential of Yoking-proof protocol while implementing
it as part of a practical smart home demonstrator. With our trial, we uncovered
the way how such technology can be easily implemented and operated over the
o↵-the-shelf components. Our unique prototype enables secure authentication of
new IoT devices joining the home network, which increases the user’s perceived
trust of di↵erent smart home solutions and thus promises to boost the expected
revenues of this industry.
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