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A B S T R A C T   

The increasing complexity of critical infrastructure subjects it to problems that are even more wicked, unex-
pected, and unthinkable than the ones faced before. Hence, the lessons that are drawn from the previous ex-
periences and absorbed into preparedness schemes and planning may well become part of the problem rather 
than core elements in their effective resolution. This article scrutinizes the potential for the emergence of such a 
mismatch in the case of a severe disruption to critical infrastructure. As a remedy, we suggest a more encom-
passing approach to learning, and essentially, a new mindset for training preparedness that would better equip 
emergency response actors when they come face-to-face with the unthinkable. Based on research, it is advisable 
to be cautious of relying too much on what is known with certainty. In addition, this study raises doubts as to 
whether training inevitably improves the ability to act in exceptional situations.   

1. Introduction 

Are we prepared for surprising threats that, in the light of the history 
of experience, are highly unlikely and would put our ability to imagine 
to the test? How could we prepare for something we do not even have a 
clue about yet? Between what we know from experience and what we do 
not have a similar knowledge base on, remains a fruitful area of learning. 
In this area, we can reach out to the latter with the concepts and lessons 
adopted from the first one. This article delves into that area of learning 
in the context of preparedness, and more specifically, the learning of 
emergency response (ER) actors in the terrain of unthinkable problems 
that a severe disruption of a critical infrastructure (CI) could open. 

However, the relationship between learning from experience and 
preparing for the unknown is anything but straightforward. We do our 
best to prepare for the unknown based on experience from past events, 
perhaps because no better point of reference is available. We are thus 
inclined to (over)trust the past and our ability to learn from it effectively 
as well as the sufficiency of the lessons drawn from it. We tend to face 
the same difficulties when dealing with crises — these include poor 
communication, ambiguities in coordination and responsibilities, 
limited planning, and a lack of resources [1]. These flaws have been 
taken up and targeted explicitly in training and exercises. Without 
doubt, such learning from critical flaws and incidents in order to in-
crease capacities in handling the respective events is both well justified 
and necessary. Exercising appears as an unsurmountable and efficient 

way to enhance preparedness both in general terms as well as in terms of 
particular skills and competencies that have turned out wanting in one 
way or another by the previous exercises or incidents. 

But what if this also has its downside? What if the learning process 
described above would entail following: strengthens the ability to deal 
with well-structured problems; provides means for structuring un-
structured problems; prepares to manage the expected, well-known 
situations more effectively; builds a belief that these can be applied 
also to unforeseen problems with unbelievable, unthinkable, and incon-
ceivable aspects [2]? Instead of an optimistic worldview, we can also 
start from the premise that what works in one context does not neces-
sarily do so in another one. In this case, our way of learning from the past 
and translating what we learn into organized, well-rehearsed action can 
in itself be a source for systemic vulnerability (cf [3]. 

Critical Infrastructure is both a blessing and a curse in this matter; it 
provides a fruitful context to analyze the threats that test the limits of 
our imagination and reinforce our ways of preparing for them, but in 
return, what we could not even imagine can become reality through CI. 
Modern societies are dependent on the availability and reliability of CI 
services. It is very difficult or even impossible to experiment with the 
disruption potential to CI to reveal differing problem configurations. As 
a complex structure with various interdependencies, CI is not only prone 
to nonlinearly and surprisingly behaving chains of disruption, but also a 
favorable platform to propagate and escalate other undesirable phe-
nomena [4–8]. Moreover, given that CI extends widely and deeply into 
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the fabric of societies, it also appears to be an interesting target for 
terrorism and other intentional harm, providing mechanisms for 
destruction and paralysis [9]. There is no doubt that the boundaries of 
knowledge and mindset would be challenged in a case of severe 
disruption to CI [10]. 

Safe and secure CI is a cornerstone of the resilience of societies, and it 
cannot be reduced to the durability of technical structures, but it also 
includes the capacities of the human and institutional dimensions [11]. 
It is no wonder, then, that resilience has become a key concept in the 
research literature on both crisis management and CI, the attempt being 
to understand how to preserve key functions, structures, and identities 
despite various ordeals [12]. Conceptually distinguishable from the 
process of resilience is the preparation for unwanted events with 
anticipation and advance planning, systematic training, effective re-
sponses to actual ordeals, recovery from the bumps caused by ordeals, 
and learning from all this for the future. Thus, it is essentially linked to 
the system’s ability to learn in relation to its own environment [13,14]. 
In addition to strengthening knowledge and skills, there is also an atti-
tudinal dimension to learning; the way of seeing abilities as modifiable, 
considering mistakes as a natural part of competence development, and 
the willingness to address grievances can be termed resilience-related 
learning. They contribute to coping with difficulties and generating 
new insights in adverse conditions [15–17]. 

Because safety and security are not something to be taken lightly, in 
this article we review the possibility that investing in competencies 
development through training, exercises, and other methods of learning 
from experience will not automatically and inevitably reinforce our 
ability to solve unthinkable problems — it may even turn against its 
good intentions. Since the experiences, both our own and those of the 
others, are, after all, the only available source of information [3], we 
need to find a balance between learning effectively from the past and 
healthy distrust of the value of the very lessons drawn from it without 
undermining the professional identity and can-do attitude of the emer-
gency response (ER) actors. This article aims for a new kind of mindset in 
this kind of learning field. 

2. Methodology 

In this article, we underline specifically the quality of learning in the 
ability to face unthinkable problems [18]. We ask: What and how we 
should learn, for example through training, in order to strengthen our read-
iness to act in situations where established patterns of action and solutions are 
insufficient? The idea of this article and the logic of answering the 
research question proceed as follows: Based on literature, we perceive CI 
as a vital structure for modern societies, which, by forming multi-level 
connections and dependencies, develops into an increasingly complex, 
capable, and enabling system. That is also why it is likely to cause 
serious, unexpected, and unthinkable clusters of problems. We call this 
enabling but unpredictable property of CI Dynamics I. Perceived in this 
way, CI forms a specific context for ER actors. Then, inspired by earlier 
research, we describe the operational logic of ER actors and the way it 
develops, also in relation to other key actors. We call this Dynamics II. 

We are particularly interested in describing the tensions and disso-
nance formed when the logics of ER actors is encountered with that of 
other key actors. We identify this dissonance in the inability to formulate 
problems, to take appropriate action, and in the conditions for fruitful 
forms of collaboration. In order for this conceptual discussion to also 
have practical relevance, we discuss guidelines for the training and 
education of ER actors in the unthinkable terrain. To this end, we first 
present a theoretical-conceptual framework for learning in such a spe-
cific context, and then refine this framework with practical examples 
and experiences in a way that clarifies and concretizes the meaning of 
what is outlined. Relying on the chain of argumentation thus formed, we 
finally draw conclusions. 

This article has gained momentum from Finnish research projects 
and training evaluations where CI disruption and ER actors have been at 

the center: Vulnerability of the critical infrastructure and the capabil-
ities of the authorities (2017–2019) and Critical infrastructure as a 
target of terrorism (2018–2021).1 Both projects focused on examining 
the capacity of ER actors to act in a situation where, due to a serious 
disruption of CI, they would face clusters of problems that differ quan-
titatively and qualitatively from what is possible and sensible to prepare 
for in detail. 

These projects included following exercises and trainings that were 
particularly platforms of observations for this study: 

• two tabletop exercises for students of Master of Police Services de-
gree at Police University College Tampere, Finland (the students 
have at least three years of working experience after their bachelor’s 
degree)2  

• developing a training concept that consisted of a simulation exercise 
for ER actors about severe disturbance to CI  

• participation in the development of stress test for actors in CI. 

In addition, we have attended three large-scale, regional prepared-
ness exercises in the role of an external expert evaluator and made ob-
servations particularly from the point of view of learning. The 
participants in the exercises consisted of the ER actors, the authorities, 
the providers of municipal services, and businesses − in other words, the 
key players during a situation of a severe disruption to CI, as well as 
other large-scale emergency and crisis situation. The findings that have 
emerged from these efforts have set the tone for this article and carry 
with us the way we address the research problem. In this paper, we also 
utilize these findings as examples in a way that refines the theoretical- 
conceptual approach, concretizes it, and thus guides training in the 
problematics opened up by CI disruption. 

The experiences and observations have made us think about the 
paradoxical nature of developing preparedness in relation to situations 
that are unexpected and transcend the capabilities of routine responses. 
In our view, this phenomenon has not been sufficiently studied, let alone 
understood, which is why it deserves attention, conceptual discussion 
and guidelines for better preparedness. 

3. The emerging mismatch between current ways of learning 
and CI 

We next describe two dynamics that seem to be in dissonance. We 
first shed light on the essence of the two in isolation, and then discuss the 
contrast between the two dynamics as a central but often ignored 
problem of the prevailing conception of preparedness. 

3.1. Dynamics I: CI as a platform of novel problems 

In research, CI is identified and described as a complex system, most 
often meaning that it consists of many subsystems, their different 
components, and different variables in the connections between them 
[19]. With complexity and system interdependencies, CI is described as 
a potential platform for cascading and nonlinearly propagating pertur-
bations [6,7,20]. Thus, it is also understandable that even if each 
function and actor involved in CI is aware of and able to manage the 
identified risks targeting them, similar capabilities are not achieved in 
interconnected systems where the dynamic of disturbance is different [7, 
8,19,21,22]. In the light of what is experienced, a highly unlikely 
outcome may be the result (and consequence) of the escalation of some 

1 For more information about the projects, please visit: https://www.kivihan 
ke.fi/in-english/and https://www.emaileri.fi/g/l/275432/0/0/6046/1984/5.  

2 All new police officers graduate from the Police University College in 
Tampere. This Police University College is also responsible for further and 
continuing education for the police. For further information, see https:// 
polamk.fi/en/master-of-police-services?. 
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much more possible and seemingly limited initial event. 
Severe disruption to CI can reveal the dependencies and limitations, 

which in normal conditions have not been seen as worthy of concern 
[19,20,23]. However, the dependencies that are revealed as the context 
changes — that is, from a normal situation to an unexpected disturbance 
— have already existed before they were revealed, but not in a way that 
is visible or noteworthy in the prevailing perceptions. The unnoticed 
dependence is the result of the constraint and attachment of knowledge 
set by the context. The actors whose task it is to normalize the situation 
and minimize the damage in the event of a disturbance are also con-
nected to the dependencies in one way or another. Disruptions thus 
succeed not only in revealing dependencies, but also concretize mea-
sures taken or not taken to create alternative courses of action and in-
crease system redundancy (see e.g., Ref. [4]. 

One aspect worth noting is that CI is a material element defining 
urban security and insecurity [24,25]. As such, it is not only prone to 
disruption caused by nature or human error, but an attractive target for 
both terrorism and otherwise motivated harm-seeking efforts [9,10,26, 
27]. It can be weaponized as an instrument of violence, reversing its 
function to serve interests contrary to the original purpose [28]; Meiches 
2017; [29]. The ER responses are also part of the critical infrastructure 
restoration process [20], and thus possibly the target of intentional 
disturbance or part of a broader plan of harm. When a severe disruption 
is not caused by natural hazards or technical or human errors, but by a 
purposeful and intelligent actor in its operational strategy, the question 
of the appropriateness or danger of responses also arises in the new 
framework. 

The above illustrates the tendency of CI to both brood and carry 
surprising, unwanted events. Severe disruption is likely to open a situ-
ation where the number and quality of problems drastically exceed what 
the responses are tailored to Ref. [20]. CI, in all its sophistication, has 
become a meta-structure. The elimination of the above-mentioned 
properties is not only impossible in theory, but also in practice. In this 
sense, CI is an excellent platform to create situations that can only be 
identified and named retrospectively when sufficient information is 
revealed. CI is thus not only a fertile context for destabilizing mindsets 
that swear by the name of pre-naming and taking control over events, 
but at the same time a cradle with the potential for unexpected mate-
rialization. Perceived this way, it is not at all irrelevant how we develop 
ways to tackle such problems. 

3.2. Dynamics II: learning in emergency response 

CI was described above as a favorable platform for generating un-
expected problem clusters. When considering what capacities are 
needed to deal with disruptions in such a structure, the ability to 
conceptualize the highly uncertain nature of the situation, to consider 
the limitations of knowledge and certainty, and to mobilize resources to 
generate responses, comes to the fore. The way in which ER actors’ 
ability to generate responses develops is ultimately the result of its way 
of learning from past experiences (cf [3]. and translating it into a ca-
pacity that is strengthened through training, exercises, plans, and other 
measures. However, this learning process is conditioned by the struc-
tures of ER actors. In a functionally differentiated society, preparedness 
lies with a number of different sectors, levels and actors, each with its 
own assigned responsibilities, competencies and tasks, and the opera-
tional logic, tools, rules and practices. It is in the interest of each actor to 
become an increasingly efficient actor within its own sector and thus 
also to maintain confidence in the ability to solve problems. ER actors 
are one part of this sectoral entity, which is why the logic of its devel-
opment is framed by its sectoral worldview. 

In this regard, the organization of ER actors follows the ideals of 
bureaucracy [20] in which the idea that the encountered problem sit-
uations are essentially known, so that operational capacity can be built 
on pre-established content, competencies and training, as well as action 
plans, rules and procedures. The necessary capacity can be ensured 

based on the division of labor, the definition of responsibilities and 
authorities, the allocation of resources, and planning. In addition, 
criteria for performance accountability can be defined for each area of 
responsibility, and feedback mechanisms can be connected to pinpoint 
desirable or undesirable behavior. When facing a situation, the attention 
of the actors is thus focused on assessing whether the situation meets 
sufficient characteristics and conditions to fall within their own area of 
responsibility or activity. In a complex and versatile situation, it is 
necessary to discern the tasks that belong to one’s responsibility and 
perform them effectively. In this way, actors are sensitized to identify 
and face situations as already known in terms of content, as ready-made 
orders or tasks waiting to be delegated and performed. Learning takes 
place as a strengthening ability to pay attention to those areas in a 
complex overall situation that are relevant in terms of standard re-
sponses [30,31]. This also forms a projection on what and how it is 
profitable to prepare for and develop capacity [32], and it furthermore 
enables determining the necessary focal points for education and 
training; that is, explicating the necessary competencies and skills. 

The overall system of preparedness learns within given tasks in a way 
that makes procedures increasingly efficient and error-free. Develop-
ment and strengthening of capacities can be observed, which is why it 
can be trusted and its certainty can continue to be relied on. It is 
becoming more and more flawless and sophisticated machinery capable 
of performing and focusing on known tasks. The operational capacity 
seems to be perfecting, which it actually does in its own way, but limited 
to the default settings and boundary conditions of the machine. Learning 
is attached to specific goals and incremental improvement measures 
within sectorized worldviews, in other words, based on the assumption 
that future situations and their background conditions are essentially 
similar to those that learning and development have been built on (cf 
[33–39]. With increasing capacity, actors do not have to reinvent 
themselves, their responsibilities or tasks, but perform what the mech-
anism facilitates. 

The logic of development draws attention to shortcomings that can 
be formulated as explicit development targets, specific goals and 
learning contents that frame training and education [40]. As Zebrowski 
[41] states, “the form of security enacted within preparedness exercises 
is related to an altogether different affect: a sense of confidence in the 
ability of oneself and one’s colleagues to effectively respond to a future 
emergency”, which is why it is seen that training must be able to clearly 
demonstrate the development of knowledge and skills. This is the ra-
tionality of the specifically formulated goals, which makes it clear to the 
people participating in training what kind of knowledge and skills they 
are expected to strive for and what areas of development the exercise is 
expected to reveal. Explicit expressions can be used to design learning 
situations that are as focused as possible and targeted at identified 
shortcomings. Against the goals, it is also possible to observe, evaluate 
and develop training systematically. In this way, what is learned from 
the situations experienced is anchored into the training, maintaining the 
premise that learning, exercises, and the capabilities of the whole system 
develop systematically in the desired direction [42]. This kind of capa-
bility development thus creates a sense of increasingly comprehensive 
understanding and control of situations. The system becomes more 
complete and resilient in terms of preserving key functions, structures, 
and identity in the face of various ordeals [12]. 

3.3. Dealing with the emerging mismatch 

We have described what kind of problematics the characteristics of 
CI constitute (Dynamics I) and the operation and development logic of 
ERs (Dynamics II). Next, we analyze the collision of these two dynamics 
and outline how the tension between the two could be utilized to seek 
guidelines for a solution that goes beyond the problem. 

A severe disruption of CI is likely to open problematics that exceed 
the expected in terms of quantity and quality, whose complexity is not 
properly controllable through sectorized problem identifications, and 
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where the overall situation can have non-linear, unpredictable chains of 
events. Even if the problematics do not correspond to the way in which 
the various key actors have developed their capacity, they are still ex-
pected to respond effectively to take control over the situation and 
minimize damage. Such problematics implies that effective responses 
require a holistic perspective on the significance of the situation and the 
identification of leverage points and intervention points [43–45]. Due to 
the surprisingness and non-linear chains, or an intelligent actor, the 
leverage points that have proven to be most decisive in previously 
experienced situations are not guaranteed to be relevant in the next 
situation. The dynamics of the situation violates the ideal of symmetry to 
which our machinery is built [34]. Indeed, action plans complemented 
by past experience, procedures embedded through training, and an 
increasingly comprehensive collection of action cards do not provide a 
way out of the problem, but rather represent learned helplessness with a 
tendency to take on secondary tasks and ignore sensitivity to systemic 
leverage points. The structures of the machinery, which have been 
honed more and more effectively to focus on the projected core prob-
lems, will effectively ignore or reject clues that are outside of this pro-
jection. In this case, what is strength and capability in the realm of 
known problems and within the sectorized task field is at the same time 
the inability to detect the lever points of the system, produce new for-
mulations of the problem and, above all, direct action as a result of this 
formulation (cf [46]. 

When each actor develops its capacity in the direction of its own 
sector, the results are that their expertise, operational logics, concepts, 
and worldviews diverge from each other. Separation is noticeably 
observed, for example, in collaborative training. As noted above, the 
problematics require combining different expertise to produce richer 
problem formulations and finding each other to achieve better capa-
bility to solve problems [20]. It has been found, however, that devel-
opment of collaboration is directed to the ability of each actor to manage 
their routines so that they would disturb others as little as possible while 
others strive to do the same [47–50]. Collaboration develops in a di-
rection where all actors are able to operate sensibly and as efficiently as 
possible in the light of their own logic and rationality. But as everyone 
sticks to their identity, structures and operating models and reinforces 
these in their own directions, the actors grow alienated from each other. 
Operational capacity and resilience are being strengthened, but in a way 
that is increasingly limited in scope to pre-known, sector-specific 
problems. The ability of actors to reinvent themselves, their roles, tasks 
and tools in terms of the emerging problem situations is weakened. It is 
exactly the knowledge base that brings security and clarity to respond to 
routine situations that may disappear completely, or in the worst case, 
be included in a plan of an intelligently operated threat. The problem-
atics is dynamic in which decision-making in the face of high stakes, 
time pressures, and inappropriate information and other resources is 
cumbersome but necessary [51,52], and where reliance on procedures 
that normally provide certainty, efficiency, and legitimacy limit rather 
than enable the realization of the most effective responses [53]. In these 
kinds of situations, what is called for are other skills than those that 
prove to be effective in routine situations [54]. 

At the individual level, the situation would then require an ability to 
tune in to surprising, exceptional, and nonlinear dynamics rather than 
the expected, routine, and linear dynamics of events. It requires the 
ability, if necessary, to reject established models that have proven to be 
effective under normal circumstances with situation-tailored responses 
[55,56]. It requires deviating from what is most important for the 
effective management of one’s own area of responsibility, what atten-
tion has been paid to and what solution one’s own expert identity has 
developed. For this reason, the idea appears to the actor as irrational, 
insane, and socially incorrect risk-taking, as we can see from Weick’s 
[57] case study of a wildland firefighting. The way in which actors learn 
is not inclined to question the basics, to develop alternative solutions, to 
overtake responsibilities from others and, more generally, to see past a 
sectoral system, to perceive its necessity on the one hand and its 

inadequacy on the other. It can thus be assumed that the events expe-
rienced in the past do not in themselves structure, narrow or enrich the 
possibilities for action, but are determined by the perceptions of the 
actors, the internal models of what can be done with the experiences. It 
is evident that when the situation is taking place, actors do not have time 
to consider their internal models, because they have to act and do what 
the situation seems to require – the latter could be interpreted through 
the tools at hand and the identity adopted rather than the faced urgency. 
That is exactly why exercising and the way of learning from experience 
provides irreplaceable means to reflect professionalism in action when 
hands and mind are not tied to the real situation. 

4. Preparing for the coming of unthinkable problems 

We have described a kind of standard view through two different 
dynamics — dynamics that, as they continue to evolve, increasingly 
diverge from each other. From this perspective, what is interpreted as a 
strengthening ER capability may prevent rather than promote the pro-
duction of responses that meet the requirements of the situation in the 
event of a severe disruption to CI. If functional ability relies on mech-
anistic learning from past experiences and their bureaucratic translation 
into the operating system, the dynamics of CI will be interpreted in a 
way that actors need luck in that the situations encountered are, in 
critical respects, adapted to the way in which problems have been 
identified. Since relying on luck is not a sustainable basis when it comes 
to safety and security, it is necessary to change the prevailing approach 
to learning. In the following, we outline a possible solution, both as a 
general level learning concept and as practical training application. The 
outlines we propose thus provide a transition in which the tension of the 
two dynamics described above does not disappear but acts as a potential 
tuner to the processes necessary in crisis. 

4.1. General principles 

When examining guidelines for the kind of learning that ER actors 
should embrace in order to respond to the problematics opened by a 
severe disturbance of CI, we must start by conceptualizing learning. In 
general, learning is not a question of a single and clearly definable event, 
but rather of a complex system consisting of learning processes occur-
ring at different levels [58]; Lehtinen et al., 2014). It occurs both 
through experience and doing as well as deliberate cognitive effort [59]. 
Learning involves the idea of the emergence of something new, whether 
it is a change in action or behavior, the acquisition of new knowledge or 
skills, the reorganization of knowledge structures, or the transfer of 
something previously learned from one context to another [60]. 

In addition, one form of learning is unlearning [61,62], which 
following Klein’s [63] interpretation is not so much about forgetting 
what has been learned but more about the ability to form responses that 
differ from the established and default ones. Understood in this way, on 
the one hand, learning is the ability to utilize characters, elements, 
structures and dynamics accumulated from different situations in the 
sense of combining them and transferring them from one context to 
another. On the other hand, learning is also attitudinal, which in our 
view appears to be a critical approach to problem identification and a 
search for contradictions to form better identifications. It is, in this 
sense, an orientation of interest in the interface between knowing and 
unknowing [64]. 

In such a learning context, what are the key issues that need to be 
taken into account? In the pursuit of a capacity that is not mechanistic 
but seeks to overcome the limitations of solutions that have proven to be 
most effective in familiar problem areas, it is not a question of knowl-
edge and skills that can be isolated and transmitted through action. 
Rather, it is a question of operating at another level, opening the path to 
richer mental models and ways of thinking [65]. It is an attempt to 
combine such configurations of information that did not exist in the 
person’s thinking before the combination[60,66,73], which means 
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influencing information processing, attitudes, mindsets and adopted 
ways of thinking. When this kind of learning occurs, it involves inter-
fering with what is perceived to be profoundly one’s own, and ques-
tioning those functions, structures, and identities whose permanence has 
been sought in the past. To succeed in this, learning situations should 
lead to contradictions [53,67–69]. This implies that the pedagogies of 
the design and implementation of the training/exercises should be 
focused on providing conflicting information frameworks and assessing 
them in a way that highlights the limitations and perspectives of 
knowing (cf [58,70–72]. 

When understood in this way, the learning to be pursued remains 
beyond the reach of observation-based, clearly defined and measurable 
competences and skills [60]. From this perspective, the specifically 
formulated and consistent goals as a prerequisite for learning (e.g. Refs. 
[40,42], specifically capture actors in the learning framework from 
which they would need to be exempt. When the core of learning in ex-
ercises is related to participants structuring not only their own but also 
shared ways of thinking, the planner of the exercise cannot know for 
certain the actual outcome of this process. However, this structuring has 
consequences that appear in some cases immediately but more often 
only later. These consequences are usually difficult to verbalize, let 
alone trace back to a particular moment or activity of learning. 

If training focuses on severe disruption to the CI, special attention 
should be paid to the characteristics of the CI, such as in-
terdependencies. This means that the participants should face situations 
that succeed in concretizing the importance of interdependence as a 
chain of disorders and an escalation of situations. Thus, the situations to 
be practiced should be able to show the dependence of an activity on 
some external factor and, perhaps even more importantly, to concretize 
the dependence of that factor on yet another factor. In addition, the 
situations to be practiced should show how the performance of ER actors 
is, in many respects, conditioned by CI. However, it is not just a question 
of looking at physical dependencies, but also paying more attention to 
how the different functionalities and capabilities are built on the 
availability and security of CI. 

Exercises should manifest the limited nature of the sectored problem 
formulations and the related responsibilities in relation to the situation 
encountered. Herein lies also the key to collaboration. The situation to 
be addressed in the exercise should serve the idea that the optimization 
and securing of efficiency and resources within the actor’s own frame of 
reference emerges from the perspective of the overall solution to the 
situation. In other words, it is not enough to identify the complexity of 
the problem, but the situation should also illustrate what kind of action 
is likely to produce inadequate solutions. In this case, the training would 
also provide the necessary focal points and inputs for the requirements 
of collaboration. In addition, training can show that the drive to preserve 
conventional roles and borders may itself be a source of vulnerability, 
even if its effectiveness has been demonstrated in other contexts 
throughout history. In this way, learning situations can be created in 
which actors have to reflect on the limitations and attachments of their 
own knowledge and ability. It is noteworthy that this kind of training 
does not promise joyful creativity, the fulfillment of designated goals, or 
growing self-confidence, but rather unease with what has earlier man-
ifested itself as strength and perfection. The key challenges are in 
learning not to take the context for granted, avoid mixing up different 
contexts with each other and to discern the context-, tool- and 
collaboration-related dependencies that, when faced with unforeseen 
situations, can undermine competencies and capacities while leaving 
responsibilities intact. 

4.2. Practical application 

We next provide a few reference points for practical training that 
exemplify the previous conceptual-theoretical outline, provide ideas for 
real-life training and guidelines for further development. These are 
based on the observations and experiences described in Section 2 but we 

discuss them in a more general manner to enable their use in pre-
paredness and ER training. We refine our review with a few supportive 
questions - written inside the parentheses - that serve as auxiliary 
questions to facilitate learning and to stimulate reflection. 

As mentioned, the exercise situation should lead the participants to 
perceive different problem formulations, to deal with conflicting per-
spectives and the most effective solutions for the overall situation. The 
learning situation should succeed in raising the standard responses to a 
critical spotlight, for example, in a way where optimization in each 
actor’s own frame of reference is adjusted with the overall response. It 
should be illustrated how, for example, securing one’s own resources or 
focusing on one object means neglect of other, perhaps more important, 
objects from the point of view of systemic problem-solving (“is what you 
ought do now the most important thing you could be doing in this sit-
uation?“). The aim is to get participants to reformulate the problem as 
well as to identify the structures that led them to solve a problem 
formulated in a certain way. 

Let us look at a practical example. We organized and observed a 
tabletop exercise -type learning situation, where the participants, stu-
dents of Master of Police Services degree, were divided into groups of 
4–6 people that were given a task to develop “deadlock situations”; 
scenarios in which both standard responses and non-response could both 
lead to a catastrophic outcome. Another group had to perform this 
scenario and the group that had developed the scenario acted as oppo-
nents or devil’s advocates (“Not in your area of responsibility? There is 
nothing you can do in this situation? So, non-response is the only thing 
you can do about the situation?”). The rest of the groups were tasked 
with evaluating the performance and making observations related to the 
key decision points, such as background assumptions and perspectives. 
These observations were then raised in a debriefing discussion after the 
scenario had been performed. It should be mentioned that this exercise 
was preceded by introductory lectures about severe disruption to CI. 
However, the scenarios developed by the groups were not limited to CI, 
which in itself suggests that the learning situation provided a good basis 
to transfer what is learned from one context to another. 

Our findings also suggest that participants in an exercise are mainly 
very locked to their own job description and position. As a result, they 
perceive the situation from that perspective (“what should I do in my 
role in this situation?”) and its limitations (“what am I allowed to do?”). 
When they are locked to their role, they do not perceive the situation 
from the perspective of wider and systemic problem-solving (“what is 
this situation about, what should be done and who could do it best?“). In 
exercises, this could be avoided by role play, switching roles or giving up 
roles all together. This could open new pathways for participants to 
perceive situations, their responses, logics and their limitations as well 
as to understand the limits of their own assessments. In the example 
mentioned above, it is noteworthy that the opponents were able to po-
sition themselves outside their own official and professional position 
and task identity, which provided an opportunity for them to forget at 
least to some extent the expectations that narrow the formulation of the 
problem. We assume that this contributed to perceiving the effect of task 
identity on both thinking and action. 

More generally, if training addresses a severe disruption to CI — 
which it does not necessarily have to do to resonate with the discussed 
dynamics — the direct and indirect dependence of participants’ ability 
to function on CI should be clearly illustrated (i.e. “what made you 
conclude that the current situation does not affect your ability to func-
tion?”). For example, in a situation of power grid failure, the effects of 
energy supply should be incorporated into training in a way that cannot 
be ignored. Since there is a lot of uncertainties in situations such as this, 
for example on how a power grid failure would affect the functionality of 
base stations, our findings suggest that participants tend to explain such 
lack of information in a way that is favorable to them. Sometimes in-
formation is subconsciously ignored, sometimes consciously. It is the 
reflection of such behavior (“why did you explain the uncertainty in 
your favor, when you might as well have explained it to your own 
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detriment as well?“) that promotes the desired learning. 
Explaining and interpreting things in most favorable ways also ex-

tends to the root causes of the situation encountered. According to our 
observations, in an uncertain situation, participants tend to approach 
the underlying causes of the situation according to the most obvious 
explanatory model and the least harmful one. For example, in the ex-
ercise on grid failure, the cause of the failure was not known in the 
scenario. From this lack of information, the participants made the 
assumption that the fault was due to bad weather, because it has most 
often been the cause of power outage, and adjusted their responses 
accordingly. In other words, when there was no better information 
about the cause of the situation, it was assumed to be due to the most 
obvious or favorable factor. In terms of the pursuit of learning, partici-
pants should be made to reflect on the basis of such assumptions (“on 
what basis did you conclude that all of this is caused by a storm?”). In 
this way, the possibility of an active threat can also be included in the 
reflection (“in the light of the information you received, why did you 
think the situation was due less harmful cause?”). 

The collaboration training between different actors is undoubtedly 
very challenging - from our point of view, it is, in fact, much more 
difficult and uncomfortable than generally assumed. According to our 
observations, in the face of an exceptional problem situation, actors tend 
to secure their own resources and their own capacity to act, turning 
inwards and outlining the need for collaboration on the terms of their 
own resources. This is a consequence of separating the actors func-
tionally, linguistically, and in terms of worldview, as noted earlier. As a 
result, collaboration can be successful in itself, but in a form that paves 
the way for each actor in its own problem-solving and worldview. In this 
way, promising conclusions can be drawn about the capabilities and the 
desired nature of collaboration. There is a danger that, viewed in such a 
frame of reference, collaboration will develop in a direction that does 
not promote capacity in problematics such as a severe disruption of CI; 
combining different expertise to reformulate problems and thus finding 
others to achieve better problem solving capability. According to our 
findings, reflecting on this issue is extremely challenging for participants 
of exercises, as improving holistic problem-solving ability would require 
the abandonment of one’s own resources, detachment from one’s task 
identity, and decisions that deviate from dealing with routine situations. 
However, all the practical training measures outlined above may 
contribute to development in this regard. 

In the examples described above, one crucial aspect is that exercises 
should be extended to cover the bureaucratized learning processes and 
building of bureaucratic action capacities that give character to the very 
design of ER exercises and training. It would open up questions related 
to us as well as the others. It would expose how the view forward has 
become conditioned by the history or, rather, the mechanistic way to 
make sense of it, turn it into worthwhile lessons, and carrying out the 
respective learning. What is most likely to hamper an effective response 
to novel situations are rigid thought patterns. Therefore, what will be 
most requested is the ability to better measure up such situations by 
forming new configurations and putting forward fresh perspectives on 
thought patterns. These are skills that can, and, we believe, should, be 
effectively exercised. 

5. Conclusions 

In this article, we have discussed the tension and dissonance between 
a historically highly functional operating model of known probable 
situations, and the situation of unexpected, nonlinear, unknown, and 
potentially malicious severe disruption to CI. It can be concluded that 
capacity building in the former can in itself become a source of 
vulnerability in the latter operating environment. We can, however, find 
ways for a different kind of learning. This learning is critically skeptical 
about the adequacy, moderation, and competence of the former and it 
seeks to find factors that expose the possibility of error rather than 
ignoring these factors as irrelevant. It questions the validity of the 

mindsets behind the policies and directs critical attention to decisions 
made in the face of a lack of information and uncertainty. 

The dynamics described in this article are constantly diverging. The 
ability to solve known problems is developing and becoming an 
increasingly sophisticated and effective machinery for solving the 
problems that are seen to be its responsibility. However, the dynamics, 
of which severe disruption to CI is an expressive example, incur prob-
lems that are increasingly unlikely to actually belong to the solution 
repertoire of that machinery. In worst case, the problems are driven by 
the machinery’s ability to use well-know solutions. When training and 
exercises are viewed critically from a learning perspective, it can be 
concluded that they do not necessarily always have positive learning 
outcomes but also potentially harmful ones. 

The way of learning that we have outlined does not offer the right 
solutions and does not push uncertainty aside — on the contrary, it is 
skeptical of models presented as solutions and it surfaces uncertainty 
from what presents itself or is presented with certainty. The price of 
learning to think differently and also to build capacity based on this 
emerging alternative perspective can prove to be valuable in future. 
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