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Abstract 

Usernames play a major role in online communication by providing a vital first impression and including 
clues about the identities and personal characteristics of users. Usernames are extremely important in the 
online trade of illegal drugs, which carries several risks and therefore requires a high degree of trust between 
the transaction parties. This study examines how sellers and buyers of illegal drugs represent themselves in 
their usernames. Data on 1,654 usernames collected from a Finnish darknet marketplace, Torilauta (2017–
2020) are analyzed both qualitatively and quantitatively. The usernames are mostly in Finnish and often 
feature slang and spoken language expressions. Many names include clues about a user’s age, gender, and 
location. References to various illegal drugs in usernames were found to express a close relationship with the 
substances. In contrast, they only rarely utilize typical real-life marketing strategies, which suggests that the 
users do not seek publicity and do not wish to enhance their online reputation. Differences between drug 
sellers’ and buyers’ usernames are minimal, possibly because of group overlap. Overall, it appears that the 
users aim to blend in with the drug user community rather than stand out from it by building distinctive 
images of themselves. 

Keywords: usernames, pseudonyms, computer-mediated communication, darknet, Tor network, narcotics, 
crime, Finland 

1. Introduction 

People are often known only by their usernames on various websites and online services. A username, also 
called a “nickname,” “pseudonym,” or “alias” in some other scholarly works (see Aleksiejuk 2014), is the name 
of a personal user account registered to a certain website or service and functioning as the user’s identifier 
for that service. Usernames play a major role in computer-mediated communication. They are usually the 
first identity feature that the communicating parties will learn about each other. They therefore help to make 
the pivotal first impression about the person (Whitty & Buchanan 2010; Back et al. 2008). The contents of 
usernames may also express the users’ identities and often include clues about their personal characteristics, 
such as age and gender (e.g., Raátz 2011; Stommel 2007; Bechar-Israeli 1995). Other users are frequently 
eager to utilize such clues to make assumptions about the personality of the user, even though empirical 
experiments have yielded mixed results regarding the accuracy of those assumptions (e.g., Back et al. 2008; 
Cornetto & Nowak 2006; Heisler & Crabill 2006). 

One form of online interaction where usernames may have a particular significance is the trade of illegal 
drugs. Nowadays, many drug sellers and buyers use online services to find each other (Martin et al. 2019). 
Making deals with strangers is, however, not without problems. Drug markets include several juridical, 
financial, and health-related risks, like law enforcement interference, violence, robberies, or scams involving 
low-quality products. Online drug marketing therefore requires a high level of trust between the transaction 
parties. A username is usually one of the few identity features available to the parties before making a deal. 
Therefore, parties presumably use it to evaluate the trustworthiness of the other party. 

This study examines how the sellers and buyers of illegal drugs represent themselves through their 
usernames on Torilauta ‘market board,’ a popular Finnish online marketplace for illegal drugs. More 
specifically, the study focuses on the choices of language, clues about a user’s personality, references to drugs, 
and business- and crime-related images in usernames. Differences between the usernames of drug sellers 
and buyers are also analyzed. The article begins with background information about computer-mediated drug 
markets and Torilauta, followed by an introduction of the data and method used in the study. After presenting 
and discussing the results, the study concludes by discussing the outcomes of the findings, limitations of the 
study, and possible directions for future research. 

2. Background 

Even though the Internet has been exploited for drug-dealing purposes from its start (Power 2013), more 
systematic online drug businesses did not emerge until the 2010s, when the so-called “cryptomarkets” 
became widely used. Cryptomarkets are eBay-like marketplaces where independent vendors can advertise 
their products, customers can make purchases with virtual currencies like Bitcoin, and the products are then 
shipped through regular postal services. Cryptomarkets have lately been of great interest to drug policy 
scholars. Summaries of previous studies have been provided in the World Drug Report (United Nations 
Office on Drugs and Crime 2020), as well as by Shortis et al. (2020) and Martin et al. (2019). For the study 
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at hand, the most relevant data derives from a study on the usernames of drug vendors at AlphaBay 
(Hämäläinen 2019), which was the largest international cryptomarket between the years 2015 and 2017. 

Cryptomarkets have certain advantages compared to traditional real-world drug markets. They are 
located on the darknet (also known as the Dark Web or Tor network), where encryption technologies are used 
to conceal the identities of the transaction parties, making it difficult for officials to interrupt activities 
(Munksgaard & Martin 2020). Moreover, the lack of face-to-face contact reduces violence and robberies, and 
open global markets give customers the opportunity to choose between several sellers and enable sellers to 
expand their business worldwide (Martin et al. 2020; Munksgaard & Martin 2020; Barratt et al. 2016). There 
are, however, disadvantages as well. Postal deliveries are relatively slow and uncertain, which can be 
especially problematic for drug users suffering from withdrawal symptoms. The use of Bitcoin for payments 
might also be troublesome for users with financial problems. Moreover, the digital traces left from the 
transactions might result in arrests even years later (Yle 2019). 

Given the abovementioned disadvantages of cryptomarkets, drug sellers and buyers have begun using 
new kinds of services to reach each other. For example, recent studies have reported a growing use of social 
media to buy and sell drugs (Oksanen et al. 2020; Moyle et al. 2019). In Finland, the online Torilauta site 
served as an alternative marketplace for drugs in the last few years. Torilauta was a discussion forum located 
on the darknet, founded in November 2017 and shut down in November 2020. During its three years of 
operation, more than six million messages were posted to Torilauta, an average of over 5,000 messages daily 
(Malin 2020). Even though the website had sub-fora for various themes, such as hacking, dating, and casual 
chatting, most discussions involved drug dealing. Approximately 95% of all messages were sent to sub-fora 
dedicated to drug advertisements (Hämäläinen & Ruokolainen 2021). 

On Torilauta, any user could open a new discussion thread to announce a desire to sell or buy products 
or services. Unlike on cryptomarkets, the items were delivered in face-to-face meetings and paid for with cash 
or other drugs. The details of the deals, like the meeting location, were not settled on Torilauta, but in private 
discussions using the encrypted mobile app Wickr. Since contacting other persons via Wickr requires 
knowing their usernames, the advertisements on Torilauta usually included the Wickr username of the 
advertiser. These Wickr usernames are the focus of our research. 

The illegal drug sold most often on Torilauta was cannabis, followed by amphetamines, benzodiazepins, 
opioids, and ecstasy (Hämäläinen & Ruokolainen 2021). This distribution of substances corresponds rather 
well with the statistics on overall drug use in Finland (Karjalainen et al. 2020; Rönkä & Markkula 2020). 
Regular drug users comprised the majority of the Torilauta user pool, and they were often in 
socioeconomically disadvantaged positions (Harviainen et al. 2020). The language style used in the 
discussions was typically informal. It included a great deal of slang words and spoken language features, as 
well as deviations from the orthographic norms of standard language (Hämäläinen & Ruokolainen 2021). 

3. Data and Method 

Previous studies have typically employed two types of data to analyze the semantic content of usernames. 
Some scholars have conducted interviews or online surveys to ask username owners about the background 
and motivation for their name choices (e.g., Xu et al. 2020; Crenshaw & Nardi 2014; Hämäläinen 2013), 
whereas others have analyzed names without contacting their owners (e.g., Szymanski 2014; Ecker 2011; 
Stommel 2007). This study adopted the latter method. Since online drug traders are usually not willing to 
participate in surveys or interviews, studies using such data collection methods usually have relatively small 
sample sizes (e.g., Martin et al. 2020; Ormsby 2016; van Hout & Bingham 2014). For the same reason, 
Hämäläinen (2019) analyzed usernames on AlphaBay without contacting the owners of the names. 

The problem when analyzing names without contacting the users is that scholars may have difficulty 
deciphering usernames. For example, the name edguy1 could be understood as “guy called Ed” or as a 
reference to the German power metal band Edguy. Given that ambiguity obviously reduces the reliability and 
objectivity of the results, we endeavored to minimize its effect. By conducting a Google search, we ascertained 
the potential multiple meanings of the usernames, especially when encountering expressions unfamiliar to 
us. The context of drug dealing was also accounted for in the analysis. For example, we interpreted the 
username mollyking as a reference to 3, 4-methylenedioxymethamphetamine (MDMA), as molly is one of its 
slang names. In another community, though, molly might more likely be interpreted as a female name. To 
understand the slang expressions, we used scholarly studies on Finnish drug user slang (especially 
Hämäläinen & Ruokolainen 2021). 

The data for the study was collected from Torilauta in January 2018, approximately two months after 
the website was established. Altogether, 9,300 messages were collected from all the sub-fora on the website. 
By carefully examining the messages, 1,853 different Wickr usernames were detected. Some of them were 
placed in a separate text field reserved for Wickr usernames, whereas others were included in the body text 
of the message, usually preceded by expressions such as “Wickr:” or “W//.” Some usernames appeared in 
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more than one message, but these duplicates were removed before the analysis. In addition to collecting 
usernames, it was also determined whether the users were selling or buying drugs; or whether they had some 
other objective (e.g., searching for a job, looking for a date, asking for advice). Of the 1,853 users, 199 (10.74%) 
were not involved with drug trading. Such users were filtered before the analysis, making the size of the final 
dataset 1,654 usernames. Of those users, 726 (43.89%) were sellers, 712 (43.05%) buyers, and 216 (13.06%) 
performed both roles. Consequently, drug buyers and sellers were almost equally represented in the data. 

When using data retrieved from a marginalized online community, such as drug dealers and users, 
special attention should be paid to ethical questions. The ethical guidelines of our project were discussed 
thoroughly elsewhere (Harviainen et al. 2021), but we would like to highlight some key issues here. Although 
located on the darknet, Torilauta can be considered a rather public website given that it was widely used in 
Finland and was well-known to law enforcement officials as well (Malin 2020). To help ensure that this 
investigation would pose no harm to the users, care was taken to see that their real-life identities could not 
be reliably recognized based on their usernames or messages. Therefore, we considered it acceptable to utilize 
the data without the users’ consent. Moreover, the usernames are not connected with users’ messages and 
actions on the website, and only a limited number of sample names are provided in this article. We would 
also like to stress that we do not know whether the users analyzed in this study have committed crimes. The 
forum discussions only indicated the users’ willingness to sell or buy drugs, not that such activities actually 
took place. 

4. Results 

4.1 Choice of Language 

One of the key issues in selecting a username is the choice of language. On Torilauta, where practically all 
conversations were in Finnish, one might expect to see Finnish username elements as well. However, 
previous studies have shown that English, the lingua franca of the Internet, has a remarkable influence on 
usernames, even in non-English national online communities (e.g., Hämäläinen 2020; Xu et al. 2020; 
Bugheșiu 2012). 

Based on the linguistic origin of the name elements, we divided the usernames in the data into six 
categories. In addition to Finnish, English, and other languages, we included categories called 
internationalisms, word-blends, and alphabetisms. Internationalisms are proper names or common nouns 
that are used similarly in several languages (e.g., hypers, koala89, Union), and therefore they cannot be 
classified as belonging to any specific language. Word-blends mix elements of different languages, like in the 
usernames Kahvicup ‘coffee cup’ and Überallforyou ‘anywhere for you.’ Alphabetisms are names that cannot 
be recognized as any known language (e.g., av94, ldkbeu, tttxxx). 

Table 1: Distribution of Usernames Based on Language Choices 

Language Freq % 

Finnish 920 55.62 

English 278 16.81 

Other 50 3.02 

Word-blend 58 3.51 

Internationalism 38 2.30 

Alphabetism 310 18.74 

 
As Table 1 shows, over half of the usernames in the data were in Finnish. The other two categories with 

considerably high percentages were English and alphabetisms. By comparison, the other three categories 
remained low in frequency. It is also worth mentioning that slang words and spoken language features 
were frequent in the data and appeared in 368 usernames (22.25% of the data). Slang words for drugs and 
their use are further discussed in section 4.3. However, informal expressions were also widely used with non-
drug-related name elements and in the advertisement texts on Torilauta (Hämäläinen & Ruokolainen 2021; 
Harviainen et al. 2020). 
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4.2 Age, Gender, and Location 

Web users are often interested in the personal characteristics of the other users with whom they are 
involved. Among the most important characteristics of interest are users’ age, gender, and location (Whitty 
& Gavin 2001). It is therefore not surprising that usernames often include clues to those attributes (e.g., 
Hämäläinen 2020; Hämäläinen & Haasio 2019; Raátz 2011; Cornetto & Nowak 2006). It should be 
emphasized, however, that such references do not necessarily correspond with a user’s non-virtual 
personality. 

Table 2: Self-References to Gender, Age, and Location 

Reference Freq % 

Gendered common noun 110 6.65 

Personal name 98 5.93 

Famous person or character 69 4.17 

Gender references altogether 277 16.75 

   

Year of birth 107 6.47 

Age-related common noun 21 1.27 

Age references altogether 128 7.74 

   

Place name 44 2.66 

City name abbreviation 16 0.97 

Regional code 9 0.54 

Location references altogether 69 4.17 

 
Table 2 lists the frequencies of the references to user’s gender, age, and location. As the table shows, the 

most frequent of the three personal attributes in the data were gender. According to our analysis, 277 
usernames (16.75% of the data) included a potential reference to a user’s gender, with 244 (88.09%) of them 
referring to males and only 33 (11.91%) to females. Gender references were divided into three subgroups. The 
first group consisted of common nouns for a male or female person, such as mies ‘man,’ poika ‘boy,’ herra 
‘mister, sir,’ prinssi ‘prince,’ jäbä ‘dude,’ tyttö ‘girl,’ or kuningatar ‘queen.’ The nouns were usually combined 
with other words in usernames: lähiökuningatar ‘suburb queen,’ spagettijäbä ‘spaghetti dude,’ or 
speedman1985. The second group consisted of usernames that included a personal name, usually a given 
name (e.g., jussi77; karri). Since not many unisex given names are used in Finland, and even then, only in 
low frequencies (Ainiala et al. 2012), given names usually reveal the gender of their bearer. The third group 
of gendered usernames included the names of well-known persons or fictitious characters, for example 
paavonurmi or Donaldduck123. In such cases, however, it was less certain whether they corresponded with 
the user’s gender, as they might have been based on merely liking or admiring the person or the character 
instead of identifying as him/her. 

A potential reference to a user’s age was included in 128 usernames (7.74% of the data). Table 2 shows 
that most such references were numbers indicating the user’s year of birth (e.g., hkisuperman1984 or tero87). 
While other motivations might also have existed for choosing such numbers, the reference to year of birth is 
a common practice in usernames on various online communities (e.g., Hämäläinen 2020; Kokkinakis et al. 
2016; Szymański 2014; Ecker 2011). From this category, we excluded those numbers that clearly have an 
alternative meaning (e.g., dustyf00t or satan666ruoholahti1) or that could not refer to a living person’s year 
of birth (e.g., raven123 or unicorn1124). The use of age-related terms like poika ‘boy,’ tyttö ‘girl,’ ukko ’old 
man,’ or pappa ’grandpa’ in usernames could also provide some indication of the user’s age, even though less 
precisely than a year of birth. In a community such as Torilauta, where most users were seemingly somewhat 
young, a 50-year-old man might have been regarded as an “old man” or “grandpa.” 

References to certain places were included in 69 usernames (4.17%). Table 2 shows that most of those 
references were place names, but city abbreviations and regional telephone codes (e.g., hkisuperman1984 or 
vauhtihirmu022) were used as well. The places referenced included counties, cities, or neighborhoods located 
mainly in southern Finland. Six names included the element Fin, Finland, or Suomi, whereas seven names 
referred to locations outside Finland (e.g., amsterdam; siperia ‘Siberia’; vivalasvegasi). 
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4.3 Relationship to Drugs 

In the data, 520 usernames (31.44%) used expressions that referred to psychoactive substances and their use. 
Table 3 shows that users referred to cannabis most often, followed by amphetamines, opioids, and 
psychedelics. General references to drugs and their use were also common in usernames: highallday; 
humehiha ‘drug sleeve’; kamapää2 ‘junk head’; narkkari00 ‘narkomaniac’; overdose5; or peräkujannisti 
‘rear alley junkie.’ In addition to illegal psychoactive drugs, usernames included infrequent references to 
alcohol, tobacco, snuff, and hormones, which were also occasionally sold on Torilauta. 

Table 3: References to Psychoactive Substances and Their Use in the Data 

Referred substance Freq    % 

Cannabis 177 10.70 

Amphetamines 69 4.17 

Opioids 42 2.54 

Psychedelics 26 1.57 

Alcohol 15 0.91 

Benzodiazepines 14 0.85 

MDMA 12 0.73 

Tobacco and snuff 9 0.54 

Hormones 5 0.30 

Other drugs 13 0.79 

Drugs in general 138 8.34 

Altogether 520 31.44 

 
Drugs were identified by various slang words in usernames. The data included 22 different slang words 

for cannabis, for example dänkki ‘dank,’ budi ‘bud,’ or savu ‘smoke.’ Moreover, 55 usernames included the 
number 420, a reference to the unofficial international cannabis day on April 20th (Vandoros & Kawachi 
2019). The usernames also referred to certain cannabis strains like Laughing Buddha, OG Kush, or Purple 
Haze. Amphetamine was referred to via 12 different slang words, most often vauhti ’speed’ or piri. The 
standard language words cannabis, marijuana, and amphetamine, instead, appeared very rarely in the data. 
The common use of drug-related slang constituted a notable difference from usernames on AlphaBay, where 
the substances were more often referred to using their official common nouns, even though slang words were 
used to some extent there as well (Hämäläinen 2019). 

4.4 Business- and Crime-Related Images 

With respect to the usernames of AlphaBay drug vendors, Hämäläinen (2019) recognized two opposite 
strategies for image creating. Some vendors presented themselves as reliable and legitimate business people 
by using real-world business vocabulary or borrowing famous real-word brand names. Meanwhile, other 
vendors even highlighted their criminality by using crime-related terminology and the names of infamous 
real or fictitious criminals. 

In the Torilauta data, 115 usernames (6.95%) included references to business or trading. Table 4 shows 
that those names most often referred to shops and markets (e.g., benzomarket, happokiska ‘acid kiosk,’ or 
rojukauppa ‘junk shop’), pharmacy or chemistry stores (apteekkari88 ‘pharmacist,’ kemisti228 ‘chemist,’ or 
medicine4all), internationally or locally known real-world brand names (Hilfiger09, Mountaindew1, 
Ruohonjuuri, turkuenergia3), or the high quality of users’ products and services (laatudoping ‘quality 
doping,’ pitäjänparasta ‘best in the district,’ or primedrugseller). The data also included various 
other references to business, such as easytrade, halvathinnat1 ‘low prices,’ rehditkaupat ‘fair trades,’ or 
vendor ‘vendor.’ 

Table 4: Business- and Crime-Related References in Torilauta Usernames 
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Reference Freq % 

Shop, store, market, etc. 29 1.75 

Pharmacy and chemistry 13 0.79 

Real-world brand name 15 0.91 

Quality of products and services 30 1.81 

Other business references 28 1.69 

Business references altogether 115 6.95 

187* 9 0.54 

Known criminal 10 0.60 

Other crime references 18 1.09 

Crime references altogether 37 2.24 

* The number “187” (e.g., vanki187 ‘prisoner’) originates from the California police code for murder and is used in the slang 
of crime-related subcultures. 

Relations to crime were evident in 37 usernames (2.24%) in the data, in addition to those names that 
were connected to illegal drugs. Examples of references to infamous real-life or fictional criminals in the data 
were escobarinc (Pablo Escobar), heisencrack (Walter “Heisenberg” White), and zäkthetripper (Jack the 
Ripper). Other references to criminality included usernames like OUTLAW99, rehtiroisto1 ‘honest crook,’ 
and rosv0 ‘robber.’ 

4.5 Differences between Sellers’ and Buyers’ Usernames 

Finally, we examined the differences between the usernames of drug sellers and buyers. These two roles are 
quite different from both marketing and juridical perspectives. Therefore, somewhat different behavior 
concerning username choices was hypothesized. Table 5 summarizes percentages for the three user groups in 
terms of the username attributes discussed in sections 4.1–4.4. The right-most column shows the p-value from 
the Pearson’s χ2 test and indicates the statistical significance of the differences between the user groups. 
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Table 5: Differences in Sellers’ and Buyers’ Usernames 

 Sellers Both roles Buyers  
 Freq %     Freq    % Freq % p-value 

Reference to        

Gender 125 17.22 37 17.13 115 16.15 0.852 

Age 58 7.99 10 4.63 60 8.43 0.177 

Location 28 3.86 9 4.17 32 4.49 0.833 

        

Language        

Finnish 402 55.37 114 52.78 404 56.74 0.580 

English 137 18.87 43 19.91 98 13.76 0.015* 

Alphabetism 117 16.12 41 18.98 152 21.35 0.039* 

Slang 170 23.42 52 24.07 146 20.51 0.327 

        

Related to drugs 262 36.09 69 31.94 187 26.26 0.00031** 

        

Business images 74 10.19 11 5.09 32 4.49 0.000066** 

Criminal images 19 2.62 8 3.70 10 1.40 0.088 

*   statistically significant (p < 0.05).  
** statistically very significant (p < 0.001). 

With respect to references to a user’s age, gender, and location, there were no significant differences 
between the sellers’ and buyers’ usernames. Language choices, however, showed some moderate but 
statistically significant differences: sellers more often used English, whereas buyers favored alphabetisms in 
their usernames. As expected, usernames creating business images were distinctively more common among 
sellers in the data, as were references to drugs. Crime-related names were also slightly more common among 
sellers, even though the difference was not quite statistically significant. 

5. Discussion 

The amount of Finnish language in Torilauta usernames was considerably high, even in an exclusively Finnish 
community (cf. Hämäläinen 2020). Of several possible reasons for such an occurrence, the one especially 
worth discussing further is discriminatory attitudes within the community. Openly racist attitudes were 
common on Torilauta; many sellers and buyers stated in their advertisements that they make deals only with 
“ethnic Finns,” or that they do not make deals with certain minorities, like Romani people (see also 
Harviainen et al. 2020). Adopting a username in Finnish might have been one way for users to highlight their 
native Finnish background and in this way present themselves as more attractive business partners for 
other users. 

The frequent use of drug-related slang and spoken language in the data might be explained by the need 
to express belonging to the drug community, where the use of slang is common (Ghounane 2020). Knowing 
multiple words for drugs demonstrates expertise in the topic and might also express the importance of the 
substances for the users, in the spirit of the Finnish phrase rakkaalla lapsella on monta nimeä ‘a dear child 
has many names.’ It is also worth noting that despite referring basically to the same substance, not all slang 
words are completely synonymous: some words include references to the quality of the substance 
(Hämäläinen & Ruokolainen 2021). Slang words also appeared in AlphaBay usernames (Hämäläinen 2019) 
and even in the names of legal marijuana dispensaries (Nuessel 2017). Features of spoken language were 
common not only in usernames, but also in sales or buying advertisements on Torilauta. Using 
them expressed an informal, easygoing attitude, which was appreciated within the community (Harviainen 
et al. 2020). 
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Based on clues about the users’ gender, age, and location in usernames, Torilauta users in our sample 
appeared mostly to be comparatively young Finnish males. The unequal representation of genders was not 
surprising, as the illegal drug trade has traditionally been dominated by males (e.g., United Nations Office on 
Drugs and Crime 2016; Denton & O’Malley 1999). However, it is possible that the usernames did not reliably 
represent the community’s real gender distribution. Since women are often in a vulnerable position in drug 
communities (Arpa 2017), they might not want to highlight their gender in their usernames. 

Overall, the number of usernames that provided clues about their users’ personality was relatively low 
when compared to other types of online communities (e.g., Hämäläinen 2020). This might stem from the fact 
that most users wanted to protect their identity from possible law enforcement investigations. Somewhat 
surprising was the low number of geographic references in the data, considering that the location of the 
parties involved is relevant information for face-to-face drug dealing. However, as Torilauta was divided in 
regional sub-fora, it was perhaps unnecessary for users to highlight their location in their usernames. 

The percentage of drug-related usernames on Torilauta was higher than on the AlphaBay market, where 
24% of drug vendors’ names were related to their products and desired product effects (Hämäläinen 2019). 
This might well reveal the extent to which drugs were a central part of Torilauta users’ identity and lifestyle 
(see also Harviainen et al. 2020), rather than merely an instrument of business. The number of references to 
particular substances corresponded rather well with the prevalence of their sales on Torilauta and use in 
Finland overall (Hämäläinen & Ruokolainen 2021; Karjalainen et al. 2020; Rönkä & Markkula 2020). 
General references to drugs in this investigation often expressed uncontrolled, dependent, or reckless use of 
the substances. This might seem surprising at first glance because words like nisti ‘junkie’ and narkkari 
‘narkomaniac’ carry strong negative connotations and can be considered offensive in public discourses 
(Hämäläinen & Lahti 2021). Within the Torilauta community, however, even excessive and problematic drug 
use were not judged—instead, they represented a central part of the website’s culture and many of the users’ 
identities. 

The percentages of business- and crime-related images in the Torilauta usernames were relatively low 
when compared to AlphaBay, where 13% of usernames included business images and 7% criminal images 
(Hämäläinen 2019). Since such images can be regarded as effective strategies of image-building for online 
drug vendors, their absence in the data might therefore indicate that the Torilauta users did not run their 
businesses very professionally or systematically. Previous studies on Finnish drug-related criminality (e.g., 
Perälä 2011) support this conclusion. However, users might have also intentionally avoided creating powerful 
images of themselves, as high-profile sellers more likely end up as targets of law enforcement operations. 

Business- and crime-related images were significantly more common in the usernames of sellers than 
buyers, indicating that some sellers sought to build a distinctive image for themselves. The frequent use of 
English in sellers’ usernames might also have been motivated by business aims, as English plays a remarkable 
role in the commercial world and its nomenclature in Finland (Ainiala et al. 2012). Overall, however, the 
differences between sellers’ and buyers’ usernames were rather minimal in the data. This result might 
indicate that the groups were not distinctively different, but overlapping, as demonstrated by the noteworthy 
number of users who had both roles in the data. 

6. Conclusion 

This study examined how drug sellers and buyers on the Finnish darknet marketplace Torilauta represented 
themselves via their usernames. As a general conclusion, it appears that the users tried to blend in with the 
drug user community rather than stand out in the crowd. Meanwhile, they told relatively little about 
themselves in their usernames. These results differed considerably from the previous study on usernames on 
the large international cryptomarket AlphaBay (Hämäläinen 2019). Therefore, one should avoid generalizing 
the results of this study to other types of online drug markets. Instead, usernames should also be studied in 
other such contexts. 

Even though analyzing a large collection of usernames may provide important information about the 
user pool and the culture of the online community, the identities of individual users are not reliably revealed 
by their usernames alone. The information on a user’s real-life gender, age, or location might be genuine, but 
it might just as well be false. Whichever may be the case, even the combination of given name and year of 
birth—a common structure for usernames (Hämäläinen 2020)—is usually not enough to identify a certain 
person, at least in the Finnish context. This fact should ease possible ethical concerns as to whether the study 
will cause juridical or other problems for the research subjects. Nevertheless, ethical issues should always be 
carefully considered when studying online drug markets. It is essential to pay close attention to the special 
features of the study design and the studied context to minimize harm. 

One alternative to the current study design would be to use data collected through interviews or online 
surveys. The sample sizes would probably remain smaller, but the results could give new insights that remain 
hidden with the method used in this study. Another alternative approach to the topic would be to analyze big 
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data acquired from darknet marketplaces using corpus linguistic methods (Motschenbacher 2020; 
Kokkinakis et al. 2016; Drachen et al. 2014). 

Though Torilauta has now been shut down, online drug trading continues. Past experience shows that 
any services and sites that have been shut down are usually quickly replaced by similar ones (van Buskirk 
et al. 2017). Therefore, research on darknet drug markets should also continue. An extensive body of 
literature already exists on cryptomarkets, but online services that bring face-to-face drug sellers and buyers 
together have been studied much less. Recent studies have suggested that the online drug markets are 
becoming more decentralized, as more users turn to local websites or social media groups like Torilauta 
(United Nations Office on Drugs and Crime 2020; Martin et al. 2019). Consequently, more research should 
target these new service forms. As this study has shown, onomastic theories and methods can be utilized to 
contribute to scientific discussion about online drug markets. 

Notes 
 
1 In the names dustyf00t and satan666ruoholahti, the number 0 replaces the similar-looking letter O, and 
666 is the mark of the devil in Christianity. 

2 In the names hkisuperman1984 and vauhtihirmu02, “hki” is the abbreviation for Helsinki and “02” is the 
regional code for Southwest Finland. For more on the use of Finnish regional telephone codes as indicators 
of a person’s location, see Hämäläinen & Haasio (2019). 

3 Ruohonjuuri is the name of a Finnish store chain that sells organic products. Ruoho ‘grass’ is also a common 
slang word for cannabis (Hämäläinen & Ruokolainen 2021). Turku Energia is an electricity company located 
in Turku, Finland. 

Funding 

This work was supported by the Academy of Finland under Grant 329342-5. 

Disclosure Statement 

No potential conflict of interest was reported by the authors. 

Bibliography 

Ainiala, Terhi, Minna Saarelma, and Paula Sjöblom. 2012. Names in Focus. An Introduction to Finnish 
Onomastics. Helsinki: Finnish Literature Society. 

Aleksiejuk, Katarzyna. 2014. “Internet Names as an Onomastic Category.” In Names in Daily Life. 
Proceedings of the XXIV ICOS International Congress of Onomastic Sciences, 243–255. Barcelona: 
Generalitat de Catalunya. 

Arpa, Sharon. 2017. Women Who Use Drugs: Issues, Needs, Responses, Challenges and Implications for 
Policy and Practice. Lisbon: European Monitoring Centre for Drugs and Drug Addiction. 

Back, Mitja D., Stefan C. Schmukle, and Boris Egloff. 2008. “How Extraverted Is 
Honey.bunny77@hotmail.de? Inferring Personality from E-mail Addresses.” Journal of Research in 
Personality 42, no. 4: 1116–1122. 

Barratt, Monica J., Jason A. Ferris, and Adam R. Winstock. 2016. “Safer Scoring? Cryptomarkets, Social 
Supply and Drug Market Violence.” International Journal of Drug Policy 35: 24–31. 

Bechar-Israeli, Haya. 1995. “From <Bonehead> to <cLoNehEad>: Nicknames, Play and Identity on Internet 
Relay Chat.” Journal of Computer-Mediated Communication 1, no. 2. 

Bugheşiu, Alina. 2012. “Diachrony and Synchrony in Onomastics. Virtual Anthroponymy.” Analele 
Universităţii Bucureşti. Limbişi Literaturi Străine 1: 5–15. 



NAMES: A JOURNAL OF ONOMASTICS 
Usernames on a Finnish Online Marketplace for Illegal Drugs 

ans-names.pitt.edu  

ISSN: 0027-7738 (print) 1756-2279 (web) Vol. 69, Issue 3, Summer 2021 DOI 10.5195/names.2021.2234 

 

13 

Cornetto, Karen M. and Kristine L. Nowak. 2006. “Utilizing Usernames for Sex Categorization in Computer-
Mediated Communication: Examining Perceptions and Accuracy.” CyberPsychology & Behavior 9, 
no. 4: 377–387. 

Crenshaw, Nicole and Bonnie Nardi. 2014. “What's in a Name? Naming Practices in Online Video Games.” 
In Proceedings of the First ACM SIGCHI Annual Symposium on Computer-human Interaction in Play, 
67–76. New York: Association for Computing Machinery. 

Denton, Barbara and Pat O’Malley. 1999. “Gender, Trust and Business: Women Drug Dealers in the Illicit 
Economy.” British Journal of Criminology 39, no. 4: 513–530. 

Drachen, Anders, Rafet Sifa, and Christian Thurau. 2014. “The Name in the Game: Patterns in Character 
Names and Gamer Tags.” Entertainment Computing 5, no. 1: 21–32. 

Ecker, Robert 2011. “Creation of Internet Relay Chat Nicknames and Their Usage in English Chatroom 
Discourse.” Linguistik Online 50: 4–29. 

Ghounane, Nadia. 2020. “A Thorough Examination of Teens Drug Slang in Algeria.” Arab World English 
Journal 11, no. 1: 419–431. 

Harviainen, J. Tuomas, Ari Haasio, and Lasse Hämäläinen. 2020. “Drug Traders on a Local Dark Web 
Marketplace.” In Proceedings of the 23rd International Conference on Academic Mindtrek, 20–26. 
New York: Association for Computing Machinery. 

Harviainen, J. Tuomas, Ari Haasio, Teemu Ruokolainen, Lobna Hassan, Piotr Siuda, and Juho Hamari. 2021. 
“Information Protection in Dark Web Drug Markets Research.” In Proceedings of the 54th Hawaii 
International Conference on System Sciences, edited by Tung X. Bui, 4673–4680. 

Heisler, Jennifer L. and Scott L. Crabill. 2006. “Who Are ‘stinkybug’ and ‘Packerfan4’? Email Pseudonyms 
and Participants’ Perceptions of Demography, Productivity, and Personality.” Journal of Computer-
Mediated Communication 12, no. 1: 114–135. 

Hämäläinen, Lasse. 2013. “User Names in Online Gaming Community Playforia.” In Names in the Economy: 
Cultural Prospects, edited by Paula Sjöblom, Terhi Ainiala, and Ulla Hakala, 214–228. Newcastle: 
Cambridge Scholars Press. 

Hämäläinen, Lasse. 2019. “User Names of Illegal Drug Vendors on a Darknet Cryptomarket.” Onoma  
50: 43–68. 

Hämäläinen, Lasse. 2020. “User Names in Finnish Online Communities.” Studia Anthroponymica 
Scandinavica 35: 177–189. 

Hämäläinen, Lasse and Ari Haasio. 2019. “Vakava Leikki: Tiedonjakaminen, Identiteetti ja Leikillisyys 
Suomalaisen Seksichatin Nimimerkeissä” [Serious Play: Information Sharing, Identity, and Playfulness 
in the Nicknames of a Finnish Sex Chat]. WiderScreen 1–2/2019. 

Hämäläinen, Lasse and Emmi Lahti. 2021 (in press). “Argumentation in Finnish Online Discussions about 
Decriminalising Cannabis Use.” Nordic Studies on Alcohol and Drugs. 

Hämäläinen, Lasse and Teemu Ruokolainen. 2021 (in press). “Kukkaa, Amfea, Subua ja Essoja: 
Huumausaineiden Nimitykset Tor-verkon Suomalaisella Kauppapaikalla” [Weed, Speed, Subu, and 
Eve: Nominations for Illegal Drugs on a Finnish Darknet Marketplace]. Sananjalka 63. 

Karjalainen, Karoliina, Niina Pekkanen, and Pekka Hakkarainen. 2020. Suomalaisten Huumeiden Käyttö ja 
Huumeasenteet: Huumeaiheiset Väestökyselyt Suomessa 1992–2018 [Drug Use and Drug Attitudes 
among Finns: Drug-related Population Surveys in Finland 1992–2018]. Helsinki: Finnish Institute for 
Health and Welfare. 

Kokkinakis, Athanasios V., Jeff Lin, Davin Pavlas, and Alex R. Wade. 2016. “What’s in a Name? Ages and 
Names Predict the Valence of Social Interactions in a Massive Online Game.” Computers in Human 
Behavior 55: 605–613. 

Malin, Aarno. 2020. “Tor-verkossa Toimivan Torilaudan Lopettaminen Panee Suomalaisen Huumekaupan 
Uusiksi” [Closing Torilauta in Tor Network Restructures the Finnish Drug Trade]. Image October 29, 
2020. Accessed January 15, 2021. https://www.apu.fi/artikkelit/tor-verkko-torilaudan-lopettaminen-
panee-huumekaupan-uusiksi. 

Martin, James, Jack Cunliffe, and Rasmus Munksgaard. 2019. Cryptomarkets: A Research Companion. 
Bingley: Emerald Publishing. 

Martin, James, Rasmus Munksgaard, Ross Coomber, Jakob Demant, J., and Monica J. Barratt. 2020. 
“Selling Drugs on Darkweb Cryptomarkets: Differentiated Pathways, Risks and Rewards.” The British 
Journal of Criminology 60, no. 3: 559–578. 

https://www.apu.fi/artikkelit/tor-verkko-torilaudan-lopettaminen-panee-huumekaupan-uusiksi
https://www.apu.fi/artikkelit/tor-verkko-torilaudan-lopettaminen-panee-huumekaupan-uusiksi


NAMES: A JOURNAL OF ONOMASTICS 
Lasse Hämäläinen, et al.  

 

ans-names.pitt.edu  

DOI 10.5195/names.2021.2234 Vol. 69, Issue 3, Summer 2021 ISSN: 0027-7738 (print) 1756-2279 (web) 

 

14 

Motschenbacher, Heiko. 2020. “Corpus Linguistic Onomastics: A Plea for a Corpus-Based Investigation of 
Names.” Names 68, no. 2: 88–103. 

Moyle, Leah, Andrew Childs, Ross Coomber, and Monica J. Barratt. 2019. “#Drugsforsale: An Exploration of 
the Use of Social Media and Encrypted Messaging Apps to Supply and Access Drugs.” International 
Journal of Drug Policy 63: 101–110. 

Munksgaard, Rasmus and James Martin. 2020. “How and Why Vendors Sell on Cryptomarkets.” Trends and 
Issues in Crime and Criminal Justice 608: 1–12. 

Nuessel, Frank. 2017. “A Note on Selected Names of Colorado Medical Marijuana Dispensaries.” Names 65, 
no. 2: 112–120. 

Oksanen, Atte, Bryan Lee Miller, Iina Savolainen, Anu Sirola, Jakob Demant, Markus Kaakinen, and Izable 
Zych. 2020. “Illicit Drug Purchases via Social Media Among American Young People.” In Social 
Computing and Social Media. Design, Ethics, User Behavior, and Social Network Analysis, edited by 
Gabriele Meiselwitz, 278–288. Cham: Springer. 

Ormsby, Eileen. 2016. “Silk Road: Insights from Interviews with Users and Vendors.” In The Internet and 
Drug Markets, 61–68. EMCDDA Insights 21. Luxembourg: European Monitoring Centre for Drugs and 
Drug Addiction. 

Perälä, Jussi. 2011. “Miksi lehmät Pitää Tappaa?” Etnografinen Tutkimus 2000-luvun alun 
Huumemarkkinoista Helsingissä [Why Cows Must Be Killed? Ethnographical Study of the Drug Market 
in Helsinki in the Early 2000s]. Helsinki: Finnish Institute for Health and Welfare. 

Power, Mike. 2013. “Online Highs Are Old as the Net: The First E-commerce Was a Drugs Deal.” The 
Guardian April 19, 2013. Accessed January 15, 2021. https://www.theguardian.com/science/2013/ 
apr/19/online-high-net-drugs-deal. 

Raátz, Judit. 2011. “Nick as Self-attributed Name.” Nouvelle Revue d'Onomastique 53: 183–211. 

Rönkä, Sanna and Jaana Markkula, eds. 2020. Huumetilanne Suomessa 2020 [Drug Situation in Finland 
2020]. Helsinki: Finnish Institute of Health and Welfare. 

Shortis, Patrick, Judith Aldridge, and Monica J. Barratt. 2020. “Drug Cryptomarket Futures: Structure, 
Function and Evolution in Response to Law Enforcement Actions.” In Research Handbook on 
International Drug Policy, edited by David R. Bewley-Taylor and Khalid Tinasti, 355–380. 
Cheltenham: Edward Elgar Publishing. 

Stommel, Wyke. 2007. “Mein Nick Bin Ich! Nicknames in a German Forum on Eating Disorders.” Journal of 
Computer-Mediated Communication 13, no. 1: 141–162. 

Szymański, Leszek. 2014. “Aspects of Morphology and Character Choice Motivation in Internet Nickname 
Constructions.” In Name and Naming. Proceedings of Second International Conference of Onomastics, 
edited by Oliviu Felecan, 822–830. Cluj-Napoca: Editura Mega. 

United Nations Office on Drugs and Crime. 2016. World Drug Report 2016. New York: United Nations Office 
on Drugs and Crime. 

United Nations Office on Drugs and Crime. 2020. World Drug Report 2020, Booklet 4: Cross-cutting Issues: 
Evolving Trends and New Challenges. New York: United Nations Office on Drugs and Crime. 

Van Buskirk, Joe, Raimondo Bruno, Timothy Dobbins, Courtney Breen, Lucinda Burns, Sundresan Naicker, 
and Amanda Roxburgh. 2017. “The Recovery of Online Drug Markets Following Law Enforcement and 
Other Disruptions.” Drug and Alcohol Dependence 173: 159–162. 

Van Hout, Marie Claire and Tim Bingham. 2014. “Responsible Vendors, Intelligent Consumers: Silk Road, 
the Online Revolution in Drug Trading.” International Journal of Drug Policy 25: 183–189. 

Vandoros, Sotiris and Ichiro Kawachi. 2019. “The Relative Risk of Motor Vehicle Collision on Cannabis 
Celebration Day in Great Britain.” Accident Analysis & Prevention 128: 248–252. 

Whitty, Monica and Jeff Gavin. 2001. “Age/sex/location: Uncovering the Social Cues in the Development of 
Online Relationships.” CyberPsychology & Behavior 4, no. 5: 623–630. 

Whitty, Monica and Tom Buchanan. 2010. “What’s in a Screen Name? Attractiveness of Different Types of 
Screen Names Used by Online Daters.” International Journal of Internet Science 5, no. 1: 5–19. 

Xu, Xing, He Huang, Ting Jiang, and Yuanpeng Zou. 2020. “WeChat Usernames: An Exploratory Study of 
Users’ Selection Practices.” Names 68, no. 3: 156–168. 

Yle 2019. “Police Launch Thousands of Investigations into Suspected Crimes on Finnish Silk Road.” 
Yle.fi News December 7, 2019. Accessed January 15, 2021. https://yle.fi/uutiset/osasto/news/  
police_launch_thousands_of_investigations_into_suspected_crimes_on_finnish_silk_road/11107617. 

https://www.theguardian.com/science/2013/apr/19/online-high-net-drugs-deal
https://www.theguardian.com/science/2013/apr/19/online-high-net-drugs-deal
https://yle.fi/uutiset/osasto/news/%20%20police_launch_thousands_of_investigations_into_suspected_crimes_on_finnish_silk_road/11107617
https://yle.fi/uutiset/osasto/news/%20%20police_launch_thousands_of_investigations_into_suspected_crimes_on_finnish_silk_road/11107617


NAMES: A JOURNAL OF ONOMASTICS 
Usernames on a Finnish Online Marketplace for Illegal Drugs 

ans-names.pitt.edu  

ISSN: 0027-7738 (print) 1756-2279 (web) Vol. 69, Issue 3, Summer 2021 DOI 10.5195/names.2021.2234 

 

15 

Notes on Contributors 

Lasse Hämäläinen is a postdoctoral researcher at Tampere University. His research interests include 
online usernames, given names, Finnish language, computer-mediated communication, and digital culture. 

Ari Haasio is a principal lecturer at Seinäjoki University of Applied Sciences. His research interests include 
hikikomori phenomenon, digital culture, information behaviour, and Tor network. 

J. Tuomas Harviainen is Associate Professor of Information Practices at Tampere University. His 
research interest ranges from organizational information sharing to the role of information in online 
commerce. He leads the Academy of Finland funded consortium project ENNCODE, which studies extremist 
networks and drug trading on the Dark Web. 

 
Correspondence to: Dr. Lasse Hämäläinen, Tampere University, Faculty of Information Technology and 
Communication Sciences. Email: lasse.hamalainen@tuni.fi 

 

mailto:lasse.hamalainen@tuni.fi

