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Abstract—The development generally drives the evolution
of modern systems towards distributed ones, generally, in
blockchain and Distributed Ledger Technology domains. Ensur-
ing the reliable digital signature of messages and the data security
of messages signed with a digital signature from unauthorized
interference is an essential part of enabling the operation of the
paradigms as mentioned earlier. This work proposes a method
for signing messages in the distributed system by introducing
a two level nodes’ hierarchy, distribution of the Public Key
Generator (PKG) master key the nodes of the second level so
that a distributed PKG threshold scheme is formed from those.
Further, one or more second-layer leaders are selected by the
nodes of the first message level in such a way that the aggregate
content of the messages determines the value of the current
identifier and, thus, the public key are formed by the nodes
of the second level forming a distributed threshold PKG, shares
of the session secret key corresponding to the identifier and the
public key. The session secret key is recovered by one or more
second level nodes selected as the leader, and the current message
is signed using the corresponding session secret key.

Index Terms—Digital signature; Blockchain; Distributed sys-
tems; Secret sharing.

I. INTRODUCTION

With the steady development of the Information and Com-
munication Technology (ICT) domain, interest in distributed
systems is growing tremendously [1], [2]. One of the most
progressively pacing examples of such systems is blockchain,
i.e., a chain of interconnected blocks that are formed using
various cryptographic methods [3], [4]. The data for each
block in the blockchain is linked to the block data in the
previous block, ensuring the immutability of the ledger [5].
Thus, malicious activity by forging these blocks is mitigated,
and transparency and openness of the chain are ensured.

The network of devices generating the data for blockchain
consists of numerous nodes that form a complete network [6].
Data exchange between nodes is verified using digital signa-
tures, a technology for authenticating digital information using
digital cryptography [7]. For example, a message signature is
required in some cases where a consensus between multiple
parties is required to complete a transaction. In general,
by signing a message, the parties to the transaction prove,
for example, that they own a certain address and control

the funds stored on it that could be used in, e.g., energy
trading [8], wireless resource sharing [9], critical infrastructure
management [10] and others.

Currently, digital signatures are suitable for a wide range
of applications where security, ensuring proper integrity and
simplifying the authentication of all types of digital data are
required [11]. For example, message signatures are used to
authorize and sign cryptocurrency transactions in blockchain
technology [12]. For instance, in the case of cryptocurrencies,
signatures act as a guarantor that tokens can only be spent by
those who own the corresponding secret keys [13].

One of the well-known works describes a signature genera-
tion method [14], in which an aggregated signature is formed
employing “sub-signatures” of a plurality of signature parties;
an aggregated public key is generated based on the public keys
of a majority of signing parties; the length of the resulting
aggregated signature is less than the length of the “multi-
signature” obtained by collecting the set of “sub-signatures,”
and the size of the aggregated public key is less than the
length of the “multi-public key” obtained by collecting the
set of public keys. When verifying a signature, the aggregated
public key and the aggregated signature are directly used to
verify the message to be signed. The leader node in the data
distribution system acts as an aggregator of signatures, and
each of the signers is also included in the mentioned system.
Disclosed is the choice of a leader node by broadcasting a
vote request to each node in a data distribution system.

Another work [15] describes a Public Key Infrastruc-
ture (PKI) architecture using a dynamic threshold signature
scheme for generating signed blocks. The Practical Byzantine
Fault Tolerance Algorithm (PBFT) is used as a consensus
mechanism, modified in such a way that the consensus nodes
have a part of the blockchain signing key, and the block
can be formed only when the threshold number of consensus
nodes ensure their signature through their part the signing
key. When all consensus nodes publish their signature parts to
the blockchain, the selected leader node generates a common
public key and adds a new transaction.

The disadvantages of the known solutions include insuffi-
cient security of a digital signature with a high complexity



of algorithms for implementing the formation of a digital
signature in known solutions. The technical result achieved
with the current work’s use consists of increasing the reliability
of the digital signature of messages and the security of
messages signed with a digital signature from unauthorized
interference.

Overall, the proposed approach solves the technical problem
of increasing the reliability and security of digital signatures
of messages in the network that forms the blockchain.

The rest of the paper is organized as follows. Section II
provides an outline of the main definitions used in this work.
Next, Section III defines the proposed approach and the main
operational phases. Section IV provides a concise summary of
the proposed scheme and concludes the paper.

II. GENERAL DEFINITIONS

We start by classifying the network nodes forming a
blockchain – the first level and the second level nodes. Each
first level node contains information mj , while each second
level node is a secret information owner. Further, we need
to distribute the split of the PKG master key into key shares
SMKi between the second level nodes so that a distributed
PKG threshold scheme is formed from the second level nodes.
Next, one or more node-leaders {L1, L2, ..., Lw} would be
selected in a pseudo-random manner from the nodes of the
second level using discrete random variables generation pro-
cedure based on the identifiers of all nodes of the second level.
Next, the message mi is formed by first level nodes in such a
way that the combined data of the messages {m1,m2, ...,mn}
determines the value of the current identifier (ID) and, thus,
the value of the public key PK(Li)

t for each leader.
Next, the second level nodes will form a distributed thresh-

old scheme PKG, based on their master key shares SMKi,
the projection of the session secret key SK(Li)

t corresponding
to ID and the public key PK(Li)

t ; transmitted by the nodes of
the second level, forming a distributed threshold scheme PKG,
generated projections of its own session secret key SK

(Li)
t

to one or more nodes of the second level {L1, L2, ..., Lw},
selected as a leader; collect the session secret key SK

(Li)
t

by one or more second level nodes {L1, L2, ..., Lw}, selected
as the leader, based on the projections of the session secret
key SK

(Li)
t , received by them from the second level nodes

forming the distributed threshold scheme PKG; and signing
the current message containing the information collected at a
given time by the nodes of the first level, employing one or
more nodes of the second level Li, selected as a leader, using
the collected session secret key SK(Li)

t .
The ID value is determined as the result of the hash function

applied to messages {m1,m2, ...,mn} of the first level nodes
and the identifier of the second level node Li, selected as
the leader

ID = H (Li,m1,m2, ...,mn), (1)

while the session public key PK(Li)
t is determined by the ID

value as well.

Note, a data communication network can be any known
wireless or wired data network. As a non-limiting example,
this could be, for example, the Long Term Evolution (LTE),
Global System for Mobile Communications (GSM), Code
Division Multiple Access (CDMA), Wideband Code Division
Multiple Access (WCDMA), Universal Mobile communica-
tion (UMTS) or 5G system, etc., or, for example, any known
broadband Internet access network.

In the present work context, a message mi could be
defined as any set of data received from the nodes of the
first level in the network forming the blockchain. Said any
data collection can be digital data of any kind, for example,
related to cryptocurrency transactions. It should be noted
that cryptocurrency transactions represent only one specific
example of the implementation of the present work, which
should not be construed as defining or limiting the scope of its
possible applications. In general, the system can operate with
digital data in any technology field where security is required,
ensuring proper integrity and simplifying the authentication of
any digital data.

A network forming a blockchain is a network of devices
from which information forms a blockchain consisting of
a plurality of nodes that form a complete network. The
blockchain itself could be defined as a continuous sequen-
tial chain of blocks containing information built according
to certain rules. Most often, copies of blockchains are si-
multaneously replicated on multiple devices independently
and synchronized according to the formal consensus rules
for building a blockchain. The connection between blocks
is ensured because each block contains its hash-sum and
the hash-sum of the previous block. The information in the
blocks is not encrypted and is available in plain text, but the
absence of changes is verified cryptographically through hash
chains (digital signature element).

Signing a message corresponds to generating a digital
signature and adding this digital signature to the message. In
addition to the network that forms the blockchain, the proposed
method could be implemented in other distributed storage and
data processing systems, for example, in two/multi level sensor
networks that do not have a permanent infrastructure, e.g., self-
organizing networks or ad-hoc networks [16].

An exemplary system implementing the digital signature
scheme for messages consists of nodes forming two logical
layers. The nodes of the first level receive (collect, process)
information. Each of the nodes of the first level in a given
time interval contains mj data. The second level nodes carry
the secret information (shares of the PKG secret master key
SMKi). In addition, the nodes of the second level participate
in selecting one or more leaders from among them to improve
the system’s fairness. The nodes of the first and second levels
are defined at the stage of system initialization.

The master key of the PKG is split and distributed at the
stage of system initialization between the nodes of the second
level so that the nodes of the second level form a distributed
threshold PKG. At the end of the initialization stage, each
node of the second level Lj has its share of the secret master



S1: System initialization, first- and second-
level nodes allocation

S2: Threshold PKG initialization

S3: Selection of one or more second-level
nodes' leader

S4: Current identified (ID) selection

S5: Session key shares generation and
distribution

S6: Session key reconstruction

S7: Message signature based on
the session key

Fig. 1. Main phases of the approach

key SMKj of the distributed threshold scheme PKG. The
original secret master key SMK is guaranteed to be destroyed.
Note, it is also possible to use a master key shares distribution
scheme at the initialization stage without generating an initial
master key.

More specifically, during the system initialization phase, the
following actions are performed:

1) The following two groups are set, both are published and
must be available to all nodes of the network forming
the blockchain that are participants in the protocol:
• additive group G1 of order q (group of points on an

elliptic curve);
• multiplicative group G2 (group of integers in mod-

ular arithmetic).
2) The following functions are set and published as well as

made available to all nodes of the blockchain network
that are participating in the protocol
• H1 : {0, 1}∗ −→ G1 (function of mapping an

arbitrary binary string to a point on a curve).
• e : G1×G1 −→ G2 (the bilinear function used in

the ID-based cryptographic primitive, also known
as pairing).

3) The PKG secret master key SMK is set: s ∈ Zq (Zq is
a residue system modulo q and q is prime).

4) Determine P : the antiderivative (generator) point of the
additive group G1 on the elliptic curve.

5) The public master key PMK = s ∗ P is set.
The next section provides more details on the main phases

of the proposed schema.

III. MAIN APPROACH EXECUTION PHASES

A method for digitally signing messages on a blockchain
network comprises the following steps, see Figure 1.

At step S1, system initialization is performed. The first level
and the second level nodes are logically separated, and the

master keys SMK and PMK are created. PMK is published
to be available to all nodes of the network.

At step S2, the PKG SMK is distributed among the nodes
of the second level in the form of shares of the master key in
such a way that a distributed threshold scheme PKG is formed
from the nodes of the second level, similarly to [17], [18]. As
a result, each node of the second level Lj has its own shadow
of the secret master key SMKj of the distributed threshold
scheme PKG. The SMK itself is guaranteed to be destroyed.
More specifically, SMK is distributed between the second
level nodes forming the distributed PKG threshold scheme
according to the (k, n) threshold scheme, as:

1) A random polynomial f(x) is formed in the residue field

Zq : deg (f (x)) = k−1, f (0) = SMK ≡ f(0)mod q.
(2)

2) Each node of the second level, forming a distributed
PKG threshold scheme, is issued its share of the master
key SMK

ssi ≡ f(Li)mod q, (3)

where q is the order of the point group G1.
At step S3, one or more leaders {L1, L2, ..., Lw} are

selected from the second level using a one-way function of
the identifiers of all nodes of the second level and additional
parameters. The choice of one or more leaders from among
the second level nodes is executed as follows.

Second level nodes form a list of voting participants. The
list is stored as a binary vector

V L = (0, 1, 1, 1, 0...1), (4)

where the number of positions coincides with the size of the
full list of second level nodes, 0 corresponds to the participant
with this identifier as inactive, and 1 to as active. Each second
level node indicated in the list as active can participate in the
voting with this list and a vector associated with it.

Further, the nodes of the second level participating in the
election protocol calculate, each on their side, the election re-
sults for their V L list and additional Data using the following
procedure:

1) A voter performs a hashing operation calculates the
value of r using the following

r =
hash{Data||V L}

hashmax
∈ (0, 1), (5)

where r is a pseudo-random variable in the range from
0 to 1, based on which voting is carried out by drawing
a discrete random variable.

2) The method of drawing a discrete random variable, used
as a concrete example of the implementation of voting
for the selection of one or more leaders among the
second level nodes, is as follows. Each of the second
level nodes that are members of the voting list is as-
signed a probability proportional to its rating (according
to the publicly available rating rule or published ratings
for each round in statistics). Rankings for second level



nodes can be formed based on various criteria. Here, the
rating of a second level node may be determined by the
size of the investment in the system for a given second
level node or the degree of participation of a given
second level node in the system (similarly to Proof-of-
Stake concept [19], [20]). In any case, the total sum
of the probabilities must be equal to 1. The obtained
probabilities are deposited in the interval from 0 to 1
in the order of the numbers of the second level nodes
that are members of the voting list. A node of the
second level, in whose interval the pseudo-random value
r calculated above falls, is considered to be elected as
a leader.

3) Further, each of the nodes of the second level, forming
the distributed threshold PKG, transmits to one or more
nodes of the second level, chosen as the leader, its vote

{V L,Li, Data}Sign (Li). (6)

At step S4, messages mi are generated by the first-layer
nodes in such a way that the aggregate content of the mes-
sages {m1,m2, ...,mn} determines the value of the current
identifier (ID) and corresponds to the value of the temporary
session public key for each leader PK(Li)

t .
At step S5, the following are generated by the second level

nodes forming a distributed threshold scheme PKG and based
on their master key shadows SMKi, the projection of the
session secret key SK

(Li)
t corresponding to the ID and the

public key PK
(Li)
t of each leader. Each of the k second

level nodes (involved in the distributed threshold PKG scheme)
computes the session public key PK(Li)

t as follows

PK
(Li)
t = H1 (Li,m1,m2, ...,mn) = Q, (7)

where Li is selected leader ID, Q is a point on an elliptic
curve belonging to the group of points G1. The hash function
H1 (∗), which maps numeric values to a point on an elliptic
curve, is published at the stage of system initialization, and,
thus, it is known in advance to all nodes of the network that
forms the blockchain.

At step S6, the nodes of the second level transmit the
generated projections of the session secret key SK(Li)

t to the
selected leader Li. Therefore, each of the nodes (Lj) of the
second level, forming a distributed threshold scheme PKG,
transmit to each node of the second level, selected as the
leader (Li), the SK(Li)

t j = ssj ∗PK(Li)
t , which is a point on

an elliptic curve with the identifier (Lj).
At step S7, each second level node Li selected as leader

collect its own session secret key SK
(Li)
t based on the pro-

jections of the session secret key SK(Li)
t j they received from

the second level nodes forming the distributed threshold PKG.
The session secret SK(Li)

t is assembled as follows. Having
received a set of k pairs (ssj∗PK(Li)

t , Lj) from k second level
nodes at step S6, one or more second level nodes selected as
leader(s), calculate its own session secret key SK(Li)

t based on

SK
(Li)
t =

k∑
j=1

λ(Lj ,0)ssjPK
(Li)
t , (8)

where λ(Lj ,0) is the Lagrange coefficient for a given coalition,
calculated for a second level user with an identifier Lj and
point 0, where a coalition is understood as a group of k second
level nodes performing the functions of a distributed PKG.

Finally, in step S8, the current message is signed by any
of one or more second level nodes {L1, L2, ..., Lw} selected
as the leader using its own collected session secret key
SK

(Lij
)

t , j = 1, ..., w.
A random integer r is generated from Zq for signing, where

Zq is is a residue system modulo q, as indicated above. Thus,
we arrive at

R = r · P, (9)

S = SK
(Li)
t + r ·H1 (Li,M) (10)

= s ·Q+ r ·H1 (Li,M),

where M is the current message; and add a signature (R,S) to
the message M, SK

(Li)
t is the session secret key of the leader

selected from the nodes of the second level, whose identifier
is Li.

IV. METHOD SUMMARY AND CONCLUSION

This work proposes a two-layer signature scheme based
on threshold-based distributed PKG with dynamic leader
selection. In the proposed scheme, the blockchain network
contains nodes of the first level and nodes of the second
level, determined during the initialization of the system, while
each of the first level nodes contains information mj , and
each of the nodes of the second level is a carrier of secret
information. The method comprises a distributed threshold
PKG scheme, formed by the nodes of the second level by
distributing between them the PKG master key in the form
of shadows SMKi of the master key; and a mechanism for
selecting one or more leaders {L1, L2, ..., Lw} from among
the second level nodes using a function of the identifiers of
all second level nodes.

The nodes of the first level are configured to generate
messages mi based on the information contained therein
in such a way that the aggregate content of the messages
{m1,m2, ...,mn} determines the value of the current ID and
thus the values of the public keys PK(Li)

t .
The nodes of the second level, forming the distributed

threshold scheme PKG, are made with the possibility of
forming, based on the shadows SMKi of the master key,
shares of the session secret key SK(Li)

t corresponding to the
current ID and the public key PK(Li)

t .
One or more nodes of the second level {L1, L2, ..., Lw},

selected as a leader, allows assembling the session secret key
SK

(Li)
t based on the session secret key SK

(Li)
t shares re-

ceived from the nodes of the second level forming a distributed
PKG threshold scheme, and signing the current message using
the collected session secret SK(Li)

t .
The system and method for digitally signing messages may

be implemented in hardware and/or software, firmware, and
any suitable combination. A typical computing device suitable
for performing the functions of a node in a blockchain network



would include one or more processors, read-only memory,
random access memory, input/output means, and means for
communicating with a data network.

In the future, the authors are planning to validate and im-
plement the proposed solution as part of the ongoing research
related to blockchain execution on resource constrained de-
vices [13], [18], [21]. Currently, the team already has both test
and real networks with more than 24,000 accounts worldwide.

REFERENCES

[1] L. Lao, Laphou, et al., “A Survey of IoT Applications in Blockchain
Systems: Architecture, Consensus, and Traffic Modeling,” ACM Com-
puting Surveys (CSUR), vol. 53, no. 1, pp. 1–32, 2020.

[2] R. Pirmagomedov, et al., “Applying Blockchain Technology for User In-
centivization in mmWave-Based Mesh Networks,” IEEE Access, vol. 8,
pp. 50983–50994, 2020.

[3] D. Berdik, et al., “A Survey on Blockchain for Information Systems
Management and Security,” Information Processing & Management,
vol. 58, no. 1, p. 102397, 2021.

[4] O. Ali, et al., “The State of Play of Blockchain Technology in the Fi-
nancial Services Sector: A Systematic Literature Review,” International
Journal of Information Management, vol. 54, p. 102199, 2020.

[5] M. Gorbunova, et al., “Distributed Ledger Technology: State-of-the-Art
and Current Challenges,” Computer Science and Information Systems,
no. 00, pp. 37–37, 2021.

[6] S. Smetanin, et al., “Blockchain Evaluation Approaches: State-of-the-Art
and Future Perspective,” Sensors, vol. 20, no. 12, p. 3358, 2020.

[7] G. Nagasubramanian, et al., “Securing e-Health Records Using Keyless
Signature Infrastructure Blockchain Technology in the Cloud,” Neural
Computing and Applications, vol. 32, no. 3, pp. 639–647, 2020.

[8] F.S. Ali, et al., “SynergyChain: Blockchain-Assisted Adaptive Cyber-
Physical P2P Energy Trading,” IEEE Transactions on Industrial Infor-
matics, vol. 17, no. 8, pp. 5769–5778, 2020.

[9] N. Weerasinghe, et al., “A Novel Blockchain-as-a-Service (BaaS) Plat-
form for Local 5G Operators,” IEEE Open Journal of the Communica-
tions Society, vol. 2, pp. 575–601, 2021.

[10] O. Alfandi, at al., “Blockchain Solution for IoT-based Critical Infras-
tructures: Byzantine Fault Tolerance,” in Proc. of IEEE/IFIP Network
Operations and Management Symposium, pp. 1–4, IEEE, 2020.

[11] A. F. Monrat, et al., “A Survey of Blockchain from the Perspectives
of Applications, Challenges, and Opportunities,” IEEE Access, vol. 7,
pp. 117134–117151, 2019.

[12] W. Fang, et al., “Digital Signature Scheme for Information Non-
Repudiation in Blockchain: A state of the Art Review,” Journal on
Wireless Communications and Networking, vol. 2020, no. 1, pp. 1–15,
2020.

[13] A. Ometov, et al., “An Overview on Blockchain for Smartphones: State-
of-the-Art, Consensus, Implementation, Challenges and Future Trends,”
IEEE Access, vol. 8, pp. 103994–104015, 2020.

[14] J. Zhang, et al., “Method for Generating Signature, Electronic Device,
and Storage Medium,” Patent WO2019091289, Oct. 2018.

[15] M. Y. Kubilay, et al., “KORGAN: An Efficient PKI Architecture Based
on Permissioned-Blockchain by Modifying PBFT Through Dynamic
Threshold Signatures,” IACR Cryptol. ePrint Arch., vol. 2019, p. 1141,
2019.

[16] M. Elhoseny and K. Shankar, “Reliable Data Transmission Model
for Mobile Ad Hoc Network Using Signcryption Technique,” IEEE
Transactions on Reliability, vol. 69, no. 3, pp. 1077–1086, 2019.

[17] S. Bezzateev, et al., “On Secret Sharing with Newton’s Polynomial for
Multi-Factor Authentication,” Cryptography, vol. 4, no. 4, p. 34, 2020.

[18] K. Zhidanov, et al., “Blockchain Technology for Smartphones and
Constrained IoT Devices: A Future Perspective and Implementation,”
in Proc. of IEEE 21st Conference on Business Informatics (CBI), vol. 2,
pp. 20–27, IEEE, 2019.
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